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Length tnfo
96 Standard query Ox15f3 A capl.grammarly.com
S8 Standard query €xd866 AAMA capi.grammarly.com
98 Standard query response @xdB66 AAAA capi.grammarly.com

226 Standard query response xI5f3 A capi.grammarly.com A 52.23.89.195 A 3.217.61.159 A 35.174.190.75 A 34.235.239.225 A 3.231.30.70 A 54.205.3.95 A 3.210.118.18 A 44.197.54.125

106 Standard query 0x30df A wpad.mynetworksettings.com
186 Standard query Ox435a AAAR wpad.mynetworksettings. com
166 Standard query response 8x3bdf No such name A wpad.mynetworksettings.com
106 Standard query response Bx4353 Ho such name AAM wpad.mynetworksettings.com
B2 Standard query Ox72e6 A it315.girlsgeekout.org
B2 Standard query Oxbac6 AARA 1t315.glrlsgeekout.org
52 Standard query @xd3a7 HTTPS it315.girlsgeckout.org

155 Standard query response Gxé9a7 HTTPS 1t315.g org SOA dnsl. con
98 Standard query response Gx72e6 A $6315.girlsgeckout.org A 216.82.30.104

91 Standard query 9x4625 A content-autofi11.googleapis. con

1 Standard query @xad20 AARA content-autofill.googleapis.com

1 Standard query @xeas3 HTTPS content
171 Standard query response Bxé625 A content:
203 Standard query response 8xad28 AAM

utofill.googleapis.com A 172.253.62.95 A 172.253.115.95 A 142.251,163.95 A 142.251.167.95 A 142.251,16.95
11.googleapi A S AAMA A 2607:

145 Standard query response Px8363 HTTPS leapt. 504 n51. googl

117 Standard query Oxcfé9 A array513.prod.do.dsp.np.microsoft.com

117 Standard query Ox95C7 AAMA array513.prod.do.dsp.mp.microsoft.c

158 Standard query response 8x95c7 ARMA arraySid.prod.do.dsp.mp.microsoft.com SOA ns1-86.szure-dns.com

133 Standard query response Oxcf69 A array513.prod.do.dsp.mp.microsoft.com A 52.184.214.53

94 Standard query @x2b97 A assets.msn.com

54 Standard query @xbb24 AAAA assets.msn.com

216 Standard query response Bx2b97 A assets.msn.com CNAME assets.msn.com.edgekey.net CHANE 28578.d.akamaledge.net A 184,30.42.191 A 184.30.42.135 A 184.30.42.141
226 Standard query response xbb24 AAM assets.msn.com CNAME assets.msn.com.edgekey.net CHAME £28578.d.okamsiedge.net SOA nod.skowaiedge.net

74 Standard query x2213
74 Standard query @xclcd HTTPS canvas.odu.edu

232 standard query response 8x7662 A odu.edu CHAME odu-vanity. . com CRAYE p . us-east-1.elb.
SR e SRR s AN RO O . com CNAME p -east-1
266 Standard query response @xclcd HTTPS edu CHAHE odu-vanit, . com CNANE 1

189 (b8:f8:53:e2:82:89), D:

ESSNE S B (TS By et ) e \Device\NPF_{76708FF7-09:
Ethernet 11, Src: Arcadyan 54

Internet Protocol Version ‘. Sre: 192.168.1.1, Dst: 192. lﬁl 1.173

User Datagram Protocol, Src Port: 53, Dst Port: 60141

Domain Name System (response)

Intelcor._da:

A 54.98.127.11 A 52.5.42.23 A 34.239.15.161
SOA ns-1119. awsdns-11.0rg
S0A n5-1119. awsdns-11.0rg

427 -AGBI-CFCBIBEABZBE), 1d O

Sc (38:03:70:48:9d:5¢)

The IP Address for it315.geekout.org is 192.168.1.173.

Am @ aaqea@amg‘
Wo.sos == 523881173
Mo Time Source: Destinabon Length Infa
208 0.73828  192.268.1.273 184.20.42.291 34 50182 - 423 [ACK] Seq-1 Ack=] Win-£8536 Len-8
239 30.739294 192.168.1.173 184.30.42.191 TLSVL.2 235 Client Hello
26030767101 184.30.42.191 1021681173 Tep 60 483 + 50162 [ACK] Seqel Acke182 Winefd12s Lensd
241 30.767632 184.38.42.191 192.168.1.173 TLSv1.2 1514 Server Hello
202 3076001 1m4.30.42.190 1s2.268.2.273 TCR 1814 423 - 5162 [PSH, ACK] Seqe461 Ack-182 Win-64128 Len-1460 [TCP seguent of a resssembled POU]
243 30.768003 184.39.42.191 192.168.1.173 TLSV1.2 1230 Certificate
204 30 7681es  192.368.1173 18403042181 Tep 4 56162 + 443 [ACK] Seqei8? Acked6S? MineES536 Lenso
205 30.77047  184.36.42.191 152.168.1.173 TP 1514 443 + 50162 (ACK] Seqr4897 Acke182 Hin=4128 Len=146D [TCP segment of a reassesbled POU]
20 30,7785 12288137 184.20.42.281 e 34 50182 - 423 [ACK] Seq-182 Ack-S557 Win-63526 Len-
247 30.79611  184.30.42.191 192.166.1.173 TLSv1.2 403 Certificate Status, Server Key Exchange, Server Hello Done
a8 30 7ersa 192368010173 18403042181 TlSuL2 188 Client Key Exchange, Change Cpher Spec, Encrypted Handshake Message
249 30.825572  184.36.42.191 152.168.1.173 Tep 92 443 + 50102 [ACK] Seqe5306 Ackr308 Win=64128 Len=d
25 j0.masess  m4.3ea210 1s2.268.2.273 TLS\L2 296 Mew Session Ticket, Change Cipher Spec, Encrypted Mandshake Message
251 30.827439 192.168.1.173 154.39.42.191 Tlsvl.2 268 Application Data
252 j0.85%85e  184.30.42.191 102/168.1.173 Tep 52 443 + 50162 [ACK] Sequé14 Acks522 Mine£4128 L
253 30.856951 184.38.42,191 192,168.1.173 TP 1514 443 + 50182 [ACK] Seqe6148 Ack=522 Win=§4128 Len=1460 [TCP segment of a reassembled POU]
25430057126 1843642150 102.16811.133 TiSul2 1138 Application Dota
255 30857223 192.168.1.173 154.30.42,151 Tc 54 5162 + 443 [ACK] Seqr522 Acke8688 Win=65535 Len=
311 34.152027 192.168.1.173 216.92.30.104 TP 66 50183 + B0 [SYN] 5208 Win=G4248 Len=0 MSS=1460 WS=256 SACK_PERM
312 3417mm 10201681173 Tep 6686 + 56183 [SYH, ACK] Sequd Ackel WinaESS3S Lenad MSS<1460 HSw6d SAEK PERN
313 34173318 215.92.30.184 Tep 54 5163 + 80 [ACK] Seqel Acke1 Win=131325 Lenwd
f= 314 32192238 216.92.30.184 HITR 579 GET /index. HTTR/1.1
315 34.193889 192.168.1.173 TP 69 [TCP Window Update] B9 + 5013 [ACK] Seqel Ack=1 Win=131456 Len=8
W 316 3al2130s 192.168.2.173 WITP 665 WTTR/1.1 208 0 (text/html)
317 34.25778 215.92.30.184 Tep 54 50160 + 80 [ACK] Seqe526 Acke812 Winw65024 Len=
124 37.62308 10226821 s 74 Standard query Bx2862 A canvas.odu.edu
335 37.613946 192.168.1.1 s n Standard query Bx2213 ARAA canvas.odu.edu
336 37610380 102/1681101 s Standard query Bxcice HTTPS. canuas.odu.edu
337 37.545453 152.168.1.173 s i e LT odu. edu CHAME odu-vanit e 12d-prod -esst-1.elb. A/54.90.127.11 A 52.5.42.23 A 34.239.15.
128 37647671 102.268.2.273 s 266 Standard query responce @x3213 AMAA . e CHAME o P
339 37.647673 192.168.1.173 ous 266 Standard query response @xclc@ HTTPS canvas.odu.edu CHAME odu-vanity.instructure.com CHAME canvi
> Frame 334: 573 bytes on wire (%12 bits), §78 bytes ceptured (4632 bits) on interface T e
> Etheraet II, Src: IntelCor_dB:9d:5c (30:#3:78:08:9d:5¢), Dst: Arcadysn_ea:9a:89 (bg:f8:53:
> Internet prot fon 3, Src: 192.168.1.173, Dst: 216.92.36. 168
> Transmission Control Protocol, Sre Port: 58108, Dst Port: 89, Seq: 1, Ack: 1, Len: 525
Host: it315.girlsgeekout.org\rin
Comection: keep-aliveirin
Inzecure-Requests: 1irin
User-‘ur\: muu/s © (nindows WT 18.0; Win64; x64) mumbm/m )e (oL, li.ke secim) Chroee/111.0.9.0 Safari/537.36\r\n
Accept: text/html ‘apng, */*;q=.8, 4 ALY
Referer: http:, h‘iﬁli‘urlsgmuul.urg/\r\n
Accept-Encoding: geip, deflateirin
anguage: en-US,eniq=.9\r\n
[Full request uaT: heeo://its) o/ index. phg?Firstnane=C] 1
[HTTR request 1/1]

© 7 weshark_WHFZ20121.pcapng

Fackets: 412 Displayed: 182 (44, 2%) - Dropped: 0 (2.0%)

The command used to get my name was a hypertext transfer protocol.



3.
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A
Am 8 ERE ] ==
(Aoetd == 28,0173 -]+
Mo Time Source: Destnason Frotocol  Length Info | el
245 38.779557 192.168.1.173 154.36.42.191 TP 54 58162 + 443 [ACK] Seqels2 Ack=5557 Win=85536 Len=d |
247 079608 184.30.42.100 192.168.1.173 TLSVL.2 483 Certificate Status, Server Key Exchange, Server Wells o
208 30797941 192.168.1.173 164.30.42.191 T2 10 cliem Key cxchangs, Change Cloher spec. ncrypted randonake resiage
269 308272 184.30.42.191 192.168.1.173 e 2 443 + 53102 [ACK] SeqeS906 Acks308 Wine64128 L
250 30.525666  154.30.42.101 192.168.1.173 NERn A et Sy, P SRR B S e
25 3082743 152.168.1173 184.30.42.191 TiSv.2 268 Application Data
250 30.055684  184.30.42.191 192.166.1.173 e 92 443 + 59102 [ACK] Seq-6148 Ack=522 Win-64126 Len-d i
253 J0.856351  184.36.42.191 192.168.1.173 TCR 1514 443 + 59102 [ACK] Seqe6ld8 AckeS22 Winsg4128 Lencldtd [TCP segment of s remssembled POU]
25430857126 184.30.42.11 192.168.1.173 TLSv1.2 1134 Application Data
255 30.857223  152.168.1.173 184.30.42.191 Tco 4 saide i (300 Secnsi3 kst gt Lon s

311 34.152027  192.168.1.173 216.92.36.104 3 66 50103 + 8 [5m] S2qe0 Winag4240 Lenad HSS=1460 WS=256 SACK

312 34.173192  216.92.30.184 192.168.1.175 e 6630 + 50183 [SYN, ACK] Seqed Ack=l Win=65535 Len=d NSS=1460 st sacx _pERN
313340738 192.268.1.173 216.92.30.104 p 5450103 = 80 [ACK] Seqel Ackel Win=131328 L
| ssaeasazme w2aes1am 216.92.30. 104 TP 579 GET /index.php?firstnane-Clarence+dlastnane-inbrell HITR/1.1
315 34.193609  216.92.30.104 152.168.1.173 TP €0 [TCP window Update] B0 + 56103 [ACK] Seqsl Ackel wine131456 Lensd
36 34.213753  216.52.38.104 192.165.1.173 TR 665 HTTP/1.1 200 0K (text/html)
317 34.257789  192.368.1.173 216.92.30.184 TR 5458100 ~ 80 [ACK] 5eq=526 Ack=612 Win=65624 Len=B
334 37.613669  192.168.1.173 192.166.1.1 74 Standard query @x7662 A canvas.odu.edu

339 37.647673  192.168.1.1 192.168.1.173

Frame 31

et ey

Internet Protocel Versien 4, Src: 216.92.38.184, Dst: 192.168.1.173

Transmission Control Protocol, Src Port: B8, Dst Port: 50189, Seq: 1, Ack: 526, Len: 611
Transfer Protocol

9 (bB:45:53:ea:5a:59), D:

Hypertext
* Uine-based text data: text/heal (21 Lines)
<100CTYPE htad
<htal>vn
caeta name="viewport™ contents"width-device-width, initial-scales1.8">\n
<body>tn

n
<hasYour name is: Clarence Kimbrell</n2>in
n

<form actions"index.php">\n
First name:<cortn
<input type="text” nane="firstnsme’ value="Clarence “>\n
b3t
Last nane:cbro\n
<input typen"text” name"lastnane” value=Kimbrell®>\n
bracbrain
<input type="submit” value="Submit">\n
</orm> \n
n

n
</body\n
</htals\n
n

© 7 weshork_Fza0m1 pcaprg

s
oS 74 Standsrd query @x2213 AAAL canva:

336 37.614354  192.168.1.173 192.168.1.1 s 74 Standard query @xclcd HITPS canvas.odu.edu
oS
oS
[

3. odu. ey

32 Standsrd query response GxISE2 A canves.odu.edu CHAME odu-venity.instructure.com CHAME camvas-
66 Standard query respanse Ox2213 AMA canvas.odu.edu CHAME odu-vanity.instructure.con CHAME canvas-Lad-prod-c346-2117316586.us-east-1.elb.anazonaws .con S04 ns-1119. awsdns-11.0rg
266 Standard query response @xclcé HITPS canvas.odu.edu CHAME odu-vanity.instructure.com CHANE canva

5 byees on vire (8320 its), 665 byies captured (220 bika) on Lnterface \Devise\E {7700 4333-436F-Aeed-CRomotieast). 36 0
5a IntelCor_ds:3d:5e (30:e3:7a:d5:9d:5c)

-prod-c346-21173516506. uz-east-1.£lb.anaronsws. com A $4.90.127.11 A 52.5.42.23 A 34.239.15

onaws . com S0 ns-1119. awsdns-11.crg

-prod-c336-2117316588. us-east-1.elb.

Packets: 412 - Deglayed: 152 (#4.7%) - Oropped: 0 [0.0%)

This packet contained line-based text data. It displays the HTML code for the website in
plaintext along with the information added to it.

4.

For many reasons, it is incredibly important to have network traffic encrypted rather than
appearing in plain text. Hackers can exploit this by manipulating and altering the website’s code.
The code appearing in plaintext disregards the confidentiality part of security.

Frofle: Default



