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Protecting critical infrastructure with cyber security insurance allows us to live our lives
comfortably without having to worry about a devastating event occurring. For example, the
people in the area of Sambalpur, India are protected by a government built and regulated dam
that is the longest in all of India. The local residents, Sambalpuri Saree, are located southeastern
India and on the entrance between the Mahanadi River and the Hikrakud Reservoir. This dam
provides life to a population of one million one hundred sixty-eight thousand Sambalpuri Saree.
Protecting this dam with cyber security insurance from a hacker inside or outside of India’s
borders is essential to allow life to thrive in this river banked city. Such an attack would misplace
over a million people and would harm the Sambalpur economy and cause catastrophic damage to

infrastructure.

The strongest political implications for protecting critical infrastructure with cyber security
insurance is foreign policy or homeland security. These two implications give the population of a
nation such as the United States the feeling of security and privacy that is a right to all citizens.

In an area such as the United States protecting critical infrastructure with cyber security
insurance will always be bound by law because an attack on them would be an attack on its
government and big businesses associated. This is why politicians are pushing for protecting
areas critical infrastructure lies. With the growing use of hybrid warfare! protecting such assets is
an absolute necessity. Over the past decade many of the most powerful nations around the world
have been paying close attention to strategic importance of the submarine cable network. 2
(Bueger & Liebetrau, 2021) These cable networks allow countries that are continents apart speak

with one another instantaneously so protecting this critical infrastructure is crucial to foreign

1 Combination of multiple conventional and unconventional tools of warfare.
2 |s a cable laid on the sea bed between land-based stations to carry telecommunication signals across stretches of
ocean and sea.
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policy. If an allied nation were to be attack these network cables could be blocked or severed to
block out communication leaving a country. This is an example of hybrid warfare and how it

plays a crucial part in politics internationally.

International politicians in Israel, were some of the pioneers to have a critical infrastructure
protection policy. The Ministerial Committee on National Security® released a document named
Special Resolution B/84 which stated “the responsibility for protecting computerized systems in
the State of Israel. (Tabansky, 2013) This took place on December 11, 2002 for example the
United States just established it own critical infrastructure protection policy called the USA
PATRIOT Act of 2001 fourteen months prior. (Parfomak, 2007) These two protection plans have
different definitions and interpretations but serve the same purpose. Both of these nations have
used these protection plans to regulate a safer environment for its habitant’s oceans apart. In
Israel the politicians and policy makers came to those conclusions and ramifications of those
decisions for eight main reasons. The most important of the eight is number one “to assess the
threat landscape” (Tabansky, 2013). Having the potential to understand what certain systems are
susceptible too will allow for more resources put against it. Then number seven “to develop
technological expertise and cooperation with partners in Israel and abroad.” (Tabansky, 2013)
These relations from Israel and aboard coincide with the United States critical infrastructure
protection policy. This is why comparing these two domestics and international policies is a
good representation of the stand that government and big business have to take. Then finally “to
initiate and support research for developing defensive capabilities, in cooperation with the

defense community.” (Tabansky, 2013) Technology is rapidly growing and the techniques of

3 The ministerial committee is a committee consisting of ministers of government portfolio.
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hacking are on the same rise. So, understanding the newest methods of attacking will allow

defensives to not be comprised.

In conclusion those are the political implications that arise from protecting critical infrastructure
with cyber security insurance. After comparing and contrasting Israel’s and the United States’
critical infrastructure protection plan it shows how domestic and international politicians
together with policy are preparing themselves from a future of uncertainty. Looking at the
nations individual motives allowed for a clearer picture as to why they came to those conclusions
and ramifications. The future of having protection plans for critical infrastructure with cyber
security insurance is going to be an absolute necessity with ongoing instability of the technology
and the environment. The development of this policy, domestic and internationally, will change
to incorporate newer technology and be will be essential to governments and big businesses to

operate.
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