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After opening two separate terminals | used the ping command to first window 2008 server and
then ubuntu. The servers’ IP addresses are very similar the only difference being the last two
digits.
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File Acion Media Clipboad View Help
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Time. Source Destination
386 92.373286100 192.168.217.3 192.168.16.16 cHp (ping) request id=6x666f,
373314100 192.168.10.10 192.168.217.3 (ping) reply  id=6x066f,
139008100 192.168.217.3 192.168.10.11 (pingIyrequest 1d=6x8662,
.144917800 192.168.10.11 192.168.217.3 cho (ping) reply  1d=0x8662,
374555200 192.168.217.3 192.168.16.10 (ping) request 1d=6xe66f,
374581200 192.168.10.10 192.168.217.3 (ping) reply  1d=6x066f,
135624760 192.168.217.3 192.168.10.11 (ping) request id=6x0662,
135815600 192.168.10.11 192.168.217.3 (ping) reply  1d=0x6662,
400990900 192.168.217.3 192.168.10.10 cho (ping) request id=0xeesf,
.401021300 192.168.10.16 192.168.217.3 (ping) reply  id=exe66f,
143624200 192.168.217.3 192.168.16.11 ho (ping) request 1id=0x8662,

495100 192.168,10.11 192.168.217.3 (ping) reply  id=6x6662,
id=

1394459200 192.168.217.3 192.168.16.10 ping) request 9x066f,
1394488200 192.168.10.10 192.168.217.3 ping) reply  id=6x066f,
1154416100 192.168.217.3 192.168.10.11 ping) request 1d=6x0662,
.159573000 192.168.10.11 192.168.217.3 (ping) reply  1d=6x0662,
399451200 192.168.217.3 192.168.10.160 (ping) request 1d=0x866f,
403 96,399552200  192.168.10.10 192.168.217.3 IcHP 98 Echo (pina) reply  id=0x666f,

Frame 135: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface @
Ethernet II, Src: Microsof_48:57:6a (80:15:50:40:57:6a), Dst: Microsof_46:57:1e (60:15:5d:40:57:1e)
Internet Protocol Version 4, Src: 192.168.10.11, Dst: 192.168.217.3
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In the Ubuntu VM with Wireshark open, we can filter all ping traffic by using the ICMP filter.
We can see where the packets are coming from by looking at the source and destination. As we
can see above packets are coming from Ubuntu, Windows Server 2008, and Attacker Kali.
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Time source
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Destination

143 47.245065000 192.168.217
145 48.035747500 192.168.217.3

147 48.248890600 192.168.217.
149 49.832131400 192.168.217.
151 49.260594600 192.168.217
153 50.038892200 192.168.217
155 50.280323400 192.168.217
157 51.038063700 192.168.217
159 51.267301700 192.168.217.
161 52.043257700 192.168.217.3
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» Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192 168.16.10
» Internet Control Message Protocol
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This is a further extension of the filter used in the previous step exploring the source of the
packets. This is done but adding IP.src and then the IP address. This shortens the results
significantly and is more precise.
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The above image displays a packet from Kali to the Windows server with login credentials. This
is done by using the FTP command and then listing the Windows server IP address.
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Ftp && ip.addr == 192.168.10.11 B30 -] Expression..

No. Time. Source Protocol _Length Info
15194 699.588442600 1! 16821 FTP 93 Re:

15195 699.588443600 192 R 258 Response =
15669 715.111838160 192 3 82 Request: USER anonymous

15676 715.123454000 192 3 138 Response: 331 Anonymous access allowed,
15822 720.647125700 192 .168. 81 Request: PASS passyord

15823 720.651940100 192 1 2 339 Response: 230-* yé

15824 720.651940900 192 5 £ 131 Response: Directory has 33,467,981,824
15825 720651941300 192.168.16. 5 87 Response: 230 User logged in

15829 720.656313700 192 : 72 Request: SYST

15836 720.658913600 192 82 Response: 215 Windows_NT

220-Microsoft FTP Servic

Frame 15194: 93 bytes on wire (744 bits), 93 bytes captured (744 bits) on interface 0

Ethernet II, Src: Microsof 40:57:6a (00:15:5d:40:57:@a), Dst: Microsof_40:57:1e (60:15:5d:40:57:1e)
Internet Protocol Version 4, Src: 192.168.16.11, Dst: 192.168.217.3

Transmission Control Protocol, Src Port: 21, Dst Port: 59798, Seq: 1, Ack: 1, Len: 27

File Transfer Protocol (FTP)
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The command used in the above image is a tool used for sniffing internal communications. This
is done by filtering with the same command used to send the information. Then add the IP
address it was sent to in this case it was the windows server. Finally, the information is displayed
in the info tab showing the username and password.
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Protocol_Length Inf
FTP 93 Re:

172 52.833084700 16 Se=s=sss======
208 60.265579080 192. 217.3 92.168.10.11 USER ckimbee2
192.168.10.11 192.168.217.3 e: 331 Password required for ckim
192.168.217.3 192.168.160.11 PASS 01207106
192.168.16.11 192.168.217.3 536 User cannot log in
192.168.217.3 192.168.10.11 e SYST
00 192.168.10.11 192.168.217.3 215 Windows NT

472 116.557667200 192.168.217.3 192,168.16.11 T
570 125.927959000 192.168.10.11 192.168.217.3 226-Microsoft FTP Service

» Frame 171: 93 bytes on wire (744 bits), 93 bytes captured (744 bits) on interface 6

» Ethernet II, Src: Microsof 46:57:6a (6:15:5d:40:57:0a), DSt: Microsof 46:57:1e (60:1fy5d:40:57:1e)
» Internet Promcul Version 4, Src: 102.165.16.11, Dst: 192.168.217.3

» Tri missi Con Pro m:ul Src Port: 21, Dst Port: 47506, Seq: 1, Ack: 1, Len: 27
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©2 02 1f 14 00 60 61 61 ©8 8a 00 00 5b 21 9b 71 .
ac cf 32 32 30 2d 4d 69 63 72 6f 73 6f 66 74 20 ..220-Mi Sresctt”
46 54 50 20 53 65 72 76 69 63 65 0d Oa FTP Serv ice.
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This was done in a very similar manner to the above image. But in this case, it simulates a real-
world scenario by using a username and password that is not given to us. Although I was not
able to log in with this information, | was still able to sniff the packets on the attack Wireshark in
Ubuntu. Which displays my username which is my MIDAS ID and my password which was my
UIN.



