Concept Map Essay Cybercrime & Digital Deviance

For my concept map, I chose Cybercrime & Digital Deviance as the central concept because it
connects every major topic we covered in this course. Building the map helped me visualize how
different cybercrimes, theories, technologies, and prevention strategies all fit together. The
central concept is important because cybercrime isn’t just one behavior, it is an entire ecosystem
shaped by offender motivations, digital tools, global systems, and emerging technologies. By
placing this concept in the center, I could branch outward and show how each major topic
interacts with the others rather than treating them as separate ideas.

One of the most helpful parts of organizing the map was using Wall’s Typology cybertrespass,
cyber-deception/theft, cyber porn/obscenity, and cyber violence. This structure gave me a clear
way to classify the wide range of crimes we studied. It also helped me show how different
offenses overlap. For example, ransomware falls under cyber deception but also involves
trespassing because offenders break into systems to plant malware. Online harassment fits cyber
violence, but it is also connected to social media deviance and anonymity on the Dark Web.
Seeing these overlaps helped me understand that cybercrime categories aren’t rigid, and many
modern crimes fall into multiple areas.

While making the map, I connected crime types with theories such as Routine Activity Theory,
Space Transition Theory, and Social Learning Theory. This helped me show why certain crimes
occur and how online environments influence behavior. I also added relationships between
crimes and technology, like how cryptocurrencies support ransomware payments or how Al
deepfakes increase the spread of misinformation. Including current events made the map more
realistic because ransomware attacks on hospitals, deepfake scams, and online radicalization are
issues happening right now, not just concepts from a textbook.

I was surprised by how many crimes rely on the same enabling technologies like anonymity
networks, encryption, and social media algorithms. I used to think cybercrimes were all very
different, but building the map showed me they often share common roots.

In terms of the process, I used Coggle to build the map because I liked how easy it was to color-
code the branches and organize the topics visually. The biggest challenge was keeping the map
readable while still meeting the requirement of 15 main topics and at least 60 total concepts. |
had to reorganize sections multiple times, so lines didn’t overlap too much. Creating color
themes for crimes, theories, responses, and typologies helped me stay organized. Through this
assignment, I developed skills in visual organization, conceptual synthesis, and linking
criminology theories to real-world issues.



