 
 
 
 
CYSE 301: Cybersecurity Technique and Operations 
Assignment: Lab 1– Basic Linux commands 
 
 
 	 
 
 
Get Ready:   Select a Linux VM  
Each student can choose to use either 1) a local virtual VM running Ubuntu 20.04+ VM* or 2) the Ubuntu 64-bit VM from our CCIA virtual lab environment#,  to complete the following task.   
* You can follow many tutorials online.  Here is one example to install a Ubuntu 20.04+ VM on your local machine. 
#  Please follow the instructions mentioned in the first class to access an Ubuntu 64-bit VM under the Hyper-V manager with our CCIA virtual lab envinroment. Username and password can be found on the desktop of the Windows 10 Host Machine.   

 
Task A: Practice with the Basic Linux Commands   
You can take one screenshot to cover the answer for multiple tasks.   
1. (10 pt) How do you find the IP address of your Linux machine using the command line?  
· Command:
Ip a
Or
ifconfig
2. (10 pt) Display your current directory in a terminal.   
· Command:
pwd
3. (10 pt) Use the echo command to print your name to the console.   
· Command:
Echo “My Name”
4. (10 pt) Display your first and last names in two separate lines using a single echo command (tip:  
how to enable the interpretation of escape characters?) 
· Command:
Echo -e Clifford\nOsei Yeboah
5. (10 pt) How to change to home directory using cd and absolute pathname. 
· Command:
Cd/home/yourusername or cd~
6. (10 pt) Create a new file named “forXXXX.txt” in your home directory (replace “XXXX” with your own MIDAS). Then, use the long listing format to display the contents in your home directory. 
What is the size of the file you just created?    
· Command:
Touch ~/forXXX.txt
Is -I ~
· The size of a newly created empty file should be 0 bytes
7. (20 pt) Create a new directory named “XXXX” in your home directory (replace “XXXX” with your own MIDAS). Then, use the long listing format to display the contents in your home directory. 
What is the size of the file you just created?   
· Command
Mkdir ~/XXX
Is -I ~
· The size of a new directory will typically show as 4096 bytes due to filesystem overhead.
8. (20 pt) Copy /etc/passwd file to your home directory. The copy should be named as“passwd_XXXX” (replace “XXXX” with your own MIDAS) in your home directory. Then, complete the following two subtasks: 
· Use the proper command to display the first six lines in this file.  
· Search keyword “www” in this file. 
· cp/etc/passwd~/passwd_XXXX
· Head -n 6 ~/passwd_XXXX
· Grep “www” ~/passwd_XXXX
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student@ubuntu:~$ ip a
[: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
. qlen 1000
1ink/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_lft forever preferred_lft forever
inet6 ::1/128 scope host
valid_lft forever preferred_lft forever
: eth®: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP group defa
Ilt qlen 1000
link/ether ©0:15:5d:40:57:32 brd ff:ff:ff:ff:ff:ff
inet 192.168.10.18/24 brd 192.168.10.255 scope global noprefixroute ethe
valid_lft forever preferred_lft forever
inet6 fe80::7ae3:4419:3977:c166/64 scope link noprefixroute
valid_lft forever preferred_lft forever
3: ethl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP group defa
Ilt qlen 1000
link/ether ©0:15:5d:40:57:34 brd ff:ff:ff:ff:ff:ff
inet 169.254.44.30/16 brd 169.254.255.255 scope link noprefixroute eth1i
valid_lft forever preferred_lft forever
inet6 fe80::3406:6433:d681:41d0/64 scope link noprefixroute
valid_lft forever preferred_lft forever
;tudent@ubuntu:~$ pwd
'home /student
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student@ubuntu:~$ echo Clifford

Clifford

student@ubuntu:-$ echo -e Clifford\osei yeboah
Cliffordosei yeboah

student@ubuntu:-$ cd /home/student

student@ubunt $ touch ~/cosei®02.txt

student@ubuntu:~$ 1s -1 ~

total 48

-rw-rw-r-- 1 student student ® Sep 8 01:02 coseiB02.txt
drwxr-xr-x 3 student student 4096 May 30 2024 -~ ;.
drwxr-xr-x 2 student student 4096 Feb 12 2020 "« ucnic
drwxr-xr-x 4 student student 4096 Feb 12 2020 "=/ loocc
-rw-r--r-- 1 student student 8980 Feb 12 2020 examples.desktop
drwxr-xr-x 2 student student 4096 Feb 12 2020 .« -

drwxr-xr-x 2 student student 4096 Feb 12 2020 . -
drwxr-xr-x 2 student student 4096 Feb 12 2020 "\ =
drwx------ 4 student student 4096 May 30 2024 -

drwxr-xr-x 2 student student 4096 Feb 12 2020 '~ -~ -
drwxr-xr-x 2 student student 4096 Feb 12 2020 ' -«
lrwxrwxrwx 1 student student 18 Feb 12 2020 Vichare -> /mnt/hgfs/Vishare/

student@ubuntu:-$ mkdir ~/cosei®02

student@ubuntu:~$ 1s -1 ~

total 52

drwxrwxr-x 2 student student 4096 Sep 8 ©1:03
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VMshare -> /mnt/hgfs/VMshare/

/etc/passwd ~/passwd_cosei002
student@ubuntu:-$ head -n 6 ~/passwd_cosei002

:root:/root:/bin/bash
:daemon: /usr/sbin: /usr/sbin/nologin
bin:/bin:/usr/sbin/nologin
:sys:/dev:/usr/sbin/nologin
65534:sync:/bin:/bin/sync

:60:games: /usr/games: /usr/sbin/nologin

student@ubuntu:-$ grep "www" ~/passwd_cosei002

www-dataix:3.

3:www-data: /var/www: fusr/sbin/nologin




