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Abstract
The cybersecurity field continues to grow as organizations become more dependent on technology and face increasingly complex cyber threats. This paper analyzes the IT Cybersecurity Specialist (CUSTSPT/INFOSEC) position with the Defense Information Systems Agency (DISA) to examine the skills, responsibilities, and qualifications expected from professionals entering the cybersecurity industry. The job advertisement highlights the importance of technical knowledge, cybersecurity principles, problem-solving abilities, customer support, and the ability to apply information security practices in a professional environment. Through an analysis of the position requirements, this paper identifies both technical and interpersonal skills needed for success in this role.
The position requires knowledge of cybersecurity practices, troubleshooting, system security, and communication with users and teams. The advertisement also suggests the importance of soft skills such as adaptability, teamwork, and time management because of the responsibility involved in supporting customers and resolving security issues. My academic experience at Old Dominion University, including courses such as CS 462, CYSE 250, CYSE 270, CYSE 280, CYSE 425W, and CYSE 495, has helped me develop many of the skills needed for this career path. Through coursework, certifications, and future internships, I am preparing for a cybersecurity career focused on protecting information systems and supporting secure technology operations.


Cybersecurity has become a major area of information technology because organizations depend on secure systems to protect sensitive data, maintain operations, and defend against cyber threats. As technology continues to advance, employers are looking for cybersecurity professionals who have both technical abilities and strong professional skills. The IT Cybersecurity Specialist (CUSTSPT/INFOSEC) position with the Defense Information Systems Agency (DISA) represents a career opportunity that combines cybersecurity operations, technical support, and information assurance responsibilities.
The position requires employees to assist users, analyze technical issues, apply security principles, and support secure information systems. After reviewing the job advertisement, its clear that DISA is looking for candidates with cybersecurity knowledge, problem solving abilities, communication skills, and the ability to work in a security-focused environment. My coursework at Old Dominion University through classes such as CS 462, CYSE 250, CYSE 270, CYSE 280, CYSE 425W, and CYSE 495 has helped me develop many of the skills required for this position. The role shows that cybersecurity professionals must combine technical knowledge with communication, adaptability, and continuous learning.
The Defense Information Systems Agency (DISA) is part of the United States Department of Defense and provides information technology and communication support for military organizations, government agencies, and national security operations. Since DISA manages critical information systems, cybersecurity is a major part of its mission. The IT Cybersecurity Specialist position supports this mission by helping maintain secure systems and assisting customers with cybersecurity-related issues.
According to the job advertisement, the position involves providing cybersecurity technical support, analyzing problems, troubleshooting issues, supporting system configurations, and applying cybersecurity policies and procedures. The role is not only focused on preventing threats but also making sure users and systems operate securely and effectively.
The title of the position also shows the expectations of the role. The term “IT Cybersecurity Specialist” indicates that employees need knowledge of both information technology and cybersecurity concepts. The addition of “CUSTSPT/INFOSEC” shows that the position combines customer support responsibilities with information security skills. This requires employees to understand technical systems while also being able to explain security information clearly.
The job advertisement highlights several technical skills required for the position. One important requirement is knowledge of “information security/information assurance policies, principles, and practices.” This shows that DISA expects candidates to understand security controls, cybersecurity policies, and methods used to protect information systems. Employees must understand how security practices are applied and why they are important for protecting government systems.
Another important responsibility listed in the advertisement is troubleshooting and resolving “integration or configuration issues.” This shows that the position requires practical problem-solving skills in addition to cybersecurity knowledge. Employees must investigate technical problems, identify solutions, and assist users with security-related issues. Troubleshooting is an important skill because cybersecurity professionals often analyze system behavior and respond to technical challenges.
The advertisement also emphasizes providing technical assistance and communicating with customers. Although communication is not listed as a specific technical requirement, it is an important part of the position. Cybersecurity specialists must explain security concerns, provide guidance, and work with individuals who have different levels of technical knowledge.
The requirements suggest that DISA values employees who can combine cybersecurity knowledge with customer service skills. The position requires someone who can work with others, understand user needs, and explain technical information in a clear way. An additional skill that can be identified from the job responsibilities is time management. Employees must balance supporting customers, troubleshooting problems, and completing cybersecurity tasks.
Adaptability is another important skill for this position. Cybersecurity is constantly changing because of new threats and evolving technology. Professionals must continue learning and adjusting to new tools, policies, and security practices. Teamwork is also necessary because cybersecurity professionals work with administrators, managers, users, and other security teams to maintain secure systems.
My coursework at Old Dominion University has prepared me for many of the skills required for the IT Cybersecurity Specialist position. CYSE 250 and CYSE 270 introduced cybersecurity concepts such as security fundamentals, vulnerabilities, and methods used to protect information systems. These courses helped build the foundation needed to understand information assurance principles mentioned in the job advertisement.
CYSE 280 provided additional knowledge related to cybersecurity practices and technical problem-solving. Understanding how systems work and how vulnerabilities affect organizations is important for cybersecurity professionals. CS 462 has also contributed to my technical preparation by improving my understanding of programming and computer systems. This knowledge helps cybersecurity professionals identify weaknesses and develop solutions. 	CYSE 425W strengthened my communication skills through technical writing and analysis. Communication is important in cybersecurity because professionals must document issues, explain recommendations, and share technical information with different audiences. CYSE 495 has helped connect my academic experience with professional expectations and career preparation. Although I am still developing my experience through certifications, internships, and additional training, my coursework has provided me with the foundation needed for this career path.
The language used in the DISA job advertisement reflects a workplace culture focused on responsibility, security, teamwork, and service. Since DISA supports Department of Defense operations, employees must be professional, dependable, and committed to protecting sensitive information. I am interested in this position because it would allow me to apply my cybersecurity knowledge while continuing to develop my technical skills in an organization focused on protecting important systems.
The cybersecurity industry continues to grow because of increasing cyber threats, cloud technology, and the need for stronger security practices. Both government and private organizations need skilled cybersecurity professionals who can protect networks, systems, and data. This growth creates opportunities for individuals who continue improving their skills and earning certifications. Although this position provides valuable career opportunities, it also presents challenges. Cybersecurity specialists must solve complex technical problems and stay updated on changing threats. Protecting government systems requires attention to detail because mistakes can impact important operations. However, the position also provides opportunities for professional growth by allowing employees to develop their technical abilities and gain experience in cybersecurity.
The IT Cybersecurity Specialist (CUSTSPT/INFOSEC) position with DISA demonstrates the combination of technical knowledge and professional skills required in modern cybersecurity careers. The job advertisement emphasizes information security principles, troubleshooting, customer support, and communication skills. Successful candidates must understand cybersecurity concepts while also being able to collaborate, adapt, and solve problems effectively.
My education at Old Dominion University has prepared me for these expectations through coursework focused on cybersecurity, computer science, technical writing, and professional development. As I continue gaining experience through certifications and internships, I believe this position represents a realistic career goal that matches my academic background and interest in cybersecurity
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