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TASK A 

 

1-2. Above I create 2 groups, cyse301s23 and ncose001. I also create 6 users (user1-6), 3 being 

added to the cyse301s23 group and the other 3 being added to the ncose001 group. 

 

                 3. Passwords are then created for each user.  



 

4. The user passwords are then exported into the file NCOSE001-HASH. 

 

 

4b. The hashes are cracked with John the ripper using the rockyou.txt wordlist. The passwords 

dogs and dogs14 and shown. 

 

 

 

 



TASK B 

 

    0. Three users are created on the Windows 7 system and given passwords. 

 

 

 1. The password hashes are displayed using the hashdump command in meterpreter shell. 



 

2. The password hashes are saved into the file ncose001.WinHASH. 

 

2b. The passwords are then cracked using john the ripper and the rockyou.txt wordlist. This shows the 

user passwords “password”, “password123”, and “hellothere”.  

 

 

 



 

3. The password cracking tool Cain and Abel are uploaded to the remote Windows 7 VM. 

 

3b. A dictionary attack is ran and shows the plaintext “password”. 

 

 



 

3c. A bruteforce attack is ran and shows the plaintext “password”. 

 

TASK C EXTRA CREDIT 

 

   To crack the two hashes I first put them into a txt file named ecHashes.txt. John the ripper was then 

used on this txt file with the RawMD5 Format, showing the two hashes in plain text as password and 

root. 



TASK C  

 

 1. Using aircrack-ng, the key is found for lab4.wep 

 

1b.  The key is then used to decrypt the WEP packets. 



 

    1c. lab4wep wireshark 

 

2. Using aircrack-ng, the key “password”  is found for lab4wpa2. 

 



2b. The key is then used to decrypt the WPA packets. 

 

2c. lab4wpa2 wireshark 

 

 

 

 

 

 

 



TASK D  

 

 1. By using echo –n ncose001 | md5sum, I find that I am supposed to be using the file WPA2-P3-

01.cap. 

 

1b.  Aircrack is used to find the key (manchester) for file. 

 



 

1c. Using airdecap, the key (Manchester) and ESSID (CyberPHY) are used to decrypt the WPA 

packets. 



 

 

 

 



Here are my findings from using Wireshark to see the decrypted WPA packets. Resolved Addresses 

shows 2 hosts, 98.139.180.149 and 98.139.183.24, as well as 6073 service entries. There were a lot of 

UDP protocol packets with the source being 192.168.1.118 with source port 51017, and the destination 

being 70.186.28.18 with destination port 443. About half of the UDP packets were with these IPs but 

flipped, so the source was 70.186.28.18 with source port 443, and destination being 192.168.1.118 with 

destination port 51017. Wireshark also showed some reply and request packets between 98.139.180.149 

and 192.168.1.118. 


