Tasks

Lab 3

Open the terminal in Kali Linux and install gedit using the command: sudo apt install gedit.
Create a new directory named stegDir using the mkdir command.

Go to the stegDir directory and create a new file named testfile.txt using the touch

command.

Open the file testfile.txt using gedit and add some secret message there as the file content.
Take a screenshot showing the secret message you added.

nathan@Kkali: ~/stegDir

File Actions Edit View Help

This is a secret message. Shhhhh.[l

Open Firefox (in Kali Linux) and download a random image of a dog. Name the downloaded
file as dog.jpeg. The image will be downloaded in the Downloads folder by default.

Copy the image from the Downloads directory to the stegDir directory using the cp
command. The stegDir directory should have two files by now: testfile.txt and dog.jpeg.

Use Is command to show the contents of the stegDir directory and take a screenshot to attach it

in your submission.

|- [~/stegDhir]

testfile.txt




7. Execute the md5sum command to check the checksums for both testfile.txt and dog.jpeg.
Learn about MD5 here: https://phoenixnap.com/kb/md5sum-linux). Take a screenshot similar

to the following screenshot.

|-[~/stegDir]
testf1le txt dug ]pg

e 700
98980bd9 796794 809feb3

8. Use the steghide command to embed your testfile.txt (with secret message) into the image
file dog.jpeg as shown in the following example screenshot (note: when prompted for the
passphrase, you may type any password of your choice (pass)). Take a screenshot showing the
command and the relevant output from the terminal.

|- [~/stegDir ]
ct dog.jpg f testfile.txt
Enter pas
Re-Enter
embedding

9. Execute the command md5sum for dog.jpeg to check the hash for the image file. Do you see
any difference? Take a screenshot showing the command and the output hash.

|-[~/stegDhir]

dng jpg

There is a difference between the original hash and the new one for dog.jpg



10. Execute the steghide command to get some information about dog.jpeg before extracting
it. Take a screenshot showing the command and the output.

|-[~/stegDir]
info dog.jpg

about embedded data ? (y/n) y

Encryp
Compresse

11. Now, delete the file testfile.txt using the rm command. Use the Is command to show the

contents of the stegDir directory and take a screenshot

|-[~/stegDir]
testfile.txt

|- [~/stegDir]

12. Extract the secret message by executing the steghide command with - - extract option. Take a
screenshot showing the command and the output in the terminal.

|- [~/stegDir ]
=t dog.jpg

13. Execute the Is command to list the contents in the stegDir directory. You should see
testfile.txt there because it was hidden in the dog.jpeg image file and appeared after extracting
the image file in the previous step (step-12). Take a screenshot showing the contents of the

stegDir directory.

|-[~/stegDir]

testfile.txt




14. See the contents of file testfile.txt

nathan@kali: ~/stegDir

File Actions Edit View Help
This is a secret message. Shhhh[f.

15. See the metadata of the file dog.jpeg using the exiftool command

J=[~/stegDir ]

dog. jpg
fersion Number

o Modificat
Access
Inode

'mis

MIME

JFIF rsion
solution Unit
olution
olution
Width

-

=d

16. Change the author of the file dog.jpeg using the exiftool command



17. Repeat the step-15 and take a screenshot showing the updated metadata of the file
dog.jpeg. Highlight the author’s name in the screenshot.

)-[~/steghir]
dog.jpg
ExifTool Version Number
File MName

-r'W-Ir'w-r——
JPEG

MIME : A
JFIF Ve 1.e1

esolution Unit : None
Resolution Ha
 Resolution Ha
xifTool 12.76

lLine DCT, Huffman coding

18. Execute the md5sum command for dog.jpeg. Do you see any change in the hash
value? If yes, take a screenshot of the new hash and compare it with the previous hash you
received in step-9.

)-[~/stegDir ]
dog.jpg

The hash value has changed again for dog.jpg and it is different from the screenshot in step 9, as
seen below.

|-[~/stegDir]

dog. jpg

92f772bca519357 e454b9b8CO9S




