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Task A: Linux Password Cracking (25 points) 

1. 5 points. Create two groups, one is cyse301, and the other is your ODU Midas ID (for example, 
svatsa). Then display the corresponding group IDs. 

2. 5 points. Create and assign three users to each group. Display related UID and GID information of 
each user.  





3. 5 points. Choose Three new passwords, from easy to hard, and assign them to the users you 
created. You need to show me the password you selected in your report, and DO NOT use your 
real-world passwords.  
John – hello
Matt – smile123
Chris – mang0l0ver65

4. 5 points. Export all Three users’ password hashes into a file named “YourMIDAS-HASH” (for 
example, svatsa-HASH). Then launch a dictionary attack to crack the passwords. You MUST crack 
at least one password in order to complete this assignment.  







Task B: Windows Password Cracking (25 points) 

Log on to Windows 7 VM and establish a reverse shell connection with the admin privilege to the target 
Windows 7 VM. Then, create a list of 3 users with different passwords. [10 Points] Now, complete the 
following tasks in sequence: 



1. 5 points. Display the password hashes by using the “hashdump” command in the meterpreter 
shell.  

2. 10 points. Save the password hashes into a file named “your_midas.WinHASH” in Kali Linux 
(you need to replace the “your_midas” with your university MIDAS). Then run John the ripper 



for 10 minutes to crack the passwords (You MUST crack at least one password in order to 
complete this assignment.).     

   

Task C:

1. Decrypt the lab5wep-demo. cap file (5 points) and perform a detailed traffic analysis (5 points)







One thing I noticed about the traffic was that the source Alfa_82:c3:7e was continuously trying to attack 
the IP 192.168.2.10 and that was about 86% of the traffic. There were HTTP, ARP, TCP, EAP, DNS, etc 
packets.

2. Decrypt the lab5wpa2-demo. cap file (5 points) and perform a detailed traffic analysis (5 points)



When analyzing the file, there are fewer ARP packets and they are from Apple_d3:93:65. This time, the 
majority of the packets are TPC at 98% packets. The majority of the TCP packets are also bad tcp packets, 
unlike the last data file.



Task D:

1. Implement a dictionary attack and decrypt the traffic using the correct file based on your last

character of md5 hash for your midas name. - 20 points

I will be using WPA2-P1-01.cap as shown above ^



2. Decrypt the encrypted traffic and write a detailed summary to describe what you have explored

from this encrypted traffic file (using wireshark). -10 points



There were only 471 packets after decryption in the data file. It seems there was a DNS query to test the 
computers internet connection and then the computer’s IP was registered I believe? It then looks like the 
computer tried to get into a Microsoft cloud website that stored some files. I think that’s when the 
attacker attacked the computer to try and gain information. I also see ICMPv6 packets that say there are 
multicast listener report messages. At around 213 packets there are a number of queries and the same 
thing happens at around 317 packets. I also found an important looking packet but I’m not sure what it 
means:

GET /singletile/summary/alias/experiencebyname/today?market=en-US&tenant=amp&vertical=sports 
HTTP/1.1

Connection: Keep-Alive

User-Agent: Microsoft-WNS/10.0

Host: cdn.content.prod.cms.msn.com


