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What is a port?

- Virtual point where network connections start and end
- Managed by computers OS

- Help differentiate between different kinds of traffic
Emails go to a different port than a webpage

- Port scanning is a method of determining open ports on a network & if they
are receiving or sending data




Types of Port Scanning

Many techniques:

- Ping scan, UDP scans, Stealth scans, and so on.
- Horizontal port scanning: scanning a set of IP addresses for a specific port address
- Vertical port scanning: scanning a specific IP address for multiple port addresses



How is it done?

- Port scans can be easily done with many tools
- Most commonly used is Nmap
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Notable Occurrences/Events

- Ebay using port scan to check for running remote access and remote support

programs
Check for compromised computers making fraudulent purchases or financial transactions

- Ublock Origin extension blocks sites that perform port scans



Mitigation Techniques

- Shut down unused ports
- Firewalls
- TCP wrappers

- Give administrators the ability to allow or deny access to servers based on IP addresses
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