
My New Understanding of the bugs in our pockets and the risks of client-side Scanning

Kaleb Yonas
2/12/2024

After reading Bugs in Our Pockets: The Risks of client-side Scanning an article from Oxford
cybersecurity journal. I have learned the concept of client-side scanning (CSS) in the context of
encryption and surveillance technologies. The article shed light on how CSS can be used as a
solution to the encryption versus public safety debate. This is done by enabling on-device
analysis of data while maintaining end-to-end encryption. The article also argued that CSS
poses serious security and privacy risks.

The topics highlighted in the article heavily intersect with social sciences. In relation to the social
sciences, the implications of CSS on privacy, surveillance, and law enforcement practices are
some of the core aspects of criminology. As you know criminology is one form of the social
sciences. The article also delved into the societal impacts of technological solutions proposed
for balancing privacy and security concerns.

The central main theme of the article attempts to explore whether CSS can effectively balance
privacy and public safety concerns while also evaluating its security and privacy risks. The
collaboration of writers in the article employed a critical analysis approach to evaluate the
technical aspects, policy implications, and potential societal consequences of CSS. The data
used in the article contained information on encryption technologies, surveillance methods,
policy proposals, and technical details of CSS implementations. This analysis compared CSS
with other current existing scanning methods we use today.

In relation to the PowerPoints in our class, the article aligns with our class because of the core
ideas shared like encryption, surveillance, privacy, and policy implications of technology.
Although the article expands on these concepts by applying them to the CSS. The article also
sheds light on the potential impact of CSS on marginalized groups in societal implications
concerning matters of privacy and security.

In conclusion, the article provided a thorough analysis of CSS by highlighting the potential risks
and limitations of CSS and its intended benefits for law enforcement. Articles like these are very
important and need to be read because they contribute to our society by raising awareness
about the complexities of balancing privacy and security in our digital age.
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