
Prompt: I work for a large publicly traded company. We are debating where we should 
implement a cybersecurity program in our organization. Some say it should be under the 
information technology department, others say it should be under Finance, and some 
suggest it should be under Operations. Some believe it should report directly to the CEO. 
Create a 2 to 4-page analysis of the pros and cons of locating our new Cybersecurity 
department in these areas of the organization. 

 

Analysis of Where to Locate the 
Cybersecurity Program within the 

Organization 
 

 

1. Cybersecurity Under Information Technology (IT) 

Pros: 
 Expertise Alignment: IT is typically well-versed in the technical aspects of 

cybersecurity, making it a natural home for the cybersecurity program. Many of the 
cybersecurity functions, such as network security, access control, and system 
patching, align directly with IT responsibilities. 

 Resource Availability: IT departments often have the necessary resources and tools 
that cybersecurity requires, such as monitoring systems, incident response teams, 
and network infrastructure. This can streamline operations and ensure both teams 
work with compatible tools. 

 Collaboration and Integration: Cybersecurity processes, like patch management 
and security system updates, are deeply integrated into the IT infrastructure. 
Housing the program within IT ensures seamless collaboration between teams on 
technical issues. 

 Efficiency: Combining IT and cybersecurity under one umbrella can lead to quicker 
response times during security incidents, as IT professionals are already familiar 
with the infrastructure and have direct access to the systems needing protection. 



 

Cons: 
 Potential for Conflicting Priorities: IT’s primary focus is often on ensuring the smooth 

operation of systems, networks, and user support. Cybersecurity requires a more 
proactive, risk-based approach. Balancing these priorities can create tension, with 
security potentially taking a backseat to daily operational issues. 

 Lack of Independence: Cybersecurity needs to be independent to some extent to 
act without bias and enforce policies without influence from the IT department’s 
operational pressures. If the cybersecurity function is placed under IT, it may be less 
able to challenge decisions from within the department that could pose security 
risks. 

 Limited Strategic Focus: The IT department is generally more focused on technology 
efficiency and cost-effectiveness, potentially leading to cybersecurity being treated 
as a technical task rather than a strategic business concern. 

 

2. Cybersecurity Under Finance 

Pros: 
 Focus on Risk Management: Finance is deeply involved in risk management and 

compliance, which overlaps with cybersecurity’s role in risk mitigation. Placing 
cybersecurity in Finance may result in a strong focus on reducing risk exposure, 
both operational and financial. 

 Budget and Resource Support: The finance department can provide strong 
budgeting and resource allocation to cybersecurity, ensuring that appropriate funds 
are allocated for the program’s ongoing operations and incident responses. 

 Regulatory Compliance Alignment: Financial organizations are often subject to 
strict regulatory frameworks (e.g., SOX, GDPR, PCI-DSS). By placing cybersecurity 
under Finance, the organization could benefit from better alignment between 
security practices and compliance requirements. 

 

 

Commented [MB1]: Why is this technical focus 
considered a con? Could this technical outlook not 
benefit the cybersecurity program? Could this technical 
task contribute to the cybersecurity program if not 
carried out properly and responsibly? 



Cons: 
 Lack of Technical Expertise: Finance lacks the technical expertise needed to 

effectively manage and address cybersecurity threats, making it difficult to respond 
quickly to emerging vulnerabilities. It may struggle to prioritize cybersecurity issues 
within the broader context of financial risk. 

 Misalignment of Priorities: Finance departments may focus primarily on cost 
control, which could limit the investment in necessary cybersecurity tools and 
infrastructure. The need for continuous, evolving investment in cybersecurity may 
not align with the department’s focus on financial efficiency. 

 Reactive Stance: Finance teams tend to have a more reactive stance towards risk 
management, focusing on mitigation after an issue arises. Cybersecurity needs a 
more proactive and forward thinking approach to effectively combat ever evolving 
cyber threats. 

 

3. Cybersecurity Under Operations 

Pros: 
 Holistic View of the Organization: Operations manages the company’s day-to-day 

activities, often with a broad view of business processes. Placing cybersecurity 
within operations allows for a more comprehensive understanding of how security 
integrates across the entire organization, including physical security and business 
continuity. 

 Alignment with Business Continuity: Operations departments often focus on 
disaster recovery and business continuity, areas that intersect with cybersecurity. 
An operational focus on minimizing downtime, ensuring business resilience, and 
managing risk can align well with cybersecurity objectives. 

 Operational Efficiency: Operations focuses on optimizing processes, which could 
help drive efficiency in cybersecurity practices and protocols across various 
departments. It may lead to better integration of security practices into overall 
business operations. 
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Cons: 
 Operational Priorities Over Security: Operations is primarily concerned with 

maintaining business continuity and minimizing disruptions. Security may be 
deprioritized in favor of optimizing processes or cutting costs, potentially 
compromising proactive measures. 

 Lack of Deep Technical Knowledge: Like Finance, Operations may not have the 
technical capabilities to understand the complexities of modern cybersecurity 
threats, making it difficult to adequately assess and mitigate risks. 

 Overwhelmed with Tasks: Operations departments are often already overwhelmed 
with managing complex logistical and operational challenges. Adding cybersecurity 
under Operations could risk stretching the department too thin, detracting from 
both security and operational effectiveness. 

 

4. Cybersecurity Reporting Directly to the CEO 

Pros: 
 Strategic Importance: Placing cybersecurity directly under the CEO underscores its 

strategic importance to the organization. It elevates the priority of cybersecurity at 
the executive level, ensuring top-down commitment to securing the company’s 
assets. 

 Autonomy and Independence: A direct reporting line to the CEO ensures that the 
cybersecurity program operates independently from other departments, enabling it 
to make decisions without the influence of other departmental priorities. This is 
critical in implementing a strong security posture that is free from conflicts of 
interest. 

 Visibility and Influence: Cybersecurity will have higher visibility and can influence 
the company’s overall risk management strategy, helping integrate security 
considerations into all major business decisions. This approach signals to the board 
and external stakeholders that the company is serious about its security posture. 

 

 



Cons: 
 Resource and Expertise Challenges: The CEO and executive leadership may not 

have the technical expertise to understand and evaluate cybersecurity risks. This 
could lead to challenges in setting proper priorities, assessing risk, or making well-
informed decisions about security investments. 

 Lack of Day-to-day Integration: The cybersecurity program may be disconnected 
from day-to-day operational and technical functions if it reports directly to the CEO. 
This could create delays in addressing tactical issues and make it harder for the 
cybersecurity team to be agile in response to incidents. 

 Pressure on the CEO: The CEO may already have many priorities and 
responsibilities, and adding cybersecurity to their portfolio could dilute focus from 
other critical areas of the business. Additionally, cybersecurity management at the 
CEO level could place excessive pressure on leadership to respond to crises or 
major security breaches, potentially overburdening them. 

Conclusion 
In deciding where to house your cybersecurity program, consider both the technical 

requirements of cybersecurity and its broader strategic importance. If you value technical 
expertise and operational efficiency, placing it under IT may be the best choice. If you want 
a strong focus on risk management and compliance, Finance may be a good fit. If business 
continuity and cross functional alignment are key priorities, Operations may be the right 
place. However, if you need cybersecurity to have high visibility and autonomy, reporting 
directly to the CEO would provide the necessary independence and emphasis. 

Ultimately, it’s crucial that cybersecurity be given adequate authority and resources, 
irrespective of where it is placed within the organization. Whichever option you choose, 
ensure that cybersecurity is integrated with other departments, particularly IT, and that the 
organization’s leadership supports its strategic importance. 
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MEMO: Cybersecurity in IT Department 
BLUF: I recommend placing a Cybersecurity program in the Information Technology 

(IT) Department.  

Why the IT Department 

Several pros and cons logically explain the possible benefits and setbacks of 
locating a Cybersecurity program in our IT Department. However, compared to other 
departments, IT puts more value into technical expertise and operational efficiency, 
making it more suitable for a cyber program. 

Pros 

IT would benefit Expertise Alignment, Resource Availability, Collaboration and 
Integration, and Efficiency.  

Expertise Alignment 

IT tends to be well-versed in the technical aspects of cybersecurity, making it a 
natural home for the cybersecurity program. Cybersecurity functions such as network 
security, access control, and system patching, align directly with IT responsibilities. 

Resource Availability 

IT departments contain significant resources and tools that are cybersecurity 
necessities such as monitoring systems, incident response teams, and network 
infrastructure. This can streamline operations and ensure both teams work with 
compatible tools. 

Collaboration and Integration 

Cybersecurity processes, like patch management and security system updates, 
integrate into the IT infrastructure. While housing the cybersecurity program, IT would 
ensure seamless collaboration between teams on technical issues. 



Efficiency 

IT professionals’ familiarity with the infrastructure and direct access to the systems 
needing protection can lead to quicker response times during security incidents. 

Cons 

Setbacks include Potential for Conflicting Priorities, Lack of Independence, and 
Limited Strategic Focus. 

Potential for Conflicting Priorities 

It may be challenging to balance Cybersecurity and IT requirements at once. 
Cybersecurity requires a more initiative-taking, risk-based approach, whereas IT primarily 
focuses on ensuring the smooth operation of systems, networks, and user support. Tension 
may arise and security may risk taking a backseat to daily operational issues. 

Lack of Independence 

Cybersecurity functions under IT may be unable to challenge decisions from within 
the department that could pose security risks. IT operational pressures may influence bias 
and enforce policies that interfere with Cybersecurity independence. 

Limited Strategic Focus 

IT puts more focus on the efficiency of technology and cost-effectiveness. This could lead 
to cybersecurity being treated as a technical task rather than a strategic business concern. 

Conclusion  

A Cybersecurity program would be most beneficial if run under the Information 
Technology (IT) Department. 

 

  


