CYSE 680 — Windows System For Cybersecurity

Lab Assignment: Windows Fundamentals Using TryHackMe

Objective

In this week's lab assignment, you will use TryHackMe to explore the fundamentals of the Windows
operating system. This hands-on exercise will introduce you to the Windows desktop environment, NTFS
file system, User Account Control (UAC), Control Panel, Windows Settings, Task Manager, and basic
security features.

TryHackMe is a valuable cybersecurity learning platform that provides interactive, practical training in
ethical hacking, penetration testing, and system security. You are encouraged to create a personal or student

account and use the platform to strengthen your technical skills and support your future cybersecurity
career.

Lab Platform

Website: https://tryhackme.com/

Room: Windows Fundamentals 1

Room Link: Windows Fundamentals 1 — TryHackMe

Assignment Instructions

1. Create an account on TryHackMe using your personal or student email address.

2. Access the assigned room and follow all instructions provided on the platform.

3. Complete every task and question in the assigned TryHackMe room.

4. Carefully read the explanations and perform the practical activities as instructed.

5. Take clear screenshots of each completed task, question, and required activity. Screenshots must
provide sufficient evidence of your work and answers.

6. Include all required screenshots in a Microsoft Word document.

7. For each task or question, provide a brief explanation of 2—-3 complete sentences describing what

you did, what you observed, or what you learned.

8. Organize the document in the same order as the TryHackMe room to ensure that all activities are
easy to follow and evaluate.

9. Review your document before submission to confirm that no questions, screenshots, or explanations
are missing.

Required Documentation Format

For each activity, use the following format:
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This section covers the difference between Windows Pro and Home. BitLocker is available on Pro but
not on Home.



Hovering over the icon will provide a preview thumbnail, along with a tooltip. This tooltip is handy if you have many apps/programs open, such as Google Chrome, and you wish

to find which instance of Google Chrome is the one you need to bring in to focus.
When you close any of these items, they will disappear from the taskbar (unless you explicitly pinned it to the taskbar).
The Notification Area

The Notification Area, which is typically located at the bottom right of the Windows screen, is where the date and time are displayed. Other icons possibly visible in this area is the

volume icon, network,/wireless icon, to name a few. lcons can be either added or removed from the Notification Area in Taskbar settings.

+" Lock the taskbar

1¥ Taskbar settings

From there, scroll down to the Notification Area section to make changes.

Taskbar

Always, hide labels

How do | customize

Notification area

Here are Microsoft's brief documents for the Start Menu and Notificat

Tip : You can right-click any folder, file, app/program, or icon to view more information or perform other actions on the clicked item.

Which selection will hide/disable the Search box?

v Correct Answer

Which selection will hide/disable the Task View button?

~ Correct Answer

Besides Clock and Network, what other icon is visible in the Notification Area?

~ Correct Answer

This section covers appearance in Windows. Hidden enables a user to hide the search box.




& Active machines information Hostname: THM-WINFUN1

Recucle/Bia Instance ID: i-0a8c4119c6abba97hb
IP Address: 10.65.169.65 IP Address: 10.65.128.71 % Private IP Address: 10.65.128.71
Passwora: letmeinlz3! Instance Size: t3a.medium

Availability Zone: us-east-1b
Remote Desktop Pr c ﬂq Architecture: AMD64

Enoal Total Memory: 4096 MB
Profile poge

Chrome Network Performance: Up to 5 Gigabit
Name Quick Connect

Group
—

s* RDP - Remote Desktop Protocol =
Wireshark-...

Protocol
Pre Command e ¥

Post Command

10.10.90.149

administrator
User password
Domain
Resolution Use client resolution
Custom

Color depth RemoteFX (32 bpp)

Accept the Certificate when prompted, and you should be logged into the remote

syste m now.

Note : The lab machine may ta p to 3 minutes to load.

Read above and start the lab machine.

v Correct Answer

Enable BitLocker Encryption

Understand the encryption feature exclusive to
Windows Pro that enhances securit

IV

6] 0 | Need more help? Ct

This section involves starting up and connecting to the virtual machines. I was able to access and use
the VMs.



Refer to the Microsoft documentation to get a better understanding of the NTFS

permissions for Special Permissions.
Another feature of NTFS is Alternate Data Streams ( ADS ).

Alternate Data Streams (ADS) is a file attribute specific to Windows NTFS (New

Technology File System).

Every file has at least one data stream ( $DATA ), and ADS allows files to contain
more than one stream of data. Natively Window Explorer doesn't display ADS to
the user. There are 3rd party executables that can be used to view this data,

1ell also gives you the ability to view ADS for files. We will cover how you
can use PowerShell to view any ADS for any files in the Windows Pow

room.
From a security perspective, malware writers have used ADS to hide data.

Not all its uses are malicious. For example, when you download a file from the
Internet, there are identifiers written to ADS to identify that the file was

downloaded from the Internet.
To learn more about ADS, refer to the following link from MalwareBytes here .

Bonus : If you wish to interact hands-on with ADS, | suggest exploring Day 21 of

What is the meaning of NTFS?

v Correct Answer

Understanding NTFS Meaning

The file system your Windows installation uses is
NTFS. Find out what NTFS stands for.

Need more help? Cha

This task involved security and ADS. NTFS stands for New Technology File System.



& Active machines information Hostname: THM-WINFUN1

e Instance ID: i-0a8c4119c6abba97b
IP Address: 10.65.169.65 IP Address: 10.65.128.71 Private IP Address: 10.65.128.71

Recycle Bin

Instance Size: t3a.medium
Availability Zone: us-east-1b

# Quick acces:

B Deshtop q Architecture: AMD64

& Downloads p . \ ﬂ - ‘ 96
5120181218 = falde Total Memory: 4096 MB

2 Documents ; SR Fi i Google

Chrome Network Performance: Up to 5 Gigabit

1 Pictures appraiser
ApaV

3 This PC "
ar-SA

o Network BestPractices
bg-8G

Boot

Bthprops
CatRaot

5 | Local Disk (C:)

Home Share View 0

& = v A ‘i > ThisPC » Local Disk (C) v D
Name
3 Quick access
[ Desktop
& Downloads

badr
PerfLogs

The System32 folder holds the important files that are critical for the operating 2 i Program Files
=l Program Files (x86)

system.

&=/ Pictures Users
You should proceed with extreme caution when interacting with this folder. 3 ThisPC Nindows Risfoey
Accidentally deleting any files or folders within System32 can render the # 3D Objects
Windows OS inoperational. Read more about this action here . I Desktop

|£] Documents
Note : Many of the tools that will be covered in the Windows Fundamentals series ¥ Downloads
reside within the System32 folder. D Music

& Pictures

B Vvideos

‘e Local Disk (C:)

¥ Network
What is the system variable for the Windows folder?

v Correct Answer

Identify the System Variable for Windows
Folder

Gitems  1item selected

The system variable for the Windows directory is
mentioned in the task description. Look for
specific terms related to environment variables.

This task involved exploring Windows files and folders. The variable for the Windows folder is
Y% windir%.
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IP Address: 10.65.169.65
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Local Users and Management.
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v Correct Answer

Access Local Users and Groups
Management

IP Address:
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~ Correct Answer

What bu

v Correct Answer

What is the

~ Correct Answer

directl
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rinherits the

Settings

@ Other users

Other users

A lusrmagr - [Local Users and Groups (Local)\Users]

File Action View Help
e 20 XE 3 BE
& | ocal Users and Groups (Local) ||e Description
= gsers Built-in account for administering...
- reups A user account managed by the s...
Built-in account for guest access t..,
K ME window$Fun1!
A user account managed and use...
L4 >

This task covered user accounts. It involved various methods of viewing users and account

descriptions.






Double-click the program, and you'll see the UAC prompt. Notice that the built-in
administrator account is already set as the user name and prompts the account’s

password. See below.

User Account Control

Do you want to allow this app to make
changes to your device?

‘ Wireshark installer for 64-bit Windows

Verified publisher: Wireshark Foundation, Inc.
File origin: Hard drive on this computer

Show more details

To continue, enter an admin user name and password.

Administrator

THM-WINFUNT\Administrator

After some time, if a password is not entered, the UAC prompt disappears, and

the program does not install.

This feature reduces the likelihood of malware successfully compromising your

system. You can read more about UAC here.

What does UAC mean?

« Correct Answer

This section covered Wireshark and asked for the definition of UAC. UAC is an abbreviation for User
Account Control.




& Active machines information

IP Address: 10.65.169.65 IP Address: 10.65.128.71

L |

Recycle Bin

Google
Chrome

Wireshark-

O wallpaper]

If we click on the Best mat

wallpaper.

Settings

@ Home

Personalization

Background

()
& Colors

Lock screen

&l

Background

Picture

Themes

.  Fonts Choose your picture

B Taskbar

Browse

In the Control Panel, change the view to Small icons. What is the last setting in the Control Panel

view?

v Correct Answer

[ Al Control Panel ltems

€« v 4 [EE > Control Panel > All Control Panel ltems >

Adjust your computer’s settings

5 Administrative Tools

K Color Management
Date and Time

& Device Manager

@ Ease of Access Center

Flash Player (32-bit)

&3 Indexing Options

&, iSCS! Initiator

® Mouse

5] Phone and Modem

[ Programs and Features

& Region

¥ Security and Maintenance

& Speech Recognition

& system

22| Text to Speech

8, User Accounts

mg AutoPlay

Credential Manager

(@ Default Programs
s Devices and Printers
EJ File Explorer Options

A Fonts

£ Internet Options

E=l Keyboard

49

Power Options

Q & ¥

Recovery

-

[¢

i Sound
@ sync Center

[ZL, Taskbar and Navigation

& Troubleshooting

# Windows Defender Firewall

Network and Sharing Center

) RemoteApp and Desktop Connections

Private IP Address: 10.65.128.71

Instance Size: t3a.medium

Availability Zone: us-east-1b
Architecture: AMD64

Total Memory: 4096 MB

Network Performan p to 5 Gigabit

Small icons ¥

This involved changing the icon size in the Control Panel. The last setting was Windows Defender
Firewall.



= Active machines information

IP Address: 10.65.169.65 IP Address: 10.65.128.71

Name
Apps (1)
iF= Task Manager

Background processes (31)

[ amazon-ssm-agent
Antimalware Service Executable
Application Frame Host
COM Surrogate

[a5] COM Surregate
CTF Loader
CTF Loader

% Google Crash Handler
:_', Google Crash Handler (32 bit)
[87] Host Process for Windows Tasks

[ Host Process for Windows Tasks

Fewer details

You can refer to this

If you wish to learn more about the

responsible for, visit the C

What is the keyboard shortcut to open Task Manager?

v Correct Answer

This discusses the Task Manager application. Ctrl+Shift+Esc is the keyboard shortcut to open Task
Manager.
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~ Correct Answer

This is the conclusion of the lab. This lab covers basic Windows OS functions and settings.
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