
CYSE 680 – Windows System For Cybersecurity 

Lab Assignment: Windows Fundamentals Using TryHackMe 

Objective 

In this week's lab assignment, you will use TryHackMe to explore the fundamentals of the Windows 

operating system. This hands-on exercise will introduce you to the Windows desktop environment, NTFS 

file system, User Account Control (UAC), Control Panel, Windows Settings, Task Manager, and basic 

security features. 

TryHackMe is a valuable cybersecurity learning platform that provides interactive, practical training in 

ethical hacking, penetration testing, and system security. You are encouraged to create a personal or student 

account and use the platform to strengthen your technical skills and support your future cybersecurity 

career. 

Lab Platform 

Website: https://tryhackme.com/ 

Room: Windows Fundamentals 1 

Room Link: Windows Fundamentals 1 – TryHackMe 

Assignment Instructions 

1. Create an account on TryHackMe using your personal or student email address. 

2. Access the assigned room and follow all instructions provided on the platform. 

3. Complete every task and question in the assigned TryHackMe room. 

4. Carefully read the explanations and perform the practical activities as instructed. 

5. Take clear screenshots of each completed task, question, and required activity. Screenshots must 

provide sufficient evidence of your work and answers. 

6. Include all required screenshots in a Microsoft Word document. 

7. For each task or question, provide a brief explanation of 2–3 complete sentences describing what 

you did, what you observed, or what you learned. 

8. Organize the document in the same order as the TryHackMe room to ensure that all activities are 

easy to follow and evaluate. 

9. Review your document before submission to confirm that no questions, screenshots, or explanations 

are missing. 

Required Documentation Format 

For each activity, use the following format: 

 

 

https://tryhackme.com/
https://tryhackme.com/room/windowsfundamentals1xbx


1. 

 

This section covers the difference between Windows Pro and Home. BitLocker is available on Pro but 

not on Home. 

 

 

 

 

 

 

 

 



 

2. 

 

This section covers appearance in Windows. Hidden enables a user to hide the search box.  



3. 

 

This section involves starting up and connecting to the virtual machines. I was able to access and use 

the VMs.  

 

 

 

 

 

 



4. 

  

This task involved security and ADS. NTFS stands for New Technology File System. 



5.

 

This task involved exploring Windows files and folders. The variable for the Windows folder is 

%windir%. 



6.

 

This task covered user accounts. It involved various methods of viewing users and account 

descriptions. 

 

 

 



 

7. 



 

This section covered Wireshark and asked for the definition of UAC. UAC is an abbreviation for User 

Account Control.  



8.

 

This involved changing the icon size in the Control Panel. The last setting was Windows Defender 

Firewall. 

 

 

 

 

 

 

 



9. 

  

This discusses the Task Manager application. Ctrl+Shift+Esc is the keyboard shortcut to open Task 

Manager.  



10.

 

This is the conclusion of the lab. This lab covers basic Windows OS functions and settings. 
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