CYSE 680 — Windows System For Cybersecurity

Lab Assignment: Windows Fundamentals 2 & 3 Using TryHackMe
Objective

In this week's lab assignment, you will use TryHackMe to explore Windows system
administration and security features. This hands-on exercise will introduce you to Windows
system configuration, system management tools, Windows security features, Windows Firewall,
network protection, and other Windows security tools.

TryHackMe is a valuable cybersecurity learning platform that provides interactive, practical
training in ethical hacking, penetration testing, and system security. You are encouraged to use
your personal or student account to strengthen your technical skills and support your future
cybersecurity career.

Lab Platform

Website: https://tryhackme.com/

Rooms: Windows Fundamentals 2 and Windows Fundamentals 3

Room Links:
Windows Fundamentals 2 — TryHackMe

Windows Fundamentals 3 — TryHackMe

Assignment Instructions

1. Access the assigned rooms and follow all instructions provided on the platform.

2. Complete every task and question in the assigned TryHackMe rooms.

3. Carefully read the explanations and perform the practical activities as instructed.

4. Take clear screenshots of each completed task, question, and required activity.
Screenshots must provide sufficient evidence of your work and answers.

5. Include all required screenshots in a Microsoft Word document.

6. For each task or question, provide a brief explanation of 2—-3 complete sentences

describing what you did, what you observed, or what you learned.

7. Organize the document in the same order as the TryHackMe rooms to ensure that all
activities are easy to follow and evaluate.

8. Review your document before submission to confirm that no questions, screenshots, or
explanations are missing.

Required Documentation Format

For each activity, use the following format:


https://tryhackme.com/
https://tryhackme.com/room/windowsfundamentals2x0x
https://tryhackme.com/room/windowsfundamentals3xzx

Task/Question Number: [Enter task or question number]
Activity: [Briefly describe the activity performed]
Screenshot: Insert a clear screenshot showing your completed work.

Explanation: Write 2—-3 sentences explaining the activity, your observations, or the concept you
learned.

1. Start Lab Machine

& Active machines information E Hostname: THM-WINFUN2
e — e — Recycle Bin Instance ID: -07623975d61eab626
ress: 10.65.156.250 ress: 10.65.159.39 Private IP Ad 10.65.159.39

WILHIT UTE WITTUUWS UPETdUITE SYSLETT diiu Uiierernt iieuivas W auiess uiese Instanc a.medium

SR Availability Zone: us-east-1b
Utilites: g Architecture: AMD64
“ : . i = uGoc le Total Memory: 4096 MB
Press the Start Lab Machine button below to launch the attached lab machine. Chmgmi Network Performance: Up to 5 Gigabit

If you wish to access the lab machine via Remote Desktop, use the credentials
bel
Machine IP: 10.65.159.39

User: administrator

Password: letmeini23!

Remote Desktop Preference
Profile
Name Quick Connect
Group
Protocol *%* RDP - Remote Desktop Protocol
Pre Command

Post Command

Basic

Server

10.10.90.149
User name administrator
User password
Domain
Resolution Use client resolution
Custom
Color depth RemoteFX (32 bpp)
Accept the Certificate when prompted, and you should be logged into the remote SN

system now.

Note: The lab machine may take up to 3 minutes to load.

Read above and start the lab machine.

v Correct Answer

This task is the introduction. It involved starting the virtual machine and covered
connection methods.

2. System configuration and Advanced System Settings



you will find different settings for the startup and recovery. The Write
debugging information dropdown tells you the type of crash dump configured

for the system. Windows supports different dump types, such as:

Automatic memory dump
Kernel memory dump

Small memory dump (256 KB)
Complete memory dump

None
B3 System Configuration

This setting shows how much information Windows will save in t rash dump General Boot Services Startup Tools

vhen a syste as curs.
when a system crash occurs Service Manufacturer Status Date Disabled

AllJoyn Router Service Microsoft Corporation Stopped
Application Layer Gateway Service Microsoft Corporation Stopped
Amazon 55M Agent Unknown Running
Application Identity Microsoft Corporation Stopped
Application Management Microsoft Corporation Stopped
What is the name of the vice that lists Systems Internals as the manufacturer? App Readiness Microsoft Corporation Stopped
AppX Deployment Service (AppX... Microsoft Corporation Running
Windows Audio Endpoint Builder ~ Microsoft Corporation Stopped
Windows Audio Microsoft Corporation Stopped
AWS Lite Guest Agent Amazon Inc. Stopped
Base Filtering Engine Microsoft Corporation Running
v Correct Answer M Backaround Intelligent Transfer ... Microsoft Corporation _Stoooed
Note that some secure Microsoft services may not be disabled.

[JHide all Microsoft services
Whom is the Windows licen istered to?

v Correct Answer

What is the command for Windows Troubleshooting?

v Correct Answer

What command will open the Control Panel? (The answer is the name of .

the full path)

v Correct Answer

This task covers system configuration and advanced troubleshooting techniques.
The prompts included commands related to troubleshooting and basic information
related to hardware and the Windows license.

3. Changing user account settings



Active machines information

IP Address: 10.65.156.250 IP Address: 10.65.159.39

Notify without dimming: Same as abo ! or apps), but this time

the screen does not dim.

an find the current level by | g at the position of th rin the User

Account Control settings wind nn b

& User Account Control Settings

& User Account Control Settings - m] P4

Choose when to be notified about changes to your computer

User Account Control helps pr

ol e rore abait

nt potentially harmful programs from making changes to your computer,
entre setting;

Choose when to be notified about changes to your computer

st Acnount

| helps prev:

Aheays notify pS pIEY
er Account Centrol

ilell me mere about

Motify me only when apps try to make changes ta my

computer (default) Always notify
®  Don't notify me when | make changes to Windows
.- settings -1- Notify me only when apps try to make changes to my
computer (default)
* Don't notify me when | make changes to Windows
.- settings
@ Recommended if you use familisr spps and visit
familiar websites,
Plever notify JE
o Recommended if you use familiar apps and visit
- - familiar websites.
Never notify

What is the command to open User Account Control Setti answ [ Hok | cancel
name of the .e; e, t ull path)

ttin

Check

This task involves User Account Control Settings. The command to open the control
settings was UserAccountControlSettings.exe. | executed this command in
PowerShell.

4. Computer Management



= Active machines information

IP Address: 10.65.156.250 IP Address: 10.65.159.39

s the Windows Management

What is the command

he nar

+ Correct Answer

W

When is the npcapwatchdog sc!

v Correct Answer .

ot the full path)

t to run at?

What is the name of the hidden folder that is shar

sh4 FOLd3r

Check

This task involves creating tasks, managing devices, and managing storage.

A& Computer Management
File Action View Help
e=|m = d

A Computer Management (Local
~ [f} System Tools
(5 Task Scheduler
8] Event Viewer
{a| Shared Folders
#& Local Users and Groups
(&) Performance
& Device Manager
~ {2 Storage
U Windows Server Backug]
&7 Disk Management

Senvices and Applications

MName

{fk system Tools

B3 storage

g Services and Applications

Computer Management can be opened using compmgmt.msc.

5. System information

Actions
Computer Manageme...

More Actions




£ Active machines information

IP Address: 10.65.15! 0 IP Address: 10.65.159.39

The detour is ov

v Correct Answer

v Correct Answer

ue for Com

Cancel

ct our attention back to msinfe32 and pick up

he name of

Hostname: THM-\

File Edit View Help

m Summaryj Item

Hardware Resources 05 Name
Components
Software Environment

Version

Other OS Description

05 Manufacturer

System Name

System Manufacturer
System Madel

System Type

System SKU

Processor

BIOS Version/Date

SMEBIOS Version

Embedded Controller version
BIOS Mode

BaseBoard Manufacturer
BaseBoard Product
BaseBoard Version

Platform Role

Secure Boot State

PCR7 Configuration
Windows Directory

System Directory

Eoot Device

Locale

Hardware Abstraction Layer
User Name

Time Zone

Installed Physical Memary (RAM)
Total Physical Memory
Available Physical Memory
Total Virtual Memory
Available Virtual Memory
Page File Space

Page File

Kernel DIMA Protection
Virtualization-based security
Device Encryption Support
A hypervisor has been detecte...

Value

Microsoft Windows Serv|
10.0.17763 Build 17763
Mot Available

Microsoft Corporation
THM-WINFUMN2

Amazon EC2
t3amedium

x64-based PC

AND EPYC 7571, 2200 M|
Amazon EC2 1.0, 10/16/
27

255255

Legacy

Amazon EC2

Mot Available

Not Available

Desktop

Unsupported

Mot Available
Ch\Windows
CA\Windows\system32
\Device\HarddiskvVolume|
United States

Wersion = "10.0.17763.73
Not Available

Pacific Daylight Time
4,00 GB

3.95 GB

2,47 GB

4,64 GB

3.04 GB

704 MB

C\pagefile.sys

off

Mot enabled

Not Available

Find what:

Find

[ search selected category only

[Jsearch categary names only

Close Find

This task involved investigating system information such as the system name. Using

msinfo32.exe, | was able to find the system name.

6. Resource Monitor




= Active machines informal Hostname: THM-WINFUN2

IP Address: 10.65

(8) Resource Monitor
File Monitor Help
CPU  Memory Disk  Network

~
CPU [® 31% CPU Usage [T 1008 Maximum... (A > Views |w
[ image PID Descr.. Status  Threa.., ~ CcPU 100%
[ shellExpe: . 6104 win... Susp.. 18

[ searchu 4048 Searc.. Susp. 3

[ perfmon.exe 4728 Reso.. Run. 19

[ badr.exe 68458 Badr.. Run. 45

[ svchost.exe [LocalS.. 1672 Host.. Run.. 14

[ suchost.exe Locals.. 1040 Host.. Run.. 3

[ system 4 NTK.. Run.. 103 60 Seconds 0%
[ services.exe 620 Run... 3 Disk 1 KB/sec 4
oo e e . . - A

< >

| Disk 0 1730048 B/sec.. M 3% Highest Acti... v |

| Network [ 271 Kops Wetw... [ 0% Network Uti.. (v |

| Memory I8 0Hard Faults/sec ™ 37% Used Physi.. (v |

od

Memory 100 Hard Faults/sec

irce Monitor? (The answe he name of the

e file, not the full path)

This task involved using the resmon.exe command to view system resources. Using
this command, | was able to view CPU, Memory, Disk, and Network usage.
7. Using Command Prompt



& Active machines information B8 Administrator: Command Prompt

IP Address: 10.65.156.250 IP Address: 10.65.159.39

Routing Enabled.
Enabled.

COMPUTER v CALGR
CONFIG
CONTINUE
FILE

NETJEILE,

NET HEL

T HELP NAME
HEL ER
HEL [

g ter
HELP command

So, if you wish to see the help information for net user ,the command is net

help user .
t Ma

0l
E

[username [pa

10 0.2
Enabled

computer
the
ounts

You can use the same command to view the help information for other useful net

sub-commands, such as localgroup, use, share, and session.

Refer to the following link to see a comprehensive list of commands y

execute in the command prompt here.

In System Configuration, what is the full command for Internet Protocol
Configuration?

Correct Answer

For the ipconfig command, how do you show detailed information?
ipconfig /all

Check

This Task involves network configurations. Network information can be viewed using
the ipconfig command.
8. Registry Editor



= Active machines information

-
IP Address: 10.65.156.250 IP Address: 10.65.159.39 Sy T Registry Editor

File Edit View Favorites Help

store information n Y i m for one or more Computer
applications, and har ~ [ Computer
HKEY_CLASSES_ROCOT
. i , HKEY_CURRENT_USER
ntains information tha d HKEY_LOCAL MACHINE
HKEY_USERS
HKEY_CURRENT_CONFIG

uments that

Editor ( regedit ).

ﬁ’ Registry Editor
File Edit View Favorites Help

Computer

~ [ Computer
HKEY_CLASSES ROOT
HKEY_CURRENT_USER
HKEY_LOCAL_MACHIME
HKEY_USERS
HKEY_CURRENT COMFIG

What is the command t
th file, not the full p

he name of

Conclusion

This task involves launching the Registry Editor. This can be done using the

command regedit.exe or, in the case of what the lab was expecting, regedt32.exe.
9. Conclusion



Conclusion

red in this room were some of the tools that can launch from MsConfig .
Throughout the room, commar and shortcu ared for the utilities. This means you don't have to launch MSConfig to run these utilities.
You can also run some of these utilities directly fr e ome of th utilities can be found.

B Windows Accessories

B Windows Administrative Tools

B wincows Ease of Access

B Windows Powershel

Some of the tools listed in MSConfig that weren't mentioned in th ither c din eft € 0N your own.

This task is the conclusion of the module. It provides a list of utilities that can be run
without using MSConfig.



