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Task A. Get ready with VMs
1. Power on the following VMs
i = il ? Mo:

FH Hyper-V Manager
ER Cv601-SHOWADDG

Virtual Machines

Name State CPU Usage Assigned Memery  Uptime Status Configurati...
B Attacker Kali - Extemal Wo... Off 9.0
B pvwavm Off 90
B Kali - Intemal Workstation Running 0% 2568 MB 00:08:11 9.0
B pFsense - Firewal 64252  Running 0% 1024 MB 00:09:36 9.0
B Uburtu 64+bit Running 7% 4488 MB 09:51:06 9.0
B ubuntu1804-64bit Off 9.0
B windows 7 Off 9.0
B windows Server 2008 R2 .. Running 0% 2048 MB 00:08:49 9.0
B Windows XP Professional  Off 9.0

2. Find the IP address of the following VMs by using command:

Entered “ifconfig” in the terminal window of Ubuntu and Kali
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3. Verify the connection between Kali Linux VM and Ubuntu VM using the ping command.

Once the IP address was located above.



Entered “ping” command and the IP address for Ubuntu into Kali terminal and Kali IP address into
Ubuntu terminal.

I B Attacker Kali - Eternal Workstation on CY601-SHOWAODS - Virtual Machine Connection

Fill Acti Medh Clipboard Vi Hel
File Action Media Clipboard View Help Lo st A il

@0 n i[> i @0 nnw i Ik

Terminal Applications *  Places ¥ [ Terminal » Thu 21:00

cyse301@ubuntu: ~ root@CS2APenTest: ~

01@ubuntu:~S ping 192.168.217.3 File Edit View Search Terminal Help
.3) 56(84) bytes of data. VMshare TX packets 78 bytes 8665 (8.4 KiB)
q=1 ttl=63 tim 72 A e
s i _seq=2 ttl=63 tim 1
bytes from i ttl=63 tim
bytes from 68. «33 1 ttl=63 tim
bytes from 192.168.217.3: ttl=63 time=

errors © dropped © overruns @ carrier 8 collisions

>0 0
AR S

5 packets transmitted received, 0% packet loss, time 4008ms = 08 - 2
rtt min/avg/max/mdev = 25/5.428/10.626/3.932 ms ro 0 erruns 6 frame @
cyse301@ubuntu:~$ ifconfig 9 (7.7 KiB)

ethe: flags=4163<UP,BROADCAST ,RUNNIN AST> mtu 1560 X errors 0 runs @ carrier & colli
inet netmask 2 5.0 broadcast 192.168.10

inet6 fes: cea:97a5:f [ ixlen 64 scopeild 0x20<lin

ether 00:15 57:0c txqueuelen 1060 (Ethernet) PING 2

RX packets 7632 bytes 525261 (525.2 KB) 64 byt

RX errors © dropped 6 overruns @ frame © 64

TX packets 7918 bytes 663839 (663.8 KB) 64 b

TX errors © dropped © overruns © carrier © collisions @ 64

ethl: flags=4163< DCAST ,RUNNING ,MULTICAST> nmtu 1500

inet 169. 4 netmask 255.255.0.0 broadcast 169.254.255
inet6 feso:: :2a9b:ab85:7e97 prefixlen 64 scopeid 0x20<

@ By vy Monsger B prsense - Firewall 6. B Ubuntu64-biton C.. B Attacker Kali - Exter.

Task B: Practice with Linux Commands (Complete the following tasks in the Ubuntu VM)
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1. Display your current directory in a terminal.
. Entered print working directory command “PWD”
2. Use the echo command to print your name to the console.
. Entered command “echo” and my name
3. Display your first and last names in two separate lines using a single echo command
. Entered command echo -e “first name\nlastname”
4. Execute the command to return to your home directory.
. Entered the change directory command “cd” and the ~”
5. Create a new file named “forXXXX.txt” in your home directory (replace “XXXX” with

your own MIDAS).
. To create a new file | entered the “touch” command and created the file with my
midas ID.txt
. Then enter the long display command “Is -I” to display the content in the home
directory files

6. Create a new directory named “XXXX” in your home directory (replace “XXXX” with

your own MIDAS). Then, use the long listing format to display the contents in your home

directory. What is the size of the file you just created?



. In the home directory, | entered the command to make a new directory, “mkdir”
and Then enter the long display command “Is -I” to display the content in the home
directory files

E3 Ubuntu 64-bit on CY601-SHOWADOS - Virtual Machine Connection - a X
File Action Media Clipboard View Help

D@0 nmwfsd i
Terminal S 1 B ¢) 1043PM %

; N
l LX) cyse301@ubuntu: ~
- cyse301@ubuntu:~$ pwd
VN /home /cyse301
cyse301@ubuntu:~$ echo Stuart
gStuart
pP cyse301@ubuntu:~$ echo -e Stuart\nHoward
StuartnHoward
gcyse301@ubuntu:~$ echo -e "Stuart\nHoward"
Stuart
fitHoward
cyse301@ubuntu:-
fcyse301@ubuntu:
/home /cyse301
cyse301@ubuntu:~$ touch showa006.txt
$cyse301@ubuntu:~$ 1s -1
total 44
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
“TW-F--T--

cd ~

S
S pwd

cyse301 cyse301 4096 Jul 2021

cyse301 cyse301 4096 Aug 2017 Do

cyse301 cyse301 4096 Sep 2017 Downloads
cyse301 cyse301 8980 Aug 2017 examples.desktop

o drwxr-xr-x
® drwxr-xr-x
SrW-r--r--

cyse301 cyse301 4096 Aug 2017 F

cyse301 cyse301 4096 Aug 2017 Put

cyse301 cyse301 © Jun 22:33 showa006. txt
drwxr-xr-x 2 cyse301 cyse301 4096 Aug 2017 Templates
drwxr-xr-x cyse301 cyse301 4096 Aug 2017

lrwxrwxrwx 1 cyse301 cyse301 18 Jan 2019
cyse301@ubuntu:~$ mkdir showa0e6

cyse301@ubuntu:~$ 1s -1

Seekton

3
2
7
1
drwxr-xr-x 2 cyse301 cyse301 4096 Aug 2017
2
P
1
2
2

examples.desktop

cyse301@ubuntu:~$ cp /etc/passwd /home/cyse301 passwd_show006
.~ cp: target 'passwd showf@6' is not a directory
cyse301@ubuntu:~$

| Status: Running

9:43 PM
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7. Copy /etc/passwd file to your home directory and rename the file to “passwd_XXXX”
(replace “XXXX” with your own MIDAS). Then, complete the following two subtasks:

. Use the proper command to display the first six lines in this file.

. Search keyword “www” in this file.



renamed the file
option.

Ran the command to copy “cp” the file, use the “~” for the location and
To display the first six lines of the file, | use the ”head” command with the -n6

To search for the keyword "www" in the file, | used the “grep” command with

“www” and the directory name | wanted to search .

EF Ubuntu 64-bit on CY601-SHOWAD06 - Virtual Machine Connection

File Action Media

Clipboard  View  Help
D@0 nun i g8

Terminal

r . R e
Q f o cyse301@ubuntu: ~

cyse301@ubuntu:~S pwd
/home /cyse301
cyse301@ubuntu:~$ s

-

examples.desktop passwd_showa006
1@ubuntu:~S head -n6 passwd_showa0e6
:0:root: /root:/bin/bash
: ! Jusr/sbin: /usr/sbin/nologin
2 Jusr/sbin/nologin
x:3:3:sys:/dev: /usr/sbin/nologin
534:sync:/bin:/bin/sync
0:games: /usr/games: /usr/sbin/nologin
1@ubuntu:~S grep "www" passwd_showa006
33:33: -data: /var/ : Jusr/sbin/nologin

Status: Running

showa006. txt
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