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Q1. How many packets are captured in total? How many packets are displayed?

146 Total packages captured, 146 packages displayed.
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View Go Capture Analyze Statistics Telephony Wireless Tools
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Expression..  +

Time Source Destination Protocol_Length Info —
49.920509300 192.168.217.3 192.168.217.2 oNs 64 Standard query Gxeadc ARAA wpad
49.925914760 192.168.217.2 192.168.217.3 54 Standard query response Oxdccd Refuse™

49.925952400 192.168.217.2 192.168.217.3 54 Standard query response Oxeadc Refuse
51.138361500 192.168.217.3 192.168.217.2 74 Standard query 6xbd92 A tools.kali.or™
51.138369760 192.168.217.3 192.168.217.2 74 Standard query 9x3398 AMA tools.kali
51.140998200 192.168.217.2 192.168.217.3 54 Standard query response 6xbd92 RefuseMmm
51.141026800 192.168.217.2 192.168.217.3 54 Standard query response 9x3398 Refuse
51.716730600 192.168,217.3 192.168.217.2 72 Standard query 0x57a3 A www.kall.org
51.710756000 192.168.217.3 192.168.217.2 72 Standard query 8x41b8 AAAA www. kali
51.711788900 192.168.217.2 192.168.217.3 54 Standard query response 0x57a3 Refuse
51711859566 192.168.217.2 192.168.217.3 54 Standard query response 9x41bo Refuse
55,040022500 Microsof 40:57:05  Microsof 40:57:1f 42 Who has 192.168.217.27 Tell 192.168.2

55 55.044119300 Microsof _46:57:1f  Microsof_46:57:05 42192.168.217.2 is at 06:15:5d:40:57:1f

56 56.432477300  192.168.217.3 184.248.145.172 90 NTP Version 4, client

Frame 58: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface 6 i
Ethernet II, Src: Microsof 46:57:1f (00:15:54:40:57:1f), Dst: Microsof_49:57:05 (00:15:5d:40:57:5) |
Internet Protocol Version 4, Src: 192.168.217.2, Dst: 192.168.217.3

Internet Control Message Protocol
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Q2. Apply “ICMP” as a display filter in Wireshark. Then repeat the previous question (Q1).

146 Total packages captured, 32 packages displayed.
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@ 7 wireshark_eth0_20230709215046_0hRnPx.pcapng Packets: 146 - Displayed: 32 (21.9%) - Dropped: 0 (0.0%) Profile: Defaut |
Statuz Running

Heartheat: OK Dis Aoplcasen Data

Q3. Select an Echo (replay) message from the list.

What are the source and destination IPs of this packet?

Source IP is 192.168.10.10 and destination IP is 192.168.217.3

P Atacher Kl - it hratabon om SHOWALDS -Vl Michime Compecion WAiNFE PAWEV/IEEMNERWAN
Fla dcien Meda Cipbowd Vi by

S@O ni k> P

e Adios Mefa Cigbowd View Help
@O Nk B> WE

Terminal

Fle Edit View Go Copture Ansiyze Statistis Telephomy Wireless Tools Nelp
AE @ OFPXR Asedwu_=Eaqal

-] Expression.
Destination Protocol _Length
(ping) reply  id=6xebs1,
98 (ping) =0x0081
o8 (ping)
(ping)
(ping)
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(ping) 10=0x0081,
o (ping) reply  id=oxebal
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+ Frane 3: 162 bytes on wire (816 bits), 162 bytes captured (816 bits) on interface 8

+ Ethernet II, Src: Microsof 49:57:1f (89:15:50:40:57:1f), DSt: Microsof_40:57:05 (69:15:5d:40:57:05)
+ Internet Protocol Version 4, Src: 192.168.217.2, Dst: 192.168.217.3

+ Internet Control Message Protocol
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What are the sequence number and the size of the data?
Sequence number is (BE) 6 (LE) 1536 and date size is 48bytes
What is the response time?

Response time is 14.037 ms
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*ethO
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i :icmp [X] * | Expression...

Source Destination Protocol Length Info
.438134800 192.168. 192.168.217.3 ICMP 98 Echo (ping) reply id=0xeb81, seq=
.435711000 192.168. 192.168.10.10 ICMP 98 Echo (ping) request id=0x6b81, seq=
.444796400 192.168. 192.168.217.3 ICMP 98 Echo (ping) reply id=0x0b81, seq=
.437291600 192.168. 192.168.10.10 ICMP 98 Echo (ping) request 1id=0xeb81, seq=4'
441930400 192.168. 192.168.217.3 ICMP 98 Echo (ping) reply id=0xebs1,
.438478800 192.168. 192.168.10.10 ICMP 98 Echo (ping) request 1id=0xebs81,
.455207700 192.168. 192.168.217.3 ICMP 98 Echo (ping) reply id=0xebs1
.439681100 3 % .168 98 Echo (ping) request id=6x6b81,
.453754200 7 g .168.217.3 98 Echo (ping 1d=0x0b81
.441078400 g § .168.10.10 98 Echo (ping) request 1id=0xeb81,

Code:

Checksum: ©x82a7 [correct]
[Checksum Status: Good]
Identifier (BE): 2945 (0x0b81)
Identifier (LE): 33035 (0x816b)
Sequence number (BE)
Sequence number (LE):
[Request frame: 75
(R e time: 14

Timestamp from icmp data: Jul 10, 2023 01:45:38.000000000 EDT
[Timestamp from icmp data (relative): 0.341530700 seconds]
(48 bytes)
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Internet Control Message Protocol: Protocol Packets: 148 - Displayed: 112 (75.7%) - Dropped: 0 (0.0%)  Profile: Default

Status: Running
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Q4. Apply “DNS” as a display filter in Wireshark. How many packets are displayed?

146 Total packages captured, 98 packages displayed.
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Fie Acion Meda Cipbowd View Help A
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S ) 4. Vietual SAN Manager.
i EdeDisk
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help R
AEm IO DORTEG Q «» 0w Q @ ff ®) Stop Sevice
A [dns B0 | Expression.  + 3 femove Sarve.
© Refresh
No. Time Source Destination Protocol Length Info =
. 112 74.166163000 192.168.217.3 192.168.217.2 DNS 79 Standard query 0x49f9 A home.pearsonv b 4
113 74.166175300 192.168.217.3 192.168.217.2 ONS 79 Standard query 0xb701 AAAA home.pears B v
g 114 74.168063800 192.168.217.2 192.168.217.3 ONS 54 Standard query response 6x49f9 Refuse .
115 74.168101408 192.168.217.2 192.168.217.3 DNS 54 Standard query response 9xb701 Refuse | vbumto i 202021 - viszaspan 2
116 74.173699500 192.168.217.3 192.168.217.2 ONS 64 Standard query 0xi7c3 A wpad Settings.
< 117 74.173769300 192.168.217.3 192.168.217.2 ONS 64 Standard query 8x63c9 AAAA wpad & Aol
118 74.175569300 192.168.217.2 192.168.217.3 ONS 54 Standard query response 8x17c3 Refuse .
119 74.175620900 192.168.217.2 192.168.217.3 ONS 54 Standard query response 6x63c9 Refuse 2 Eport
L 120 74.294501700 192.168.217.3 192.168.217.2 ONS 83 Standard query 6xadc5 A www.backtrack =} Rename.
121 74.204512660 192.168.217.3 192.468.217.2 ONS 83 Standard query Bxbcce AAAA www.backtr @ Dclete Checkpoint.
™ 122 74.295703500 192.168.217.2 192.168.217.3 NS 54 Standard query response 6xadcs Refuse S ¥
123 74.295745600 192.168.217.2 192.168.217.3 DNS 54 Standard query response xbcce Refuse B Delete Checkpoint Subtree.
124 75.311485400 192.168.217.3 192.168.217.2 NS 76 Standard query 0xab33 A www.facebook H e
. 12575.311493300 192.168.217.3 192.168.217.2 DNS 76 Standard query 0xb338 AAAA ww.facebo
126 75.311853600 _192.168.217.2 192.168.217.3 NS 54 Standard query response 6xab33 Refuse |
- o 0 !
BN . Frame 127: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0 g -
» Ethernet II, Src: Microsof 40:57:1f (00:15:50:40:57:1f), Dst: Microsof 40:57:05 (00: :40:57:05)
[se)] - Internet Protocol Version 4, Src: 192.168.217.2, Dst: 192.168.217.3
0160 .... = Version: 4
- 0161 = Header Length: 20 bytes (5)
- » Differentiated Services Field: ©x8@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 46 L
= 00 15 54 40 57 05 00 15 5d 40 57 1f 08 00 45 00 Jw o JeW E
6016 66 28 87 01 00 00 40 11 co 6c coas do o2 FEEE ( -e 1 @
0020 [ENGE 60 35 a1 96 60 14 f6 64 b3 38 81 65 60 06 M 5 d8
60 60 00 60 00 0O
© 7 Domain Name System: Protocol Packets: 146 - Displayed: 98 (67.1%) - Dropped: 0 (0.0%)  Profile: Derxult{
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Q5. Find a DNS query packet.
What is the domain name this host is trying to resolve?

www.linkedin.com

5 Attackes Kali - External Workstation on SHOWAQOS - Virtual Machine Connection - o x
File Action Medis Clipbosrd View Help
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N dns [x] ~| Expression. +
Time Source Destination Protocol Length Info =

25 75.311493308 192.168.217.3 192.168.217.2 NS 76 Standard query 8xb338 AAAA www.facebook.com

26 75.311853600 192.168.217.2 192.168.217.3 ONS 54 Standard query response Oxab33 Refused

75.311876300 192.168.217.2 192.168.217.3 DNS 54 Standard query response 0xb338 Refused
79246768980 192.168.217.3 192.168.217.2 DNS 71 Standard query 0x8397 A twitter.com

79.246777306 192.168.217.3 192.168.217.2 NS 71 Standard query 0xd19f AAAA twitter.com
79.247483700 192.168.217.2 192.168.217.3 NS 54 Standard query response 6x8397 Refused
79.247516400 192.168.217.2 192.168.217.3 ONS 54 Standard query response 0xd19f Refused

.283172900 192.168,217.3 192.168.217.2 DNS 75 Standard query 8xa8b3 A wpad.mshome.net
283180200 192.168.217.3 192.168.217.2 ONS 75 Standard query ©xb8b9 AAAA wpad.mshome.net
1284273200 192.168.217.2 192.168.217.3 DNS 54 Standard query response 6xaBb3 Refused
.284200900 192.168.217.2 192.168. DNS 54 Standard query response 8xbsb9 Refused
.724055500  192.168.217.3 192.168.217. 76 Standard query 6x19e2 A www.linkedin.com
4 81,724064860 192.168.217.3 e
81.728137606 192.168.217.2 192.168.217. Standard query response ©x19e2 Refused
81.728157900 192.168.,217.2 192,168.217.3 DNS 54 Standard query response 8x9de9 Refused =

Questions: 1 -}

Answer RRs: 0

Authority RRs: ©

Additional RRs: 0

- Queries
- wew. linkedin.com: type AAAA, class IN

Name: www. 1inkedin.com
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© 7 Query Name (dns.qry.name), 18 bytes Packets: 146 - Displayed: 98 (67.1%) - Dropped: 0 (0.0%) Profile: Default
Status: Runng (]
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What is the source IP and port number, destination IP and port number? Please express in the format:

IP:port.

Source IP/port 192.168.

217.3:55446

Dst IP/port 192.168.217.2:53
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Wireshark - Packet 144 - eth0

- Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.217.2

@100 .... = version: 4

. 0101 = Header Length: 20 bytes (5

+ Differentiated Services Field: 6xe@ (
Total Length: 62
. Identification: @x784a (36794)
Flags: ©x4806, Don't fragment
Time to live: 64
Protocol: UDP (17)

)
DSCP: €5, ECN: Mot-ECT)

Header checksum: Bx8f@d [validation disabled]

[Header checksum status: Unverified]

g Source: 192.168.217.3
Destination: 192.168.217.2

L0l - Conain Nane System (query)
Transaction ID: Bx8des

™ » Flags: xe10@ Standard query

Questions: 1
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0 15 5d 40 57 1f [EEEENEE 40 57 05 08 00 45 00 Jow W €
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Status: Running
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Q6. Find the corresponding DNS response to the query you selected at the previous step, and what

is the source IP and port number, destination IP and port number

Source IP/port 192.168.217.2:53

Dst IP/port 192.168.217.3:55446?

What is the message replied from the DNS server?

Flags: 0x8105 Standard query response, Refused

Statusz Runmin

Sun23:16

Wireshark - Packet 145 eth0

Header checksum: 8x9464 [validation disabled]
[Header checksum status: Unverified,

Source: 192.168.217.2

Destination: 192.168.217.3

User Datagram Protocol, Src Port: 53, Dst Port: 55446

Source Port: 53
Destination Port: 55446
Length: 26

Checksum: Bx58bb [unverified]
[Checksum Status: Unverified]
[Stream index: 33]

- Domain Name System (response)

Transaction ID: Bx19&2
+ Flags: BxB185 Standard query response, Refused
Questions: &
Answer RRs: B &
Authority RRs: @
Additional RRs: @
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