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Task B: Sniff LAN traffic
1. Sniff ICMP traffic (10 + 10 = 20 points)

a. Apply proper display or capture filter on Internal Kali VM to show active ICMP traffic.
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b. Apply proper display or capture filter on Internal Kali VM that ONLY displays ICMP
request originated from External Kali VM and goes to Ubuntu 64-bit VM.

2. Sniff FTP traffic (10 + 15 + 15 = 40 pts points)

a. Ubuntu VM is also serving as an FTP server inside the LAN network. Now, you need to
use External Kali to access this FTP server by using the command: ftp [ip_addr of



ubuntu VM]. The username for the FTP server is cyse301, and the password is
password. You can follow the steps below to access the FTP server.
Ran FTP with ubuntu IP address and applied FTP filter on internal Kali wireshark
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b. Unfortunately, Internal Kali, the attacker, is also sniffing to the communication.
Therefore, all of your communication is exposed to the attacker. Now, you need to find
out the password used by External Kali to access the FTP server from the intercepted
traffic on Internal Kali. You need to screenshot and explain how you find the password.

Analyze the internal Kali captured packets in to find the FTP communication between
External Kali and the FTP server. Look for packets with information related to FTP . View
the packet details in Wireshark to locate the password. Found a field that said "PASS" in
the FTP protocol section.
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c. After you successfully find the username & password from the FTP traffic, repeat the
previous step (2.a), and use your MIDAS ID as the username and UIN as the password
to reaccess the FTP server from External Kali. Although External Kali may not access
the FTP server, you need to intercept the packets containing these “secrets” from the
attacker VM, which is Internal Kali.

Analyze the internal Kali captured packets in to find the FTP communication between
External Kali and the FTP server. Look for packets with information related to FTP . View
the packet details in Wireshark to locate the password. Found a fields that captured used
new and password the FTP protocol section.
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Task C — Extra credit: Steal files with Wireshark (15 points)

Login to Ubuntu VM, and create a file in your home directory, named “YOUR_MIDAS.txt". Put
the current timestamp and your name in the file. You can use the following command in the
example below to do the job.
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cyse301@ubuntu: ~

RX packets 53123724 bytes 3187585462 (3.1 GB)
errors © dropped © overruns © frame 0
X packets 79682835 bytes 5949656549 (5.9 GB)
errors © dropped © overruns @ carrier © collisions

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536

inet 127.0.0.1 netmask 255.0.0.0

inet6 ::1 prefixlen 128 scopeid 0x10<host>

loop txqueuelen 1000 (Local Loopback)
packets 406 bytes 30258 (30.2 KB)
errors © dropped © overruns © frame 0
packets 406 bytes 30258 (30.2 KB)
errors ® dropped © overruns © carrier © collisions

301@ubuntu:~$ pwd
se301
301@ubuntu:~$ echo -e "S$(date) \nStuat Howard"> showa006.txt
1@ubuntu:~$ 1s

examples.desktop showa006. txt
cyse301@ubuntu:~$ cat showa006.txt
Mon Jul 160 ©0:45:35 PDT 2023
Stuat Howard
301@ubuntu:~$ i
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Once you have the file ready in Ubuntu, switch back to External Kali. Get the file you just

created with FTP protocol remotely. Below is an example.

To retrieve the from the Ubuntu VM using the FTP protocol

- Use the ftp command to connect to the FTP server running on Ubuntu.

- enter the FTP username (cyse301) and password (password) to authenticate and establish
the FTP connection.

- Once connected, use the ‘get’ command to download the file from the FTP server. Enter the

As an attacker, you need to complete the following tasks in Internal Kali:



1. Apply a proper display filter to display the FTP-DATA packets between External Kali and Ubuntu
VM.

Open the capture file containing the FTP traffic between External Kali and the Ubuntu VM. Enter
display filter to show only FTP-DATA packets
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