
Assignment-4 -Vulnerability Scan 
CYSE 450 -Ethical Hacking and Penetration Testing 

  
Task-A:  Stealth Scan using nmap [40 Points]  

1. Open the Root Terminal in Kali Linux. Type nmap -h | less and press Enter to see all 

available Nmap commands. Submit the screenshot for the results. To send a SYN 

packet to an IP address of metasploitable 2 /Windows VM, type the following in Kali 

terminal.  



 



2. What are the results of your SYN scan? Submit the screenshot. nmap -sS -v <ip-   of-

metasploitableo  or Windows VM> and press Enter.   

 



 



 

              

3. Limit the scope so you scan only port 443 by using the –p flag (nmap –p44 3 –v ip-

ofmetasploitable). This makes the Nmap scan more targeted and less noticeable. 

Please submit the screenshot.  

 

I don’t have port 443 on XP or  Metasploitable, so I used 445 

 
 

 
 

 

Task-B: Vulnerability Scan Using Nmap Script [20 Points]  
  

1. Open the terminal in Kali Linux.  

2. Using nmap script for brute force attack, scan the target machine (IP of Metasploitable  

or Windows) to guess its username/password.   
  



 
  

  

Task-C:  Secure Hacking Environment [20 Points]  
  

1. How can you create a secure hacking environment, using web-based proxy, as an 

attacker? Please explain with examples.  

A web-based proxy is a tool that intercepts web traffic and allows hackers to 

analyze, modify, and exploit vulnerabilities in web applications or servers. It can 

scan and crawl web apps, test its robustness and error handling, bypass security 

mechanisms, and spoof the identity or location of the attacker. Some examples of 

proxies for secure hacking environments Burp Suite, ZAP, CyberGhost, 

ExpressVPN, NordVPN, Private Internet Access, and IPVanish. 



To use a web-based proxy for an attack, the attacker must configure the browser or 

application to connect to the proxy as a gateway to the web server. This is done by 

setting the proxy address and port or by using tools like ProxyCap or Proxifier. The 

attacker installs the proxy's certificate in the browser or application to avoid SSL 

errors when intercepting HTTPS traffic. Once set up, the attacker can capture and 

manipulate web traffic to perform attacks on the web application or server.  

2. What is the purpose of using Macchanger tool in hacking?  

Macchanger is a tool used in hacking to change the MAC address of a network interface to 

avoid being tracked or detected by security tools. By impersonating other devices, hackers can 

bypass authentication mechanisms and access control. This command-line tool can be installed 

on Linux systems and can change the MAC address to a specific, random, or vendor list value. 

Moreover, Macchanger can reset the MAC address to its original value after the device is 

rebooted. 

 

 

  

  

  


