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Although created many years before the cyberworld was created, Maslow’s pyramid plays a vital role of understanding the cyber security threats. Every level of the pyramid can correspond to a different type of cyber-attack.
At the bottom of the pyramid, we have the psychological needs – food, water, warmth etc. Criminals will use those needs and exploit them for monetary gain. We have all seen those attempts on the internet – give me $200 and I will double it in an hour. Unfortunately, the easy money-making schemes are very profitable especially with people that are looking for get-rich-quick deals. 
After our basic needs are met, we as humans look to feel secure and sheltered.  A lot of cyber criminals target older generation, making them feel that someone they know, or they are in danger. My grandma has received multiple calls and emails from scammers, telling her how I was in a bad car accident, and I needed money to get out of trouble.  It was a close call a few times with her almost sending the money, that is when we decided that her internet access should be limited. 
Everyone needs love and affection – criminals understand that very well. When I was single, I have seen so many fake profiles on dating apps. Behind them are people that are looking for personal gain such as money, private information and explicit content. Nowadays those apps are full of bots, and it is quite dangerous especially if you are desperate. 
Self-esteem Is next on the list.  People sometimes will use shortcuts to boost their self-esteem. “This occurs with fake traveling jobs as highlighted by HBO’s new show, Generation Hustle where unsuspecting victims accepted a fake job and were exploited through the work process”. 
Cognitive needs are usually connected to our needs of knowledge and understanding. Criminals will use that need and provide us with wrong information. For example, a well written study or a review on a new product with false information on how great the product works to increase profit. 
Self-actualization is reaching your potential. For example, when I was applying for ODU, I have researched many other schools. There were a few programs in other institutions that I was interested and some of them looked very suspicious- Get your bachelor’s degree in a year? Some people can fall for that.
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