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First 50 Hours

During my first 50 hours as a cloud developer intern, I have gained knowledge about
what the typical schedule of a cloud developer would be like working at Old Dominion
University. To start my shift, I participated in a daily stand-up meeting. My supervisor, James,
said this is part of the agile method of project management. It’s a scrum meeting where everyone
goes around in order and answers 3 questions: “What was accomplished yesterday?”, “What will
be accomplished today?”, and “What are my blockers or impediments, if any, and who can I
reach out to overcome them?” I believe this has been a great way to get organized and quickly
summarize what was accomplished from the day before and what I have to do now each day. I
know I must ask my supervisor for any help when necessary. We communicate together through

Microsoft Teams in case I have any questions about the tasks I am given.



When starting, I was told that software development or IT has a lot of on-the-job self-
training. I was given some simple tasks to get myself familiar with what a cloud developer would
be looking at. Most of the code I’d be dealing with was JavaScript, or some other form of it such
as NodeJS or React. I was tasked with reading up on basic JavaScript syntax. I had to know
exactly what I was reading in order to analyze code for security issues. In one instance I found a
weak hash algorithm that needed to be updated from MDS5 to SHA-256, since I’'m familiar with
the most up-to-date cryptographic standards and decided to let James know about this
vulnerability. I used some websites, such as W3Schools and Playcode to get familiar with writing
some JavaScript. The programs were very basic, such as performing simple addition and
multiplication operations and outputting the result. While getting familiar with JavaScript, I also
had to get familiar with how GitLab works. GitLab is used as a code repository for programs or
web applications. Essentially, it’s hosting the cloud portal known as myODU and many other

applications within the ODU system, such as Student360.

Although I have not written any code to improve any web applications yet, I have been
performing a lot of security testing as a Cybersecurity major. I am needed for my field of
expertise in certain situations that haven’t had much attention with the codebase. The biggest
thing I have been currently tasked with is performing Static Applications Security Testing
(SAST). I had to configure a scanner that would be integrated with the GitLab code repository.
James told me that he wanted an open-source, or free, solution that can scan the code in GitLab.
He wants to be able to upgrade the GitLab subscriptions, but it’s currently not in the school’s
budget. It took some time to set the scanner up since I was new with GitLab, but I overall
enjoyed the process. GitLab has a free solution for SAST that involves copying and pasting a

template into a master configuration file. After that, I just added an extra module for the security



scanning job. Now, when I update a file, a security scan is included. The total time it takes to
update and scan is about two or three minutes. I have to note that I worked with clones of the
actual codebases. In GitLab, there’s an option to fork a repository, which basically clones a code
repository into your own personal workspace. I don’t want to be responsible for breaking the
myODU portal, so I take the safest measures possible when dealing with large code repositories.
Once my scan is complete, it outputs the results into a text file, since we do not have access to
higher paid subscription to view vulnerabilities in a neatly organized HTML file. After I scanned
for vulnerabilities, I was tasked with finding false positives that were picked up by the scan and
exclude them from future scanning. It just involved writing some comments along the line of
code to exclude a specific line from the scan. It takes me a while to look through the code and

see where everything is to sort our false positives, but I’'m getting used to it.

Overall, I enjoyed my first 50 hours at ODU as a Cloud Developer Intern. I feel like I’ve
learned things that haven’t been shown in a classroom. I’ve never been taught how to use GitLab
before, which I know Git is very popular for accessing or storing code. So far, the experience has
gone really well, especially with the rest of the team involved. They seem highly organized with
multiple short meetings and a Sprint meeting for about an hour every two weeks. They each get
to show off what has been accomplished, and it seems like a lot has to be done in order to make
everything work properly for ODU online. It’s made me realize what is needed for a web
application to be secure for the user. A lot of students and staff require a safe and easy-to-use
application to access information online. Without developers, no one would be able to access

their information on their own. I look forward to the next 50 hours of this internship.



Appendix

include:
. - template: Jobs/SAST.gitlab-ci.yml

The security template for GitLab

stages: # List of stages for jobs, and their order of execution
- build
- test
- security
- deploy

The added security stage for the template

sast:

stage: security

artifacts:
paths:

- gl-sast-report.json

untracked: false
when: on_success
access: all
expire_in: 30 days

The SAST scan that outputs vulnerabilities in a file



Fomt Sanne
R i e LR d15etan” ({78 TEatagIry T Taat”, oume " Serwer-aloe reqaest forgery (SS0F)", Towecriatioe” "Mls spplicatise
Allown wter-contralled SHAL Th e pacied dlawctly o WITE cilent J3seardes. ‘AT can peasdt Do Serenr-Sloe Gagustt Forgery (SRAFL\AASRE pefprs 1o am attack wiers the attacker can sbane fexctissality oo
TTh Saraae BE RO T T eabe regueath T OnBer (ATevRal MyiTees WLTRAA paes ARFeatTR tase TIAE a0 008 BleedTly waRAsE T the Jetaewet . \NIRLL AR The STTACKEr 10 ACCHSE Dntersal relaarias They b
W1 ee Flrect aiCess T8, Wistene laks oF SERP 4 VA MCes oed el palation oF Lvierval GaTabesen, WRTE, o aielalatration e libn ANIIETY TH S04 Dieaal metieen e ChITRCTIew Bl v Ties A (an be
wsed Lx plvet attecks 1010 D Intevml sebeorbin. Clotumeat! refened Segregation end flrasall =ules'\w'eTo aembd this, Lry wing Rerdiodel HITF regact Calls o o Witelisting shject Lo \aindh whether the
u' apat La trplng e stcion alloest rasdertes o Aot \aieew 10 o seemgliel o e witalinn . [ \’ﬁxulﬂ- et e ATtee s devenple. comiveng Le U [ e et sard feade-aart Jericadvete
v fection (rey, res) (0 If(AEtaLInt, toc ludee (req. enerp.orl ) (0 artongatienl, {13 (et feetise (m) 1w cooasle. loglresaame )\ e cwtch

(fux(h (reapoaw) {\»
Sarver_Slde

IV Fud) T afes sery Infersstion en BSA dem QWALP:Y L/ rhwatabunt wee Les ows)
“semgrep_Sd:nodeds_scan, favascript-narf oude-sode aarf: L2100, Teerity T MG T, Tacanear” {T14” “uangres”, reee " “lengreg”) , “lacarion™ |

[THIe" T Lt Matadec N1 AT i120), T 1oeet S Lard” [ "type” T usmgrep 417, Trdae”: Tece e -:n.j-uuruz ~aerl-rale oo cerfl™,
B e L L e uv").q'un’ i S e TP T il Saltlons, M') A tape ey, e MR - Ingection”,
vl DRIAT], || e ”, e ALTIONY (R eCTIon” ,*salue” "A5T I )L [ type® | diichn_rale Type”, aae’ i-um SO 1B JRantcr i P -t rale e s8eT”, Waber” "Wer Cneredled 8L b4 TP

Allert Lisvwrdes Gon reralt In Sermr S1he Bemest forgery () ) )Y Sty T, - Sever A3 pempast forgery (3009)",
“ecrdation® T wppliltotion bl caer-cortralled (WLs 10 Cw pebtend Mirnctly 00 WTTF Cl0evt Librarlen. \@Tals Con reault Be Server-Side hnnl Forgary [SSA0) UASAR sefers U0 @0 attech where Uw
attechat Tt sbase haxtionality w1 UAte sever bo force £F to sebe remants to sther Ltersal sntess withie e etefrmtratturw thet arw set dirwctly wposed to the Detervet. \aThis aliowe the wttacker

o sceans Irtersal resceroes they 9o ret teve sirert eccent 1o.in\rSome risks ot S5 ewiiei. Accens ewd wf isteraal Ly, o atiow pevela's. Ability tz scan isterrwl
wtert arhitscterw sed services'a- Car Ba uisd ta glvot sttacks $3to the Lrtermal sebordie- Clrooawer t metesk Jegregetion end flrweall mudes'ninTe ssatd this, try waing hergcoded NTTP reguest calls or o
wilzalisting skfect o \acek wAather tha uier Ingut La trplng 53 azcmis allaed ressurces v Aot \rhmiecw S5 e ecmmplen T e wadtaliat o [V \TErioacSeasacle.coett, n N B! com!
ample’ VAL ana genl /e frede - word Jsclacswale/d, taactlon (req, resl (W 1 irali eyl )i walos,geeiarl, {33 Jthes(fuctice (raapoces) {\o
ol Laglvespants] (s B LEateh|duaction {eeapne) (a mb lqlmpuou W DIV TR T Uk were rfanmation ae SV cee e
W’. R L T e e L R L L e L -'m".'w

1672 sewgrer” R TR N IR DT AACLRSSLayer (Toom. J5°, " Slart_ wmm. Lewetiflers" L0 tyre" “vomprer ", “rame” 'm.j- S SO L T e de e sse

Syl e )s_sean, fanabtript-ssed e st sarf | CEraetCom® e C0R-910°, vl I, erd ) “Mtgs L i mhte. w.ﬁnlunfﬂl e h et e g, et N 12028 - Infettion”,
“valen "o A0S 20ANT] [ hrpe T Tiveng T, reee T TALIINET - Indection” Crelue™ u_mr),{‘w-' “eincer_rale_type©, reemT Wokds Scen 1D m—o?-rﬂmw "1 Ve torereiled L be inttp
cliart (Dwaries con resslt In Server Si3e Segest Torgery (S889).7)]), {7127 L eategery T Tt Ceew” "Servero aide rescant forgery [R8)7,
£ 1T Alloss saer Wiz to be gessed irectly tx WITP cllent mnvl-‘\-numnmuhmmu.—nmmﬂn.mmnumumn
attacker san abace furctiomality an Wrahe server ta force It 1o sabe equests To cchar Lrmersal syacess withis pour \eSafraacracturs thet arw sat dlrectly wpoced ta the Letermet. \aThis alicwe the attachar
10 aceest Incernal rescercan they do res Aave Zirect accecs 1o, \niehass rlcks of SSME v iata- Accens ana dae af letersal i, o panelen- asllity to scan letercal
T S RICRI T 20d SeVICREhA- LA Be AR T3 PLue atTacke A0 The SATerval SeTord e CLrramesiT fetenek uegragation aed flresall maes'ninto aeald this, oy m P dcadnd MIIP remast ralls oo 8
WUTRIINTING SRR 10 \MOhech whetiuer The usar JapsT 15 Trplag T8 cceds allomad resiaces o a0t \phiire G5 a0 exieple V00 Y sASTRELET o [0 \TREIDY ) Sine AL \w
B L L e A S I O L L F L e I e e e 2 L (A welos.getinel, ()1 heny un [=espmrne) [\
o Loglirespens) e W At faection (respome) (W sevmle degirwogenant; Hv- )\-mu . W Ardaragtion ww SSEP ves OMASTevitpn 00
M-mg ergichest veets/Serves Sise Regumet Torgery Prwvertize Owet Stewt balin™,"cve”: “semgres_ e Jw e T30 IO, “eme ity s Migh  “acewwr -
L " somgrap”™, e " Semgrep” ), Tlocat 200" 21T Tlanbda /Dt aAc patal ayer FTooe. 57, Tetart _LlwT 128 ), Tloeet i LaraT [ Ttype” - " pengres. ! ll‘. e Troce s _scen. jevascript - it rade oot _sarfT,
Tvalee™Tode ] s _scan. Jasesirlpt - vfw ARPTTE, (TR e, T O ST, Tl T, e STt e s e ad e crg/dutad duf Lal tions JNLS hend "), [TUpe” oy, i M 300 - Injectlon”,
Tl A RET]  [TEree T Tomena ", Trame T TALI Y - Indectlon”,"ealuse” TASi BT [ Trype” s Tadeacar_rale type”, Trase”mocklS Scan 10 jevsrcrdpt-sart-rale-node aarf™,"valsa” i iner conarelled AL I http
clleet Tloeardes can resalt 1n Serpw u- Wapest bargery (WE|TTH T T EATAgory T TAMET, TAnee” 1T harver - 140 reguet Torgery [AAE)",
“detcraption” “eais fon allowt LS TO b pasied unnly TE WEIR C30ent Lbraries, WTALL can retult d8 NerverAlde mun FOrgery [SARFL URARE rafirs Th sl CTACK Wieve The
ATTAChEr (on abede Dunctiaal ity % phe Sver U FOrce LU 10 webe Sennesth 10 chher Liaersal Jystoms wlTris your s lefrastrai e 1T Sre st directip expided To The batervet. AThIS allosg Do JTTacher
L0 dCCess Imtursal mosuttes Thay 30 mt Save EIrett SCess 10 \a\edome rivks of S3AF e ieha AcCess e ! ot Intersal 215, o wlive posalatn. ARLLLLY &5 sumn Ieteenel
et evchitacturw end sevices'n. G 5 wd bn pivet attecks Setn the Svtervel setmrtin. Clrismmm t retenes sngragetion end flrwsall mdea'einty ssstd 1hs, try vatng ferseoded HTTP ~equent zalls o0 o
Wiltelisting sbject to \acheck whather the user feput 13 trying Se eccess ellowd resocces oc not.\e\wlew 10 o0 exemple: i’ ver sedtalise o [\ Vrttoe:/jeressie coe\t, e \TXttpe s/ femenpde. coml
e\ Tt ¥, fasction {raq, rwn] (0 170sALtalist baclucen(reg. sery 1] )\ satorgetiarl, {1 “Yhes(fanctice (rwipeeas) (U
mu-.ln(m).\- o <eatzh|furctlon {respoms) ('n savwale. dagireepenss); » nwn )\-n—.\n w- sore Irformation se G565 s w:w
s Clds desmar forwary Prsverniss Chuar Coser realia”."ree”: Twsssves asan. T bR g P LI R T

An example output file of a SAST scan in GitLab



