CYSE 270: Linux System for Cybersecurity

Lab 6 — File Permission



CYSE 270: Linux System for Cybersecurity

You need to configure the system to allow three users to perform the shared folder actions. Please
submit the screenshot for all the steps in a word or pdf file

Task A: Get accounts and groups ready (70 points)

Step 1. Create three groups- employee, payroll, and admin. (You may refer to the slides for week-4 —

Group Management)
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sudo payroll
[sudo] password for kali:

admin

émplovee

Step 2. Create three user accounts with a specified home directory for Sophia, Olivia, and Emma. Set

the primary group for Sophia, Olivia, and Emma to "employee", "payroll", and "admin", respectively.

And change their login shell to /bin/bash. Don't forget to set their passwords.
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File Actions Edit View Help

admin

émplovee

2l /home/0Olivia B8 payroll B8 /bin/bash 0livia

Em Ed /home/Emma BE admin E§ /bin/bash Emma

New baésword.
Retype new password:
passwd: password updated successfully

= “j'ﬁa

MNew password

Retype new password:

passwd: password updated successfully

A= udo

New password

Retype new password:

passwd: password updated successfully

Step 3. Create a shared group called "your_midas" (replace it with your MIDAS name) and set this shared
group as the above accounts' secondary group. After this step, remember to check each user's group

profile.



bad
m

name

ment COMMENT

- home HOME_DIR

]
x
-lo

—non-

GROUP

ups GROUPS

Lp

in NEW_LOGIN

unigue

- password PASSWORD

- To0
=2 rl]E.
-uid
-unl

d-

t CHROOT

11 SHELL
uIpD

ock
subuids

-subuids
Jbtlﬂ:

_DIR

FTFFI—LA

thtn tn th

e

o RO RO

kali@kali: ~

append the user to the supp F: GROUPS
mentioned by the -G option without removing
the user from other groups
allow bad names
new value of the GECOS field
new home directory for the user

piration date to EXPIRE_DATE

ive after iration

use GROUP as new pri
new list of supplement
¢ this help mes
lue of the login
ount
f the ho i ry to the
tion (use only with -d)
y duplicate (mon-unique) UID
pted pas; Ulﬂ for the new password
ated the /e

to chroot into
new login shell for the user a
new UID for the user count
k the user account
subordinate uids
of subordinate uids
subordinate gids
of subordi e gids
user mapping for the




S wmm POl

Text Editor
Simple Text Editor P

kali@kali: ~

mentioned by the -G option without removing
the user from other groups
badname bad names
omment COMMENT e ilue of the GECOS field
- home HOME_DI new home directory for the user account
iredate E _D et account piration d: IRE_DATE
-inactive IN rd inactive a

-gid GROUP use GROUP as new p
roups GROUPS new list of supplementar
help i iy this help mes
-login NEW_LOGIN value of the login
the user ount
ontents the home directory to the
tion (use only with -d)
- non-unigue allow using dupli
—-password PASSWORD ed password for the new password
where are located the /e
- remove

the user from other groups
-root CHROOT_DIR directory to chroot into
-shell SHELL new login shell for the user :
-uid UID new UID for the user account
-unlock . the user count
dd-subuids FI A5 ad 1T f subordinate
: 5 of subordin
f subordinate
subordin
i for the user a
er account

) Emma
Emma : admin dall

Step 4. Create a directory named /home/cyse_project, which is to be owned by the “your_midas” group

which is a shared group). After this step, remember to check the permission of this shared directory.



S wmm POl

Text Editor
Fil. M  Simple Text Editor *lp

Ty T R PR H |8
-5, —shell SHELL new login sh er account
-u, —uid UID new UID for the user
—unlock ( er account
— add-subuids FI AST a subordinz
—del-subuids é ge of subordinate uids
— add-subgids a ran; subordinate gids
—del-subgids . i
—selin . new
—selinux-ra SERANG new

dalle@42 Emma

? /home/cyse_project

| fhome/cyse_project

total @

/home/cyse_project

/home/cyse_project
2 root dall 6

Step 5. Change the permissions of the /home/cyse_project directory to "rwxrwx---" using the octal
method so that only the project group members have access to this directory. After this step, remember

to check the permission of this shared directory.
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Emma
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: employee dalle
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/Se_project

2 /home/cyse_project

/home/cyse_project
/home/cyse_project
2 root dalle 4096 Nov 5 16:

/home/cyse_project

/home/cyse_proj

Step 6. Switch to Sophia's account. Change the default permissions using octal method with umask
command, to "-rw-r-----" for Sophia when she creates a file or directory. Check the value of umask, and

permission of a new file after this step.
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Sophia@kali: /homefkali

L fhome/cyse_project

/home/cyse_project

/home/cyse_project
2 root dalle@42 4896 Nov

-[ /home/kali ]

-[ /home/kali ]
sudo t newfile.txt
[sudo] pas
Sophia is not in the sudoers file.

—( |- [ /home/kali
su kali

o Sophia sudo
Adding user “Sophia' to group

I -[ /home/kali
uch newfile.txt

1s -1 newfil Xt
1s: cannot : newfile.txt': Permission denied
—( |-[ /home/kali
sudo 1s -1 newfile.txt
-IW-T 1 root root @ Nov 5 16:49 newfile.txt

/home/kali]

Step 7. Create a new file called "Sophia_homework" in the home directory of Sophia and put your name
in the file as content. After this step, remember to check the content and the permission of the new file.

(Is -1 Sophia_homework)
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Sophia@kali: fhomefkali

I-[ fhome/kali ]
su kali

do ar Sophia sudo

info: Adding user “Sophia’' to group “sudo’

|-[ /home/kali ]
sudo touch newfile.txt
[sudo] password for Sophia:

- /home/kali ]
newfile.txt
55 ‘newfile.txt’': Permission denied

- /home/kali ]
sudo 1s -1 newfile.txt
-rw-r 1 root root Nov 5 16:49 pnewfile.txt

-[/home/kali]
sudo touch Sophia_homework

I-[ /home/kali ]
| Sophia_homework
\nnot a 55 'Sophia_homework®: Permission denied

-[ /home/kali
sudo 1s -1 Sophia_home
r 1 root root @ Nov 5 17:8@ Sophia_homework

|-[ /home/kali
ri Sophia_home k

I-[ /home/kali
1 Sophia_homework

|-[ /home/kali
sudo vi Sophia_homework

)-[ /home/kali
sudo cat Sophia_homework
d Allen

|-[ /home/kali
sudo 1s -1 Sophia_home
-TwW-T 1 root root 12 Nov 5 17:03 Sophia_homework

/home/kali]

Step 8. Copy "Sophia_homework" to the /home/cyse_project directory. After this step, remember to

check the permission of the file in the shared directory.
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for Sophia:

{ |- /home/kali
—% sudo 1s -1 newfile.txt
-I'wW-T 1 root root @ No

- /home/kali ]
sudo touch Sophia_homework

|-[ /home/kali]
homework
'Sophia_homework®: Permission denied

|- /home/kali ]
sudo 1s -1 Sophia_homewor
-TW-T 1 root root @ 5 17:8@ Sophia_homewo

I-[ /home/kali

vi Sophia_homework

-[ /home/kali ]
vi Sophia_homework

I -[ /home/kali
sudo vi Sophia_homework

-[ /home/kali]
sudo cat Sophia_homew
d Allen

|-[ /home/kali
sudo 1s -1 Sophia_homewor
-TW-T 1 root root 12 N 5 17:83 Sophia_homework

I -[ /home/kali
sudo ¢p Sophia_homework /home/

[ /home/kali]
se_project

root 12 Mov 5 17:87 Sophia_homework

[ /home/kali

se_project/s

root 12 Moy 5 17 J e_project/Sophia_homework

/home/kali]

Step 9. Switch to Emma's account. Try to read "Sophia_homework" in the /home/cyse_project

Directory.
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sudo 1ls -1 newfile.txt
-I'wW-T 1 root root @ No

I-[ fhome/kali ]
sudo touch Sophia_homework

|- /home/kali
1s -1 Sophia_homework
cannot access 'Sophia_homework': Permission denied

- /home/kali ]
sudo 1s -1 Sophia_hom rk
-TwW-r 1 root root @ Nov 5 17:0@ Sophia_homework

| -[ /home/kali]
vi Sophia_homework

|- /home/kali ]

ophia_homework

! -[ /home/kali ]
sudo vi Sophia_homework

-[ /home/kali ]
't Sophia_homework

- /home/kali
sudo 1s -1 Sophia_hom r
-rw-r 1 root TOoOt 12 N » 17:83 Sophia_homework

-[ /home/kali
sudo c¢p Sophia_homework /home/

{ |-[ /home/kali
1s -1 /home se_project

root 12 No

-[ /home/kali

1s -1 /
-I'W-T i root 1

I-[ /home/kali ]

su Emma
/home/kali
Permission denied

[ /home/kali ]

Step 10. Exit out of Emma’s account and Sophia’s account.
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sudo 1s -1 newfile.txt
-rw-r 1 root root @ Nov 5 16:49 newfile.txt

| -[ /home/kali ]
sudo touch Sophia_homework

I-[ /home/kali ]
1s -1 Sophia_homework
: cannot access 'Sophia_homework': Permission denied

|-[ /home/kali
sudo 1s -1 Sophia_homework
-TW-T 1 root root @ Nov 5 17:00 Sophia_homework

{ |-[ /home/kali]
vi Sophia_homework

I-[ /home/kali ]

vi Sophia_homework

-[ /home/kali
sudo vi Sophia_homework

- /home/kali]
sudo cat Sophia_homework
David Al

-[ /home/kali
sudo 1ls -1 Sophia_home

-TrW-T 1 root root 12 N 5 17:83 Sophia_homework

-[ /home/kali]
sudo cp Sophia_homework /home/cyse_

/home/kali
e_project

1 root root 12 v 5 17:0@7 Sophia_homework

[ /home/k
se_project/S 1a_homework
-TW-r 1 root root 12 Nov 317 /home/cyse_project/Sophia_homework

I-[ /home/kali
su Emma
assword:
[ /home/kali
cyse_project/Sophia_homew ¢
ject/Sophia_homework: Permission denied

1-[ /home/kali ]
su kali
Password:

Task B: Set SGID permission (15 points)

Step 1. Switch to root or the regular user’s account. To allow group members to access the files shared
in the shared directory, you need to fix the sharing issue by setting the correct SGID group values to
/home/cyse_project directory.
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2 . kali@kali: ~
[home/kali
File t View Help
—| I-[ /home/kali ]
vi Sophia_homework

| -[ /home/kali ]
vi Sophia_homework

I-[ /home/kali ]

sudo vi Sophia_homework
J-[ /home/kali ]
sudo cat Sophia_homework
David Allen
— | |- [ /home/kali
—% sudo 1s -1 Sophia_homework

-I'wW-T 1 root root 12 No

I-[ /home/kali ]
sudo cp Sophia_homewo

/home/kali
se_project

root 12 Moy 5 17:87 Sophia_homework

/home/kali ]

1s -1 /home se_project/Sophia_
-I'W-T 1 root root 12 Nov ) 17:07 yse_project/Sophia_homewo

-[ /home/kali
su Emma

rk

Permission denied

log Sophia
logout: not login shell

sudo g2+5 [home/cyse_project
[sudo] password for kali:

Ld /home/cyse_project
root dalle@ Nov 5 17:@7 /home/cyse_project

Step 2. Switch to Sophia's account. Copy "Sophia_homework" to the /home/cyse_project directory as

"Sophia_homework2".
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I . Sophia@kali: Thomefkali
Minimize all nwindows and show the de

sudo vi Sophia_homework

| -[ /home/kali ]
sudo cat Sophia_homework
David Allen

I-[ /home/kali ]
sudo 1ls -1 Sophia_homework
-rw-r 1 root root 12 No 1 1 Sophia_homewo

|-[ /home/kali
sudo cp Sophia_homework /home/cyse_project

— |- [ /home/kali
—=% 1s -1 /home se_project

1 root root 12 Nov 5 17:@7 Sophia_homework
{ |- /home/kali ]
1s -1 /hom se_project/Sophia_
-rw-Tr 1 root root 12 Nov 5 17:87 , yse_project/Sophia_homewc

I-[ /home/kali

-[ /home/kali

ermission denied

logout: not login shell

io g+s /home/cyse_project
[sudo] password for kali:

Ld /home/cyse_project
root dall 4096 Nov 5 17:87 /home/cyse_project

|-[ /home/kali
sudo cp Sophia_homework /hom
[sudo] password for Sophi

/home/kali]

Step 3. Switch to Emma's account. Try to read "Sophia_ homework2" in the /home/cyse_project

directory.
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sudo 1s -1 Sophia_home

-rw-r 1 root root 12 N 5 17:83 Sophia_homew

| -[ /home/kali ]
sudo cp Sophia_homework /home/

/home/kali ]
yse_project

1 root root 12 v y 17:87 Sophia_homew

- /home/kali ]
1s -1 /home/ e_project/Sophia_homework
-TwW-r 1 root root 12 Nov 5 17:87 /home/cyse_project/Sophia_homework

| -[ /home/kali]
Emma

[ /home/kali ]
Sophia_homew ¢
Sophia_homework: Permission denied

logout: not login shell

sudo g+s /home/cyse_project

[sudo] password for kali:

/home/cyse_project
2 root dal P96 Nov 5 17:@7 /home/c

|-[ /home/kali ]
sudo cp Sophia_homework /home/cyse_project/Sophia_homework?2
[sudo] password for Sophia:

—{ I-[ /home/kali ]
su Emma
Password:
— | [ /home/kali]
cat /home _project/Sophia_homewo
David Allen

1-[ /home/kali]

Task C: Unset SGID permissions (15 points)

Step 1. Switch to root the regular user’s account. To disallow group members to access the files in the
shared folder, you need to fix the sharing issue by setting the correct SGID group values to
/home/cyse_project directory to remove the group user read permission.
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e _project/Sophia_home

I-[ fhome/kali ]
su Emma
Password:
—( 1-[ /home/kali ]
se_project/Sophia_home
ct/Sophia_homework: Permission denied

1= /home/kali ]
su kali
Password:
log Sophia
logout: not login shell

g+5 /home/cyse_project

: 5
[sudo] password for kali:

Ld /home/cyse_project
root dalle@d Nov 5 17:

Sophia
Password:
— | |- [ /home/kali
sudo cp Sophia_homew /home/ /Sophia_homework2
[sudo] password for Sophia:

|-[ /home/kali

su Emma

I1-[ /home/kali
ct/Sophia_homework2

1~ /home/kali ]
sudo chmod /home se_project/Sophia_homework
[sudo] password for Em
Emma is not in the sudoers file.

1-[ /home/kali
su kali

e_project/Sophia_homework

Step 2. Switch to Sophia's account. Copy "Sophia_homework" to the /home/cyse_project directory as

"Sophia_homework3".



Sophia@kali: /homefkali

t/Sophia_home
t/Sophia_homewe

logout: not login shell

g+5 [fhome/cyse_project
rd for kali:

Ld /home/cyse_project
root dalle@ B /home/cyse_pro

sudo cp Sophia_homew
[sudo] password for Sophi

-[ /home/kali
su Emma

1-[ /home/kali ]
sudo chmod @7 Jhome/cy
[sudo] password for
Emma is not in the sud

1-[ /home/kali

se_project/Sophia_homew

{ I-[ /home/kali ]
sudo ¢p Sophia_homework /home/ e_project/Sophia_homework3

/home/kali]

Step 3. Switch to Olivia's account. Try to read "Sophia_home3" in the /home/cyse_project directory.
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logout: not login shell

g+5 [home/cyse_project
[sudo] password for kali:

/home/cyse_project
4096 Nov 5 17:@7 /home/cyse_proj

/home/kali ]
sudo cp Soph homewo me/cy roject/Sophia_homewor
[sudo] password for Sophia:

/home/kali
su Emma
assword:
{ -[ /home/kali]
roject/Sophia_home

sudo chmod
[sudo] password for
Emma is not in the sudo
1-[ /home/kali ]
su kali

SwWo

e_projec phia_homewo

|-[ /home/kali
sudo cp Sophia_home /home

I-[ /home/kali ]
|-[ /home/kali
cat Sophia_homework3
Sophia_homewo Permission denied

/home/kali]
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Extra credit: Sticky Bit (10 points)

Step 1. Switch to Olivia’ account. Delete “Sophia_ homework" in the /home/cyse_project directory.
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[home/kali
File t View Help

Sophia
Password:

Olivia@kali: fhomefkali

| -[ /home/kali ]
sudo cp Sophia_homew: Shome/
[sudo] password for Sophia:

— | I-[ /home/kali ]
su Emma
word :
[ /home/kali]
e_project/Sophia_homewo

I1-[ /home/kali
chmod /home/ e_project/Sophia_homework
[sudo] pas ] r Emma
Emma is not in the sudoers file.

1-[ /home/kali ]

e_project/Sophia_homework

Sophia
Password:
—{ I-[ /home/kali
sudo cp Sophia_homework /home/ e _project/Sophia_homework3

-[ /home/kali ]
su Olivia
Password:
I-[ /home/kali ]
cat Sophia_homework
: Sophia_home! 3: rmission denied

|-[ /home/kali

ia does not exist or the user entry does not contain all the required fields

I-[ fhome/kali ]
e ect/Sophia_home ¢
regular L /home/cyse_project/Sophia_homework'? y

[ /home/kali ]

Step 2. Switch to root account. Set the sticky bit permission, to make files can only be removed by the

owner of the file.
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su Emma

Password:
— [ /home/kali]

cat /home e_project/Sophia_homewo

David Allen

—( 1-[ /home/kali ]

—% sudo chmod 070€ e_project/Sophia_homework
[sudo] passwor
Emma is not in the sudoers file.

1-[ /home/kali]
su kali
Password:

e_project/Sophia_homework

-[ /home/kali ]
sudo ¢p Sophia_homework /home/ _project/Sophia_homework3

-[ /home/kali ]
su Olivia
yssword:
-[ /home/kali
cat Sophia_h k3
: Sophia_home 3: Permission denied

-[ /home/kali]
su kali

ia does not exist or the user entry does not contain all the required fields

|-[ /home/kali
2 ect/Sophia_home
cted regular file "/ e/cyse_project/Sophia_homew

|-[ /home/kali

+t [/home/cyse_project

([
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Step 3. Switch to Olivia’ account. Try to delete “Sophia_ homework3" in the /home/cyse_project

directory. Can you delete it this time? Why?

Can’t delete because Olivia doesn’t have permission due to sticky bit; only the owner can delete the file

a ¢
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ct/Sophia_homew

Sophia
Password:
— |-[ /home/kali]
sudo cp Sophia_homework /home/cyse_project/Sophia_homewo

- /home/kali ]
|-[ /home/kali]
't Sophia_homew 3
Sophia_home Permission denied

|- /home/kali ]

su kali
Password:

does not exist or the user entry does not contain all the required fields

fkali
t/Sophia_home
_project/Sophia_homework'? y

/home/kali

+t /home/cyse_project

Authentication failure

|-[ /home/kali
project/Sophia_homew:
rotected regular fil / P t/Sophia_homewo
' /home/ 'oj S ia . i Operation not pe

/home/kali]




