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Professor. Mehr
CYSE 270
November 24th, 2024
Lab #11
Task A – Explore Network Configurations (8 * 5 = 40 Points)
{{{{{{{{{Connect your VM in the NAT mode}}}}}}}}
1. Use the correct ifconfig command to display the current network configuration. Highlight your IP
address, MAC address, and the network mask.
2. Use the correct route command to display the current routing table.
3. Use the netstat command to list current TCP connections.
4. Use the ping command to determine if the ubuntu.com system is accessible via the network.
(Use the correct option to send 10 ping requests only.)
5. Use the host command to perform a DNS query on www.odu.edu
6. Use the cat command to display the contents of the file that contains the system’s hostname.
7. Use the cat command to display the contents of the file that contains the DNS servers for this
system.
8. Edit the same file you display in the previous step, set the system’s hostname to your MIDAS ID
permanently. Reboot system and repeat step 6.
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[image: ]Task B – A Different Network Setting (3 * 20 = 60 Points)
1. Change the VM network connection from NAT to the bridge mode (you will lose your Internet
connection if you are connected to the ODU campus Wi-Fi network, but it is okay).
2. Reboot your system, then repeat Steps 1 – 7 in Task A.
3. Highlight the differences at the end of each step and discuss what do you find.
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V. Enable Network Adapter

Attached to:  Bridged Adapter -
Name: Realtek RTL8822CE 802. 11ac PCle Adapter -
» Advanced
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damian-richardson@dricheds:~$ ifconfig
enp0s3: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> ntu 1500

inet 192.168.0.209 netmask 255.255.255.0 broadcast 192.168.0.255

inet6 2600:8805:c10:b600:a00:27ff:fe77:180f prefixlen 64 scopeid Ox0<g
lobal>

inet6 2600:8805:c10:b600:86c:5895:6ee5:e361 prefixlen 64 scopeid Ox0<g
lobal>

inet6 fes0::a00:27ff:fe77:180f prefixlen 64 scopeid 0x20<link>

inet6 fdd7:2838:d273:f1da:a00:27ff:fe77:180f prefixlen 64 scopeid Ox0<
global>

inet6 fdd7:2838:d273:f1da:5a07:c74b:285e:f3ac prefixlen 64 scopeid 0x0
<global>

ether 08: :0f txqueuelen 1000 (Ethernet)

RX packets 222 bytes 143618 (143.6 KB)

RX errors 0 dropped @ overruns @ frame 0

TX packets 207 bytes 57968 (57.9 KB)

TX errors @ dropped © overruns © carrier 0 collisions

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 184 bytes 19456 (19.4 KB)
RX errors 0 dropped @ overruns @ frame 0




image8.png
danmian-richardson@drich@45:-$ route
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref
default _gateway 0.0.0.0 UG 100 0
192.168.0.0 0.0.0.0 255.255.255.0 U 100 0

danian-richardson@driche45:~$ netstat -tn
Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address Foreign Address
tep [ 0 192.168.0.209:34194 192.168.0.188:631
tcp6 0 © 2600:8805:c10:b60:58586 2001:67C:1562::23:80

danian-richardson@drich045:-$ ping -c 10 ubuntu.com

PING ubuntu.com (2620:2d:400! 8) 56 data bytes

64 bytes from website-content-cache-3.canonical.com (2620:2d:4000:
eq=1 ttl=51 time=207 ms

64 bytes from website-content-cache-3.canonical.com (2620:2d:4000:
eq=2 ttl=51 time=203 ms

64 bytes from website-content-cache-3.canonical.com (2620:2d:4000:
eq=3 ttl=51 time=205 ms

64 bytes from website-content-cache-3.canonical.com (2620:2d:4000:
eq=4 ttl=51 time=199 ms

64 bytes from website-content-cache-3.canonical.com (2620:2d:4000:
eq=5 ttl=51 time=119 ms

64 bytes from website-content-cache-3.canonical.com (2620:2d:4000:
eq=6 ttl=51 time=128 ms

Use Iface
 enpos3
 enpos3

State
TIME_WAIT
TIME_WAIT

: icmp_s
: icmp_s
: icmp_s
: icmp_s
: icmp_s

: icmp_s




image9.png
# Third party programs should typically not access this file directly, but only
# through the synlink at /etc/resolv.conf. To manage man:resolv.conf(5) in a

# different way, replace this synlink by a static file or a different symlink.
3
3
3

See man:systend-resolved.service(8) for details about the supported modes of
operation for /etc/resolv.conf.

nameserver 127.0.0.53

options edns@ trust-ad

search .
damian-richardson@dricho4s:~s [
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--- ubuntu.com ping statistics ---

10 packets transmitted, 10 received, 0% packet loss, time 9984ms
tt min/avg/max/mdev = 118.557/171.180/206.876/34.669 ms
jamian-richardson@drich045:-$ host www.odu.edu

ww.odu.edu has address 35.170.140.174
amian-richardson@drich045:-$ cat /etc/hostname

iricheas

lamian-richardson@drich045:-$ cat /etc/resolv.conf

3

This is /run/systend/resolve/stub-resolv.conf managed by man:systemd-resolved(

).

3

A A A A A A A A A A A

Do not edit.

This file might be synlinked as /etc/resolv.conf. If you're looking at
Jetc/resolv.conf and seeing this text, you have followed the symlink.

This is a dynamic resolv.conf file for connecting local clients to the
internal DNS stub resolver of systemd-resolved. This file lists all
configured search domains.

Run "resolvectl status" to see details about the uplink DNS servers
currently in use.

Third party programs should typically not access this file directly, but only
through the symlink at /etc/resolv.conf. To manage man:resolv.conf(5) in a
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danian-richardson@damian-richardson-VirtualBox:~$ ifconfig
enp0s3: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.0.2.15 netmask 255.255.255.0 broadcast 10.0.2.255
inet6 fes0::a00:27ff:fe77:180f prefixlen 64 scopeid 0x20<link>
ether 08:00:27:77:18:0f txqueuelen 1000 (Ethernet)
RX packets 404 bytes 533283 (533.2 KB)
RX errors 0 dropped @ overruns @ frame 0
TX packets 218 bytes 21636 (21.6 KB)
TX errors @ dropped © overruns © carrier 0 collisions

Tlo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 153 bytes 14277 (14.2 KB)
RX errors 0 dropped @ overruns @ frame 0
TX packets 153 bytes 14277 (14.2 KB)
TX errors @ dropped © overruns © carrier 0 collisions

danian-richardson@damian-richardson-VirtualBox:~$ route
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref  Use Iface
default _gateway 0.0.0.0 UG 100 0  enpos3
10.0.2.0 0.0.0.0 255.255.255.0 U 100 @ 0 enp@s3
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damian-richardson@damian-richardson-VirtualBox:~$ netstat -tn
Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address
0 10.0.2.15:59742 91.189.91.82:80

tep

]

Foreign Address

danian-richardson@danian-richardson-VirtualBox:~$ ping -c 10 ubuntu.com
PING ubuntu.com (185.125.190.21) 56(84) bytes of data.

64
64
64
64
64
64
64
64
64
64

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

from
from
from
from
from
from
from
from
from
from

website-content-cache-2.ps5.canonical.com
website-content-cache-2.ps5.canonical.com
website-content-cache-2.ps5.canonical.com
website-content-cache-2.ps5.canonical.com
website-content-cache-2.ps5.canonical.com
website-content-cache-2.ps5.canonical.com
website-content-cache-2.ps5.canonical.com
website-content-cache-2.ps5.canonical.com
website-content-cache-2.ps5.canonical.com
website-content-cache-2.ps5.canonical.com

--- ubuntu.com ping statistics ---
10 packets transmitted, 10 received, 0% packet loss, time 11952ms

rtt min/avg/mex/mdev

101.992/163.407/2608.621/37.961 ms

(185.125.190.21):
(185.125.190.21):
(185.125.190.21):
(185.125.190.21):
(185.125.190.21):
(185.125.190.21):
(185.125.190.21):
(185.125.190.21):
(185.125.190.21):
(185.125.190.21):

damian-richardson@danian-richardson-VirtualBox:~$ host www.odu.edu
www.odu.edu has address 35.170.140.174
damian-richardson@danian-richardson-VirtualBox:~$ cat /etc/hostname
damian-richardson-VirtualBox
e e T e e e e e e A e a=8 @ e @l

State
TIME_WAIT

icmp_seq=1 tt1=51
icmp_seq=2 ttl=51
icmp_seq=3 ttl=51
icmp_seq=4 ttl=51
icmp_seq=5 ttl=51
icmp_seq=6 ttl=51
icmp_seq=7 ttl=51 ns
icnp_seq=8 ttl=51 ns
icmp_seq=9 ttl=51 time=209 ms
icmp_seq=10 ttl=51 time=131 ms

ns
ns
ns
ns
ns
ns
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damian-richardson@damian-richardson-VirtualBox:~$ cat /etc/hostname
damian-richardson-VirtualBox

damian-richardson@danian-richardson-VirtualBox:~$ cat /etc/resolv.conf

This is /run/systend/resolve/stub-resolv.conf managed by man:systemd-resolved(8).
Do not edit.

This file might be synlinked as /etc/resolv.conf. If you're looking at
Jetc/resolv.conf and seeing this text, you have followed the symlink.

This is a dynamic resolv.conf file for connecting local clients to the
internal DNS stub resolver of systemd-resolved. This file lists all
configured search domains.

Run "resolvectl status" to see details about the uplink DNS servers
currently in use.

Third party programs should typically not access this file directly, but only
through the symlink at /etc/resolv.conf. To manage man:resolv.conf(5) in a
different way, replace this synlink by a static file or a different symlink.

See man:systend-resolved.service(8) for details about the supported modes of
operation for /etc/resolv.conf.
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nameserver 127.0.0.53

options edns® trust-ad

search .

damian-richardson@danian-richardson-VirtualBox:~$ sudo nano /etc/hostname
damian-richardson@danian-richardson-Virtualgox:~$ ||
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m ‘damian-richardson@drich045: ~

damian-richardson@drich045:~$ cat /etc/hostname
dricho4s
damian-richardson@driche4s:-$ ||




