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Task A: Sword - Network Scanning (20+ 20 = 40 points)

Power on the listed VMs and complete the following steps from the External Kali (you can 
use either

nmap or zenmap to complete the assignment)

•

External Kali

•

pfSense

•

Ubuntu

•

Windows Server 2008

Make sure you didn’t add/delete any firewall policy before continuing.

1. Use Nmap to profile the basic information about the subnet topology (including open 
ports information, operation systems, etc.) You need to get the service and backend 
software information associated with each opening port in each VM.

2. Run Wireshark in Ubuntu VM while External Kali is scanning the network. Discuss the 
traffic pattern you observed. What do you find? Please write a 200-word essay to discuss 
your findings.







Explanation: Nmap output along with the listed open ports, network topology, and host details after the initial scan 
in Zenmap.



Explanation: Screenshots of Wireshark in Ubuntu after the scan was complete showing some examples of the ARP 
and RST packets that were sent during the scan.

Essay: As we run the network scan, we can see a lot of traffic on the network, with multiple packets 
being sent and received. We can see SYN, ACK, and RST packets being exchanged between External 
Kali and each VM. These packets are part of the three-way handshake process that establishes a TCP 
connection.

We can also see other types of packets, such as ICMP packets, which are used for diagnostic purposes, 
and ARP packets, which are used for mapping IP addresses to MAC addresses. ARP packets can be used 
to build a map of the network topology by discovering the IP addresses and MAC addresses of the 
devices on the network. This information can be used to identify the devices that are alive and active on 
the network and to determine the relationships between the devices. The ICMP packets, in this case, are 
being used to check for open ports on our systems.

We can observe that network scanning generates a significant amount of traffic on the network, which can
be detected by network intrusion detection systems. If we wanted to avoid being detected while doing 
this, we could use techniques like rate limiting our port scanning frequency to better blend into the normal
network traffic.

Task B: Shield – Protect your network with firewall (10 + 10+ 20 + 20 = 60 points)

In order to receive full credits, you need to fill the table (add more rows if needed), implement the

firewall rule(s), show me the screenshot of your firewall table, and verify the results.

1. Configure the pfSense firewall rule to block the ICMP traffic from External Kali to Ubuntu VM.



Rule # Interface Action Source IP Destination IP Protocol

(port # if
applicable)

1 WAN Block 192.168.217.3 192.168.10.10 ICMP

Explanation: Settings on the pfsense web interface for this rule, showing that we are going to be blocking the ICMP
traffic from 192.168.217.3 (External Kali)

2. Clear the previous firewall policies and configure the pfSense firewall to block all ICMP traffic from 
External Kali to the LAN side.

Rule # Interface Action Source IP Destination IP Protocol

(port # if
applicable)

2 WAN Block 192.168.217.3 LAN net ICMP



Explanation: Same as before, pfsense web interface showing that we are now just blocking all ICMP traffic to the 
LAN net entirely from 192.168.217.3.

3. Clear the previous firewall policies and configure the pfSense firewall to block ALL traffic from 
External Kali to the LAN side, except for the FTP protocol towards Windows Server 2008.

Rule # Interface Action Source IP Destination IP Protocol

(port # if
applicable)

1 WAN Pass 192.168.217.3 192.168.10.11 FTP  (TCP /21)

2 WAN Pass 192.168.217.3 192.168.10.11 TCP /20

3 WAN Block 192.168.217.3 LAN net ICMP



Explanation: Shown is 3 WAN rules that pass traffic from 192.168.217.3 to 192.168.10.11 on ports 20 and 21, used 
for FTP, but block all ICMP traffic to the greater LAN net.

4. Keep the firewall policies you created in Task B.3 and repeat Task A.1. What’s the difference?

When a scan is attempted from External Kali, all traffic from External Kali to the LAN side, 
except for the FTP protocol towards Windows Server 2008, will be blocked. The scan will not be 
successful, as the firewall is now blocking all traffic except for FTP traffic to Windows Server 
2008. This can help to protect the network and systems from potential attacks. 



Explanation: Attempting to use the telnet command to connect to port 21 on 192.168.10.11 with external 
kali succeeds, but the Nmap scan fails to discover anything.
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