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Task A: Sword - Network Scanning (20+ 20 = 40 points)

Power on the listed VMs and complete the following steps from the External Kali (you can
use either

nmap or zenmap to complete the assignment)

External Kali

pfSense

Ubuntu

Windows Server 2008
Make sure you didn’t add/delete any firewall policy before continuing.

1. Use Nmap to profile the basic information about the subnet topology (including open
ports information, operation systems, etc.) You need to get the service and backend
software information associated with each opening port in each VM.

2. Run Wireshark in Ubuntu VM while External Kali is scanning the network. Discuss the
traffic pattern you observed. What do you find? Please write a 200-word essay to discuss
your findings.



H ol Attacker Kali - External Workstation on CY301-DPRIT002
Applications ¥ Places ~ < Zenmap~  Tweis:07 A O~

Zenmap
Scan Tools Profile Help
Target: |192.168.10.0/24 v | Profile: |Intense scan

Command: |nmap-T4-A-v192.168.10.0/24

\E| Services Nmap Output | Ports / Hosts | Topology = Host Details | Scans

Ensl - ‘ﬂmap-'M-A-v192.168.10.0f24 Details
A 192168.10.1C
“% 192.168.10.11

| smD-0s-alscovery: .
| 0S: Windows Server 2008 R2 Standard 7600 (Windows Server 2008 R2 Standard 6.1)
| 0S CPE: cpe:/o:microsoft:windows server 2008::-
| Computer name: W2008R2

| NetBIOS computer name: W2008R2\x00
| Workgroup: WORKGROUP\x08

| System time: 2023-03-21T19:05:41-04:00
| smb-security-mode:

| account used: guest

| authentication level: user
| challenge response: supported

| message signing: disabled (dangerous, but default)
| smb2-security-mode:

| 2.02:

| Message signing enabled but not required

| smb2-time:

| date: 2023-83-21 19:05:40

| start_date: 2023-03-21 19:02:07

TRACEROUTE (using port 21/tcp)
HOP RTT ADDRESS

Hop 1 is the same as for 192.168.10.10
2 9.07 ms 192.168.10.11

NSE: Script Post-scanning.
Initiating NSE at 19:06
Completed NSE at 19:06, ©.00s elapsed
Initiating NSE at 19:06
Completed NSE at 19:06, 0.00s5 elapsed
Read data files from: /usr/bin/../share/nmap
05 and Service detection performed. Please report any incorrect results at https://nmap.org/
submit/
Nmap done: 256 IP addresses (3 hosts up) scanned in 161.92 seconds
Raw packets sent: 7312 (319.836KB) | Rcvd: 1134 (50.828KB)

Filter Hosts

Attacker Kali - Bxternal Workstation on CY201-DPRIT002'

Applications ¥ Places ¥ < Zenmap ~ Tue 19:07 3 w ) O~

Zenmap

Scan Tools Profile Help
Target: |192.168.10.0/24 ¥ | Profile: |Intense scan

Command: nmap-T4-A-v192.168.10.0/24

‘ Hostsl Services Nmap Output | Ports /Hosts | Topology Host Details | Scans
Port  Protocol State  Service Version
® 53 tcp open :tcpwrapped

%
192.168.10.1C EONN Lp open http nginx

192.168.10.11 Sl open :http nginx

Filter Hosts




Applications ~ Places ¥ < Zenmap ~

‘Attacker Kali - Exteral Workstation on CY301 RPRITO0Z
Places ¥ < Zenmap < Tue 19:08

Zenmap

Scan Tools Profile Help
Target: |192.168.10.0/24 v | Profile: |Intense scan

Command: |nmap-T4-A-v192.168.10.0/24

‘Hostsl Services Nmap Output = Ports / Hosts | Topology | Host Details | Scans
0S5  Host v Hosts Viewer‘ Fisheye | Controls

A 192.168.10.1C
1 192.168.10.11

ORe21s02
- OEM 168.10.11

Off216827.2

@ i1

Filter Hosts

ol Attacker Kali - External Worl on on CY30T-DPRIT002

Zenmap

Scan Tools Profile Help
Target: |192.168.10.0/24 ¥ | Profile: |Intense scan

Command: |nmap-T4-A-v192.168.10.0/24

‘Hostsl Services Nmap Output = Ports / Hosts | Topology | Host Details | Scans
v ¥ 192.168.10.10
] i 'V Host Status

4 192.168.10.10 Sl Lp %

41 192.168.10.11 Srerpols
Filtered ports: 0
Closed ports: 999
Scanned ports: 1000
Up time: 77

Last boot: Tue Mar 2119:05:21 2023

L

V Addresses
IPv4: 192.168.10.10

IPv6:  Not available
MAC: Not available

'V Operating System
Name: Linux3.11- 4.1

P Ports used
P> OS Classes

P> TCP Sequence
P IPID Sequence
P TCP TS Sequence

B> Comments

Filter Hosts
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+ il Attacker Kali - External Wo n on CY301-DPRIT00Z
Applications ~ Places ¥ < Zenmap ™ B ~ TuelS:14 - . A O~

Zenmap

Scan Tools Profile Help
Target: |192.168.10.0/24 v | Profile: |Intense scan

Command: |nmap-T4-A-v192.168.10.0/24

‘ Hostsl Services Nmap Output = Ports / Hosts | Topology | Host Details | Scans
05 Host = ¥ 192.168.10.11
# 192.168.10.2 ¥ Host Status
B 192.168.10.1C alate: up
Open ports: 6
Filtered ports: 994
Closedports: 0
Scanned ports: 1000
Uptime: 314
Last boot: Tue Mar 2119:01:24 2023
V Addresses
IPv4: 192.168.10.11
IPv6:  Not available
MAC: Notavailable
'V Operating System
Name: Microsoft Windows 7 Professional or Windows 8

P Ports used
P> OS Classes

P> TCP Sequence
P> IPID Sequence
P TCP TS Sequence

P> Comments

Filter Hosts

Explanation: Nmap output along with the listed open ports, network topology, and host details after the initial scan
in Zenmap.

Ubuntu 64-bit on CY301-DPRITO02
ER v) 451PM It

@ @ERE QA >V

[R]Apply a display filt trl-/> -] Expression...  +

No. Time Source Destination Protocol Length Info
984 11.885806700 Microsof_40:57:1e Broadcast ARP 42 who has .1727 Tell 192.168
985 11.885807100@ Microsof_40:57:1e Broadcast ARP 42 Who has .1747 Tell 192.168
986 11.885807500 Microsof 40:57:1e Broadcast ARP 42 Who has .161? Tell 192.168
987 11.885807860 Microsof_40:57:1e Broadcast ARP 42 who has .1717 Tell 192.168
988 11.890005500 Microsof_40:57:1e Broadcast ARP 42 Who has .1797 Tell 192.168.
989 11.952099500 Microsof 40:57:1e Broadcast ARP 42 Who has .1847 Tell 192.168
990 11.952100560 Microsof_40:57:1e Broadcast ARP 42 who has .1887 Tell 192.168
991 11.952101100 Microsof_40:57:1e Broadcast ARP 42 Who has .1897 Tell 192.168
992 11.952101400 Microsof 40:57:1e Broadcast ARP 42 Who has .190? Tell 192.168.
993 11.961009360 Microsof_40:57:1e Broadcast ARP 42 who has .1947 Tell 192.168
994 11.961010600 Microsof_40:57:1e Broadcast ARP 42 Who has .1957 Tell 192.168.
995 11.961011200 Microsof 40:57:1e Broadcast ARP 42 Who has .1967 Tell 192.168;
996 11.969059460 Microsof_40:57:1e Broadcast ARP 42 who has .2017 Tell 192.168
997 11.969060500 Microsof_40:57:1e Broadcast ARP 42 Who has .2027 Tell 192.168
998 11.972439500 Microsof 40:57:1e Broadcast ARP 42 Who has .207? Tell 192.168
999 11.978596860 Microsof_40:57:1e Broadcast ARP 42 who has .213?7 Tell 192.168
1000 12.075668900 Microsof_40:57:1e Broadcast ARP 42 Who has .757 Tell 192.168
1001 12.075669800 Microsof 40:57:1e Broadcast ARP 42 Who has .97? Tell 192.168
1002 12.075670400 Microsof_40:57:1e Broadcast ARP 42 who has .987 Tell 192.168
1003 12.075670900 Microsof_40:57:1e Broadcast ARP 42 Who has .1457 Tell 192.16:
1004 12.075671200 Microsof 40:57:1e Broadcast ARP 42 Who has .177? Tell 192.16:
1005 12.079168500 Microsof_40:57:1e Broadcast ARP 42 who has .1837 Tell 192.16:
1006 12.079169700 Microsof_40:57:1e Broadcast ARP 42 Who has .1867 Tell 192.16:
1007 12.081700300 Microsof 40:57:1e Broadcast ARP 42 Who has .191? Tell 192.16:
1008 12.0817015600 Microsof_40:57:1e Broadcast ARP 42 who has .2037 Tell 192.16:
1009 12.081701900 Microsof_40:57:1e Broadcast ARP 42 Who has .2047 Tell 192.16:

1A1A 19 AR1TA230A  Mirrnenf A0:57:1a Braadeact ADD. A% Wha hae 1622 Tall 107 1a:

YN )Om

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @

Ethernet II, Src: Microsof 48:57:1e (80:15:5d:48:57:1e), Dst: Microsof 40:57:0c (00:15:5d:40:57:0c)
Internet Protocol Version 4, Src: 192.168.10.2, Dst: 192.168.10.10

Transmission Centrol Protocel, Src Port: 53, Dst Port: 41448, Seq: 1, Ack: 1, Len: ©

15 5d 40 57 6c 0@ 15 5d 40 57 1le 08 00 45 @0
34 00 00 40 00 40 06 a5 67 cO aB Ga 02 cO a8
Ga @0 35 al e8 d4 6e 86 30 21 61 16 48 80 11
02 65 e5 00 00 01 61 08 @a bl 9f 75 9c df c4
11

7 wireshark_eth0_20230321164645_f8GZto Packets: 8031 - Displayed: 8031 (100.0%)  Profile: Default




Ubuntu 64-bit on CY301-DPRITO02 _
= 1 B ) asieMm

-] Expression

Protocol Length Info
C 54 5060

[SYN] Seg=0 Win:
[RST, ACK]

46949 — 8021 [SYN] Seq=0
821 — 46949 [RST, ACK]
46949

M

=
=
)
<
U
7
=

5 39 — 9.

58 46949 - 9575

54 9575 — 46949
[SYN] Seg=0 Win:
[RST, ACK] Seq=

58 46949 - 19 [SYN] Seq=0 Win=1024 Len:
1331 26.6 IECER il 192.1 7.3 54 19 —~ 46949 [RST, ACK] Seq=1 Ack=1 W.
1332 20. B . 58 46949 — 5510 [SYN] Seq=0 Win=1824 L
] b
» Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @
» Ethernet II, Src: Microsof_40:57:1e (00:15:5d:40:57:1e), Dst: Microsof_40:57:0c (00:15:5d:40:57:0c)
» Internet Protocol Version 4, Src: 192.168.10.2, Dst: 192.168.10.10
» Transmission Control Protocol, Src Port: 53, Dst Port: 41448, Seq: 1, Ack: 1, Len: @

00 15 5d 40 57 Oc 0@ 15 5d 40 57 1e 08 00 45 @0 J@w. .. l@w...E
34 0O 00 40 OO0 40 86 a5 67 cO a8 Ga 02 cO a8 4..@.@. .g...
Ga @0 35 al e8 d4 6e 86 30 21 61 16 48 86 11 .5 n .0'a.H
02 65 e5 00 080 01 01 08 Pa bl 9f 75 9c df c4 e. . .u
11 >

(O #  wireshark_ethd_20230321164645_f8GZto Packets: 8031 - Displayed: 8031 (100.0%)  Profile: Default

Explanation: Screenshots of Wireshark in Ubuntu after the scan was complete showing some examples of the ARP
and RST packets that were sent during the scan.

Essay: As we run the network scan, we can see a lot of traffic on the network, with multiple packets
being sent and received. We can see SYN, ACK, and RST packets being exchanged between External
Kali and each VM. These packets are part of the three-way handshake process that establishes a TCP
connection.

We can also see other types of packets, such as ICMP packets, which are used for diagnostic purposes,
and ARP packets, which are used for mapping IP addresses to MAC addresses. ARP packets can be used
to build a map of the network topology by discovering the IP addresses and MAC addresses of the
devices on the network. This information can be used to identify the devices that are alive and active on
the network and to determine the relationships between the devices. The ICMP packets, in this case, are
being used to check for open ports on our systems.

We can observe that network scanning generates a significant amount of traffic on the network, which can
be detected by network intrusion detection systems. If we wanted to avoid being detected while doing
this, we could use techniques like rate limiting our port scanning frequency to better blend into the normal
network traffic.

Task B: Shield — Protect your network with firewall (10 + 10+ 20 + 20 = 60 points)
In order to receive full credits, you need to fill the table (add more rows if needed), implement the
firewall rule(s), show me the screenshot of your firewall table, and verify the results.

1. Configure the pfSense firewall rule to block the ICMP traffic from External Kali to Ubuntu VM.



Rule # Interface

1 WAN

pfSense.CYSE.com - Firewall: Rules: Edit - Mozitia Firerox

i pfSense.CYSE.com-... x

€ OR 192.168.10.2,

Action Source IP Destination IP Protocol

(port # if
applicable)

Block 192.168.217.3  192.168.10.10 ICMP

+H il Ubuntu 64-bit on CY201-DPRITO02 -
= 1 B «) s48Pm I

Action

-

Disabled

Interface

-

Address Family

Protocol

(]
-y
P
%
|
=

ICMP Subtypes

Source

Disable this rule
Set this option to disable this rule without removing it from the list
WAN j
Choose the interface from which packets must come to match this rule.
IPv4 j
Select the Internet Protocol version this rule applies to
ICMP

Choose which IP protocol this rule should match

Alternate Host
Datagram conversion error
Echo reply

For ICMP rules on IPv4, one or more of these ICMP subtypes may be specified.

Invert match Single host or alias j 192.168.217.3

Destination

Invert match Single host or alias j 192.168.10.10 / j

Extra Options

@ It looks like you haven't started Firefox in a while. Do you want to clean it up For a fresh, like-new experience? And by the way,

welcome back!

Refresh Firefox... %

Explanation: Settings on the pfsense web interface for this rule, showing that we are going to be blocking the ICMP
traffic from 192.168.217.3 (External Kali)

2. Clear the previous firewall policies and configure the pfSense firewall to block all ICMP traffic from

External Kali to the LAN side.

Rule # Interface

2 WAN

Action Source IP Destination IP Protocol

(port # if
applicable)

Block 192.168.217.3 LAN net ICMP



+ ol Ubuntu 64-bit on CY301-DPRITO02
pfsense.CYSE.com - Firewall: Rules: Edit - MoZIlla FITErox

192.168.10.2

Edit Firewall Rule

Action Block

or UDP) is
returned to the sender, where: h block the lently. In either case, the original pac ed
Disabled Disable this rule

Set this option to disable this rule without remaving it from the list

Interface WAN i

Choose the interface from which packets must come to match this rule

AddressFamily | [py4 i

Select the Internet Protocol version this rule applies to

Protocol
vhich IP pr this rule should match.
ICMP Subtypes
Alternate Host

Datagram conversion efror
Echo reply

For ICMP rules on IPv4, one or more of these ICMP subtypes may be specified.

Source Invert match Single host or alias | 192.168.217.3 / i

Destination Invert match LAN net i / i

It looks like you haven't started Firefox in a while. Do you want to clean it up for a fresh, like-new experience? And by the way, -
welcome back! Refresh Firefox... %

Explanation: Same as before, pfsense web interface showing that we are now just blocking all ICMP traffic to the
LAN net entirely from 192.168.217.3.

3. Clear the previous firewall policies and configure the pfSense firewall to block ALL traffic from
External Kali to the LAN side, except for the FTP protocol towards Windows Server 2008.

Rule # Interface Action Source IP Destination IP Protocol

(port # if
applicable)

1 WAN Pass 192.168.217.3  192.168.10.11 FTP (TCP /21)
2 WAN Pass 192.168.217.3  192.168.10.11 TCP /20
3 WAN Block 192.168.217.3 LAN net ICMP



ol Ubuntu 64-bit on CY301-DPRITO02

pfsense.CYSE.com - Firewall: Rules: WAN - MozZIlla FIrerox = 1 B ) soiPm

192.168.10.2 B ¥ & ©

Firewall / Rules/ WAN =wEe

The changes have been applied successfully. The firewall rules are now reloading in the background
Monitor the filter reload progress

Floating WAN LAN

Rules (Drag to Change Order)

States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

X 0/0B * Reserved * H Lk & Ly Block bogon o 3
Not assigned by networks
IANA

IPv4TCP  192.168.217.3 192.168.10.11 21
(FTP)

IPv4TCP  192.168.217.3 192.168.10.11 20

IPv4 192.168.217.3 LAN net
ICMP
any

pfSense Netgate. View license.

It looks like you haven't started Firefox in a while. Do you want to clean it up for a fresh, like-new experience? And by the way, -
welcome back! Refresh Firefox... %

Explanation: Shown is 3 WAN rules that pass traffic from 192.168.217.3 to 192.168.10.11 on ports 20 and 21, used
for FTP, but block all ICMP traffic to the greater LAN net.

4. Keep the firewall policies you created in Task B.3 and repeat Task A.1. What’s the difference?

When a scan is attempted from External Kali, all traffic from External Kali to the LAN side,
except for the FTP protocol towards Windows Server 2008, will be blocked. The scan will not be
successful, as the firewall is now blocking all traffic except for FTP traffic to Windows Server
2008. This can help to protect the network and systems from potential attacks.



ol ‘Attacker Kali - External Work &
Applications ~ Places ~  [J Terminal ~ y IIl e

root@CS2APenTest: ~
Scan Tools Profile Help File Edit View Search Terminal Help
Target: |192.168.10.0/24
Command: |nmap-T4-A-v192.168.10.0/24
‘ Hosts ‘ Services Nmap Output  Ports / Hosts | Topology | Host Dd

v Hosts Viewer || Fisheye | Controls
05 [Host i CYSE 301 - FTP Server

Anonymous Acce

@iocaihost

Filter Hosts

Explanation: Attempting to use the telnet command to connect to port 21 on 192.168.10.11 with external
kali succeeds, but the Nmap scan fails to discover anything.
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