Danny Choi

CYSE 301: Cybersecurity Techniqgue and Operations

Assignment 3: Sword vs. Shield
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In this assignment, you will act as an attacker to identify the vulnerabilities in the LAN network and a
defender to apply proper countermeasures. You need to provide a screenshot for each task below.

Task A: Sword - Network Scanning (20+ 20 = 40 points) Power on the listed VMs and complete the
following steps from the External Kali (you can use either nmap or zenmap to complete the assignment)

e  External Kali

e pfSense

e Ubuntu

e Windows Server 2022

Make sure you didn’t add/delete any firewall policy before continuing.
1. Use Nmap to profile the basic information about the subnet topology (including open ports
information, operation systems, etc.) You need to get the service and backend software
information associated with each opening port in each VM.

Used Nmap to scan subnet 192.168.10.0/24

192.168.10.0/24
Starting Nmap 7.94SVN ( https://nmap.org ) ©25-10-06 21:46 EDT
Nmap scan report for 192.168.10.2
Host is up (0.0031s latency).
Not shown: 997 filtered tcp ports (no-response)
PORT STATE SERVICE
53/tcp open domain
80/tcp open http
443/tcp open https

Nmap scan report for 192.168.10.18

Host is up (0.010s latency).

Not shown: 968 filtered tcp ports (no-response), 3@ closed tcp ports (reset)
PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

Nmap scan report for 192.168.10.19

Host 1is up (0.0045s latency).

Not shown: 997 filtered tcp ports (no-response)
PORT STATE SERVICE

135/tcp open mSsrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

Nmap done: 256 IP addresses (3 hosts up) scanned in 25.14 seconds
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Ran nmap -Sv -p (and the ports from above) to get the service name and backend software/version
for the 3 IPs.
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. Capturing from ethO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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No. Time Source Destination Protocol Length Info
2042 2482 .6368366.. 192.168.10.2 192.168.10.13 DNS 78 Standard query response Bx7cBe Server failure AAAA p
2043 2487,7126891 .. Microsoft 157:24 Microsoft _40:57:29 ARP 42 who has 192.168.10.27 Tell 192.168.16.13
2044 2487.7198916.. Microsoft_46:57:29 Microsoft _49:57:24 ARP 42 192.168.10.2 is at 60:15:5d:40:57:29
2045 2670.9145906.. fe80::cf81:0444:5b9., ffe2::2 ICHPVE 62 Router Solicitation
2046 3382.6428701.. 192.168.10.13 192.168.10.2 DNS 78 Standard query 8x75f6 A plugins.nessus.org
2047 3382,6428861.. 192.168,10.13 192.168,10.2 DNS 78 Standard query 0x4fcd AAAA plugins.nessus.org
2048 3382.6448570.. 192.168.10.2 192.,168.10.13 DNS 78 Standard query response 0x75f6 Server failure A plugi
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2052 3382.6481852.. 192.168.10.2 192.168.10.13 DNS 78 Standard query response Bx75f6 Server failure A plugi
2053 3382,6481890.. 192.168.16.2 192.168.10.13 DN 78 Standard query response Oxd4fcd Server failure AAAA pl
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2. Run Wireshark in Internal Kali VM while External Kali is scanning the network. Discuss the traffic
pattern you observed. What do you find?_Please write a 200-word essay to discuss your findings.

I ran Nmap, and it returned 3 IP addresses, which makes sense as | had Ubuntu, pfSense, and Windows
Server 2022 VMs running (excluding the Internal and Attacker Kali VMs). | proceeded to have those 3
specific IPs on Nmap again while running Wireshark on Internal Kali. | found that the only IP that
responded was 192.168.10.18 (Ubuntu), and the other 2 did not, suggesting that the other VM IPs did
not respond most likely due to their firewall configurations blocking or filtering incoming probes.

While running Wireshark during the network scan, the patterns that | observed were the ICMP pings
from External Kali (192.168.217.3) to the different VMs to check if the host is alive. Followed by the TCP
handshake to common ports like 21, 22, 80, 443, with ports responding with SYN/ACK packets indicating
that those ports are open, or RST suggesting that they were closed. ARP request was also seen as the
host, attempted to discover the MAC addresses to be able to communicate and send packets on the
LAN. The Nmap scan result highlights the observed patterns, as the target IPs of the VM, showcased the
different ports open as well as other ports. | was able to observe various methods such as ARP request,
ICMP ping requests from source/destination IPs and the sending of different packets like TCP/UDP to
see how Nmap probes the network. These traffic patterns demonstrates the method that Nmap utilizes
to map out the topography discovering live hosts and available services. These scans are crucial as they
demonstrate the need for understanding network structure to prevent or better our security posture as
well as understanding potential vulnerabilities.
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Task B: Shield — Protect your network with a firewall (10 + 10+ 20 + 20 = 60 points)
In order to receive full credits, you need to fill the table (add more rows if needed), implement the
firewall rule(s), show me the screenshot of your firewall table, and verify the results.
1. Configure the pfSense firewall rule to block the ICMP traffic from External Kali to Ubuntu VM.

Rule Direction Interface | Action Source IP Destination IP Pr.otocol.
# (port # if appliable)
2 Inbound WAN Block | 192.168.217.3 | 192.168.10.18 ICMP

Before applying configuration:
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Pinged internal Kali, to test that only Ubuntu was blocked. Forgot to close out internal Kali from
previous section, and didn’t realize that it seems like only 4 VMs are able to run concurrently.
Windows Server 2022 closed and Internal Kali remained opened. Cleared the rule before testing, so
ended up testing Internal Kali.

E3 Artacker Kali - External Workstation on CY301-DCHOIOD3 - Virtual Machine Connection
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2. Clear the previous firewall policies and configure the pfSense firewall to block all ICMP traffic
from External Kali to the LAN side.

inati P I
Rule # | Direction | Interface Action Source IP Destination r.otoco.
IP (port # if appliable)
2 Inbound WAN Block 192.168.217.3 | LAN Subnet ICMP
For Destination IP, the IP is 192.168.10.0/24.
Before applying configuration:
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Tried pinging Windows Server 2022 to no success. Was able to establish a connection to Ubuntu FTP.

~

1 8 192.168.10.19
PING 192.168.10.19 (192.168.10.19) 56(84) bytes of data.

— 192.168.10.19 ping statistics —
8 packets transmitted, @ received, 100% packet loss, time 7146ms

~

192.168.10.18
Connected to 192.168.10.18.
220 (vsFTPd 3.0.5)
Name (192.168.10.18:root):
331 Please specify the password.
Password:

3. Clear the previous firewall policies and configure the pfSense firewall to block ALL traffic from
External Kali to the LAN side, except for the FTP protocol towards Ubuntu.

Rule # | Direction | Interface Action Source IP Destination IP Pr.OtOCOI. Port #
(port # if appliable)
2 Inbound WAN Pass 192.168.217.3 | 192.168.10.18 TCP 21
3 Inbound WAN Block 192.168.217.3 LAN Subnet ANY N/A

Before Configurations: Able to ping Ubuntu and connect to FTP.
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After configurations: Pinged Windows Server and Ubuntu to no success, but was able to connect to FTP.
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4. Keep the firewall policies you created in Task B.3 and repeat Task A.1. What’s the difference?

‘l 3 Attacker Kali - External Workstation on CY201-DCHOI003 - Virtual Machine Connection
File Action Media View Help
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When conducting a repeat of Task A.1, it showed all the hosts as being down, which makes sense due to
our firewall rule number 3. This simply means that no responses were received from the host. | wanted
to ensure that FTP was up and had an isolated test done. The issue revolves around the fact that FTP is a
TCP-based protocol, and typically, for pings, it uses ICMP, and Nmap uses ICMP by default. | narrowed it
down so Nmap, when conducting its scan, would probe the default port protocol, which in this case is
TCP. The main difference between before and after adding the configuration to pfSense was that the
host was up prior to adding the configuration and down afterward. This just demonstrates pfSense
working as intended to.

Extra credit (15 points): Use NESSUS to enumerate the security vulnerabilities of Microsoft Windows
Server 2022 VM in the CCIA network.

Otenable Nessus Essentions

Configure  Audit Trad Launch ~

History 4

Scan Details




Vulnerabilities

Name & Count v

SMB Signing no

B sMBMuly

DCE Serv

Nessus SYN Port scanners

Common

Device Type neral

Vulnerabilities History 4

3can Notes &

Unable t¢ 5 iinerability.

1 updated s 2472125 Performi | jgin set will yield out-of-date

omplete audit. Please run nessus-upda | st vulnerabl

Scan Details

Policy Advanc

Status,

Today at 2

10 minutes

Vulnerabilities

Scan Details

Danny Choi




	CYSE 301: Cybersecurity Technique and Operations

