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What is this presentation about?

Breakdown of the presentation



Let’s break it down
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How did the operations work?

What is Blackcat?

What is Tor?

What is the Onion?



Affidavit Analysis
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Probable Cause?

Particularity 
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Harm and Impact

Critical infrastructure organizations

02

Hospitals and schools 

Financial firms and law practices

Global impacts 



Timeline

01

2021
Blackcat ransomware

emerges.
Affiliates begin
targeting global

victims

02

Early 2022
Florida-based victims
reported systems
encrypted.
FBI confirms Blackcat
tactics

03

2022-2023
Hundreds of victims
worldwide report

stolen data
appearing on

Blackcat leak sites
 

04

Mid 2023
Law enforcement

uses a Confidential
Human Source (CHS)

to gain affiliate
panel access



Timeline

05

Late 2023
FBI seizes 946

public/private key
pairs controlling

Blackcat’s Tor sites.

06

December 2023
FBI Special Agent

Aaron Tijerino files a
sealed affidavit

07

Aftermath
FBI begins outreach
to victims, offering

decryption tools
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