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Introduction 
The problem that my team and I are trying to resolve is the monitoring of toxic fumes in the space of humans more specifically the workspace such as manufacturing with hazardous materials. We all need oxygen to breathe and if we are unaware that we are breathing in toxic fumes in the air, that could be disastrous and detrimental so this is a problem that we plan on fixing with our research and our product. Toxic fumes is a issue that is major because there are 187 pollutants labeled as hazardous which means there are over 187 reasons for us to make a product that can help monitor the air so that if the problem does arise we can stop a problem before it starts and save lives as well.
When it comes to manufacturing in large warehouses it is pivotal that protection of the workers is one of the forefront issues. With so much going on at the same time many wouldn’t think that toxic fumes could potentially be a prominent issue in that environment. With other issues such as a machine malfunctioning or someone just tripping, toxic fumes is something not tangible or visible and could be the worst hazard out of all of them. Even though for the most part our services would more so be for warehouses and things of that nature it would also be good for us to get our product to homeowners and people who live in apartments because they too can be victims of toxic fumes. With inhaling these chemicals every day and not knowing it, the chemicals can slowly breakdown the body or do more instantaneous results such as death.  
With our product there is both a physical and cyber aspect to it because yes, we have to protect people and we need to protect our device if it will be connected to a network so that is definitely a problem being faced if we are working with a big company. There’s a chance that a hacker could compromise the network and our product on the network. A hacker could easily try use a device on the network as a point of entry and now that device which in our case would be the fume monitors would no longer be doing the job, they are supposed to do which means people are at risk. In order for us to get the product started we will need Volatile Organic compound sensors (VOC) which are able to detect volatile chemicals and odorous pollutants which is major for a factory/warehouse environment, we will need Programmable Logic Controllers which we will code and sync to the sensors with the same language, and a remote terminal unit (RTU), all of these will be linked to each other centrally on the network. 
With our product we aim to help alleviate the stresses of monitoring the air quality, while also making sure that our product is resilient in the time of a cyberattack. In doing so in an instance of a cyberattack we don’t have to worry about our product being corrupt and being taken over from inside or outside the network. If the network does go down then our product will be able to bounce back like nothing happened. Cynsored will also monitor and detect any abnormalities on the system which it is connected to. A form of two-factor authentication will be made necessary to ensure only those who need to make adjustments and any other thing to the sensors can be made and to make sure no one else who doesn’t need access doesn’t have it. That is why we are trying to make the best product and most reasonable product while trying to compete in the market and make people and companies want to buy our product and trust in our product. With good reviews we could continue expanding and growing as a brand and company. 

Literature Review
In the section I will explain the problems that we will face such as the Toxic fumes, human health risk of what could happen, the hazards that are there or that can arise, and the potential cyberattacks that we would be facing against our product.  The last two parts of this section will be the innovations behind the product which are; programmable logic controllers (PLCs), VOC sensors, Remote Terminal Unit, cybersecurity in manufacturing, and the cybersecurity measures taken to protect our product. 
Toxic Fume Inhalation 
Inhaling toxic fumes most of the time is accidental and can lead to unexpected deaths due to a certain type of chemicals. This can be due to human error such as someone going into the system and triggering a massive breach which disables certain components needed to monitor certain things or it can be as simple as a machine malfunction. Depending on what the chemical is all you need to do is be exposed to it once and things can happen from brain damage to asthma and vision damage. Many different types of workers could potentially be affected by toxic fumes and they are first responders, factory workers, welders, and even gas station workers. 	According to (Geek Law 2023) Latinos and African Americans who live in California when it comes to non-work related toxic exposure they are effected 40% than Caucasian peers. This means that even you everyday duties like getting to and from work in public transportation you can breathe in toxic fumes.
Fumes found inside of manufacturing are called industrial fumes which are created from the manufacturing process itself or they are created from using various chemicals in the process. Depending on the product being it produced it may have to be diluted using even more chemicals meaning that a simple product like ketchup could be way more damaging than it really is supposed to be. The potential fumes released from that alone could cause chemical burns and choking if they were to be inhaled.  
Human Health Risk/Hazards Faced
Our main focus here is the fumes in the work environment which is a major hazard faced to the workers that are in the environment. It is important to put a major emphasis on workers being exposed to chemicals unknowingly and unwillingly and breathing in these fumes can cause things such as bladder cancer to lung disease. 
Falling from heights is another hazard faced while working in the manufacturing industry. This can happen from over reaching to get something, walking and tripping on an uneven surfaces, and even working on loading docks. 
Electrical is another hazard being faced by workers and even people in their place of living. All it takes is a little spark and that could lead to a fire or if there are toxic fumes in the air that could cause an explosion. From electricity comes things like burns, being electrocuted, muscle spasms, and leading back to the height hazard which is falling. 
Poor maintenance is also crucial whether we are talking about working on the floor or consistently maintaining the network. If things aren’t following their maintenance schedule regularly then it will correlate directly to the health and safety of the workers and everyone else involved. If maintenance is done regularly then there is less chance of breakdowns and injuries happening because you are staying ahead and are up to date on what you are doing. 
Potential Cyberattacks
Since 2015, manufacturing has been the third more targeted industry for cyberattacks which is astounding considering the fact and a lot of things are produced in a factory. Much of what is going on during manufacturing is electronic and is being delivered on a network which means that a cyberattack could be lurking at any given second. The latest BDO manufacturing report said that 92% of manufacturers are concerned about cybersecurity, which means that they are aware of what is going on around them and that a cyber breach could be detrimental to the company. In 2022, the manufacturing industry experienced 72% or the ransomware attacks. 60% of small companies shut down after having a security breach. 
Here is a story about a German steel mill where an attacker was able to use a blast furnace to blow up over a digital attack, which is exactly what could happen to our product if not secure on the network. They were able to get onto the network by using a phishing attack, which is a form of social engineering making something phony look real such as an email, and if the person clicks the link in the email then their laptop or computer can be effected with the malware. Once the steel mill’s network was invaded they were able to get inside of the equipment in the network which allowed those areas to fail. In doing so they were unable to correctly shut down the blast furnace which resulted in the damages being done. Cross breaches like this are common now because everything is on the same network so if an unwarranted entity gets on the network they can potentially jump from equipment piece to equipment piece on that network. Also a good point to make is that the attacker may have even been trying to do that purposely but since they were able to gain access to the network they made an issue that was unintentional to the reason they were there in the first place. 

1. Inhalation of fumes can lead to a plethora of health complications; causing chemical burns in your chest, lung complications, cancers, etc. 
2. Hazards faced by humans in the workplace are falls which could be caused by overreaching, or by potentially falling due to passing out of toxic fumes.. 
3. Cyberattacks are a major threat when it comes to big companies and manufacturing because depending on the strength they could disable machines in the building or taking employee’s personal information. 
Programmable Logic Controller
We plan on using Programmable Logic Controllers which will help execute control instructions that we give on the network. Programmable Logic Controllers help communicate with the other devices on the network, which could be input/output devices, programmed devices, other PLC, and in our case would be our toxic fume sensors. Programmable Logic Controllers will also help with housekeeping which is something we could benefit since our product would be on the network with multiple PLCs, and diagnostics taken from the PLCs would be very important and helpful. We would connect our input device which is the toxic fumes sensors to the Programmable Logic Controllers with the same language. In doing that we would give them instructions to alert the network when there is an abnormality in the air quality. That’s one thing that an attacker would have to worry about to even try to get on the network. 
With programmable logic controllers being at the front of the pack when it comes to automated manufacturing it would be perfect for us to use that in the production of our own product. According to (Missouri S&T) PLCs cut reduction cost on production and help with bettering the quality of the product as well. Overall, there are just so many pros when it comes to PLCs and Cynsored would flourish with the help of them because they are; easily programmable, easily maintained and repaired, can operate in a factory setting, can communicate on the network, and they are cost-competitive which is exactly what we need being a start-up company.
Volatile Organic Compounds Sensors (VOC)
[bookmark: _GoBack]VOC sensors are programmed to send an alert to the monitoring system when there is a change in certain gases. Working in manufacturing as soon as there is a change in the air quality the VOC would alert us with the situation at hand. We could set up each VOC to a specific toxic fume if we wanted to do that which is a pro because there are so many different chemicals that can be captured when exposed to the sensor. These type of sensors were a good choice because of how efficient they are, and this sensor could literally be the difference between life or death depending on the situation.  
Remote Terminal Unit (RTU)
A RTU is a microprocessor-based device that is used in an industrial based system. RTUs would connect all of our hardware together using supervisory control and data acquisition (SCADA). On the network RTU would monitor digital and analog data so we know what’s happening physically and on the actual network. 
Cybersecurity Mitigation in Manufacturing
With the convergence of manufacturing and information technology, something that was once isolated is now combined with the world of endless possibilities. “Manufacturing operations are subject to the same or even more significant cyber threats compared to IT only systems” (Rahman, Shafae 2023) , Now there are many threats that can arise while being in the manufacturing setting. With Cynsored this changes because we have in place multiple layers on our network to help mitigate risk with our product. Of course, we’re going to have our standard level or defense which would be the firewall. We would then add public-private key encryption to when there is a message or command sent on the network then if it is intercepted nothing can be read because they won’t have the correct key pair to do anything. To even adjust the settings on the network or to the sensors we would have two factor authentication and there will be a role-based system put into place to keep everyone that on the network exactly where they need to be unless they have permission from an administrator. With the two-factor authentication if you don’t have both things necessary to get into the network there is no chance a threat actor could get onto the network.  This helps with the possibility of an inside threat not happening because if you don’t have permission to try to access something you’re not supposed to be on that could lead to that employee being laid off. Since the activity on the network would be logged any event that has happened on the network will be documented for future reference. Since our network is set up in a central control center, whenever there is a patch needed the whole network could get it at one time. Also if our system were to go down our sensors would be okay because they are set up to be resilient in the instance of an attack and they are a robust part of the system. The CIA Triad is something we have to keep in mind too so that people’s information is available to them when (Availability), only that person is able to get to their information (Intergrity), and that that person’s information is confidential to them on the network (Confidentiality). With all of these factors in place it is going to be a hassle to go and do something you don’t need to be doing on the network. 

Relations to Other Courses 
Just like any other class I’ve taken in college had a problem and we had to try to find a solution and that is exactly what we are doing now. It’s a matter of psychology because we have four different minds and viewpoints of what will be said during this project. Also we have tried to make a product that catches the eye of someone that thinks that toxic fumes is a possible solution to a problem that they are having. Math is another object that comes into account because we need funds and we have a budget we have to work with. Analyzing and reviewing the numbers are definitely going to be important throughout the whole process. Even knowing the amount of units sold, and if we would need to do a special promotion to sell more or if we are already making a nice amount of sales. Then we have to use equations such as the linear equation and slopes to try to guess the peaks of the sales if there is a decline or if there is an incline, we have to keep tabs on all of that. When is comes to the promoting the brand it ties into ethics and sociology because we live in a day in age where algorithms is everything so if enough people see’s out product then the more people who will buy the product. 
Effectiveness 
I believe we will know our product is effective once we start getting buzz about Cynsored and the sales start to steadily increase. That in itself will let us know that word is spreading that our product is actually legit and our product is doing exactly what it is supposed to be doing whether that is monitoring the air quality with live feedback or being resilient during a Cyberattack. Another way to tell if our product is effective is by how our product helps mitigate how impactful the pollutants are and how instantaneous the sensors work during the manufacturing process. We know that during manufacturing there could be different chemical compounds mixed with heat and pressure so for our sensors to keep up with all of that throughout the day, week, month, and year would be a true testament to how effective an innovative our product is. Since we are using a central connection between all the components the fluidity with how well they work together which includes the sensors, the programmable logic controller, and remote terminal unit, in a time of a need we can see how robust they can be on the network. Since cybersecurity is a forever growing entity it is important that our product is able to be patched and updated as necessary so that we are able to keep up with the evolution of technology with cyberattacks/cyberwarfare. If and since we would be able to keep up with the tech, we would be able to stay competitive, reliable, and relevant, all being forms of effectiveness because it something isn’t effective then it won’t stay around and would have a short shelf life. Before the sensors are even in place it is important for the company/employer to stay up to date with the Environmental Protection Agency (EPA) guidelines to ensure that there are least number of hazards as possible and that if things are kept in order and everything else will fall in place. 

Necessities to Reality
To bring our product Cynsored to fruition we will need a few things to happen that will help us get this show on the road. First, we would need to have all of our research together for our innovative product which will cost money itself, we have to find all the components which are the Volatile Organic Compound Sensor, the Programmable Logic Controller, and the Remote Terminal Unit, which we would have to price check to see how much it would cost per unit to produce. Also, with all of these components making sure they are all compatible is crucial because we need all of our parts to be functioning correctly. We would then need to make our proposal about the issue or issues we intend to fix and address to start sending to our potential sponsors. Next, we would have a demo created so that they can see how it works along with a concise pitch that does its job creatively and gets to the point without being too long or being boring. We want our sponsors to have that love in first sight look because the pitch was so eye catching and innovative it’s almost a guaranteed yes to supporting our vision. Since the pitch is something that is quick and meant to be straight to the point, if it does its job then we would have sponsors more so invested in what we have in store and we could possibly be one of the next big things when it comes to safety in manufacturing and resiliency on a network with multiple components. As I mentioned earlier even the research cost money so that means we would need someone to even believe in us before we even get started so that is a major necessity in itself, without the money to help fund the research we wouldn’t be to come up with the product we know we are capable of creating. A good, genuine team dedicated to coming up with the product will also be a necessity because when a team is hungry together then the sky is the limit. Making sure we just focus on the task at hand is also pivotal, we want this to get done effectively while trying to eliminate distractions that could linger and prolong the process of advancing our plans. 
Next Steps
The next steps after we get the things necessary that’s needed for our product would just be bringing the vision to life. Since we would now have the funds and team in order, we could now start production of Cynsored. In a hypothetical scenario we can see how effective our product can potentially be from the protection of workers with monitoring the air quality to being on the network full of possible cyberattacks and not being compromised which a lot of other products can’t say. Since the investors back us and believe in us we have full support to make our product better and better when the time comes. Affordability is also a big next step when we launch our product, the more affordable the more clientele we can have, and our product will be affordable with amazing quality so that we can stay competitive in this monopoly like market we have in the United States. Something else to consider is if this could be for commercial as well as residential use could expand our company even more. 

Lessons Learned
	A lesson I learned during this project is that there was a lot of research and a lot of time involved trying to make a product that is innovative, yet able to hit all the marks on the checklist. It helped me look at group projects differently because we all had to do research on the same topic and when you see your group members being great it elevates everyone in the group. This project helped me dig deep with my thought process and how making something come to life can really happen even though this was a hypothetical project. I definitely appreciate how this project brought me out of my comfort zone and with this being my last class I have to take at ODU, it made me enjoy this class that much more. At first when I saw the 15-page, page count I got freaked out and was panicking but luckily, I got blessed with the amazing group I had and wouldn’t change it for anything. My group was very helpful and definitely gave me a peace of mind by being so responsive and optimistic. I’m pretty sure we all have full-time jobs and was able to get this thing done. One thing I definitely would change though would be me starting to think about ideas during the second week of class so I could’ve started earlier even though I didn’t wait last minute either way I would’ve been that much more comfortable with this project. 
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