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Modernized SCADA systems are used in a plethora of industries today. They are
used in our local energy companies, water plants, subway stations and more. SCADA
systems are a system of systems utilized as an administration tool for critical
infrastructure administration systems. Just like any other web connected device SCADA
systems are vulnerable to cyber-attacks as well. | will explain some of the following

vulnerabilities that these systems may have.

It is increasingly becoming more common for loT devices to be utilized within
SCADA systems and the issue with that is loT devices a very vulnerable to intrusion. loT
devices are generally small items with a small footprint of printed circuit boards which
do not have the capacity for high levels of encryption and other security features that
other Information technology systems have. This leads to having a weak point in a
systems infrastructure. These devices are usually connected to more secure systems,
so it creates an easy and logical way threat vector for a novice threat actor to invade
one’s network. Another issue is the complexity of these systems in large data centers. It
can be easy to forget to misplace one of these small devices on an inventory list. “48%
of security leaders pointed to the complexity of their IoT ecosystem as the biggest

challenge “(Ozarowska, |. 2024, April 6)

As time progressed so did the SCADA systems landscape. When these systems
were introduced to industry most of these systems were stand-alone air gapped
systems. This stature provided a good level of security since these systems weren't all
interconnected. The blast radius of an attack could be contained just to a small subset

of systems. Today’s SCADA systems are now available through the open internet which
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increases the risk of an intrusion immensely. When systems are internet facing the

TCP/IP communication protocols are vulnerable to the plethora of network attacks etc.

In conclusion SCADA systems are just as vulnerable as most other
Information Technology systems in today’s Cyberspace. It is another layer of technology
that the world's researchers and cyber analysts should be mindful of since a lot of our

infrastructure utilizes these systems today.
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