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Derek D. Hillman
UIN:00861068
Task A

Step 1A) Created 6 users per the lab’s instructions.

derek@kali: ~
File Actions Edit View Help
drwxr-xr-x 3 root root 4096 Sep 21 16:52

userl
user2
user3

users

-m user5

sudo user6
[sudo] password for derek:

~

/home/
drwxr-xr-x 9 root root 4096 Oct 5 15:

— |~

/home/
total 28
drwx 17 derek derek
drwx 5 userl userl
drwx 5 user2 user2
drwx- 5 user3 user3
drwx 5 user4 users
drwx 5 user5 user5
drwx 5 user6 user6
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Step 1- 6) Created passwords for all 6 users per the lab’s instructions.

derek@kali: ~
File Actions Edit View Help

userl
user2
user3
users
user>s
user6

New password:
Retype new password:
passwd: password updated successfully
New password:
~ Retype new password:
passwd: password updated successfully

New password:

Retype new password:

passwd: password updated successfully
New password:

Retype new password:

passwd: password updated successfully
New password:

Retype new password:

passwd: password updated successfully
New password:

Retype new password:

passwd: password updated successfully

~

Step 2) Exported the users’ hashes into a file named dhill036.hash and used the John the
Ripper tool to crack the passwords. | first executed a “sudo apt update” then a “sudo
install -y john wordlist” to update the repo. After that | exported the file and listed its
contents to verify it was exported successfully.
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~

update
E install -y john wordlists
Get:1 http://kali.mirror.rafal.ca/kali kali-rolling InRelease [34.0

kB]

Get:2 http://kali.mirror.rafal.ca/kali kali-rolling/main amd64 Pack
ages [21.1 MB]
Get:3 http://kali.mirror.rafal.ca/kali kali-rolling/main amd64 Cont
ents (deb) [50.8 MB]
Get:4 http://kali.mirror.rafal.ca/kali kali-rolling/contrib amd64 P
ackages [118 kB]
Get:5 http://kali.mirror.rafal.ca/kali kali-rolling/contrib amd64 C
ontents (deb) [326 kB]
Get:6 http://kali.mirror.rafal.ca/kali kali-rolling/non-free amd64
Packages [193 kB]

derek@kali: ~
File Actions Edit View Help

—$ sudo update
install john the ripper
Hit:1 http://http.kali.org/kali kali-rolling InRelease
1231 packages can be upgraded. Run 'apt list --upgradable' to see t
hem.
Unable to locate package the

~

,7/etc/passwd /etc/shadow > dhill036.hash

Created directory: /root/.john

~

E ""“(user[1-6]):" dhille36.hash
$y$j9T$tzAtoMKnuzg3xrWi1W681lY. $URI4SBNE10G1umCn50bzTUqyqbss608
LtZjF3gl4J17:1001:1001:: /home/userl:/bin/sh
$y$j9T$058g1HSY69yngk3N730H.$/8YNVSrR1WIL84BredUYWZD.qilTGVZ
XkSEFg0PzzK7:1002:1002 :: /home/user2:/bin/sh
$y$39T$s.LvivVcAON6mMCOHLXXLH6 . $xvX7UBXCc8DRCmM3wi.X/L2j2Ft1X3KBc
$s0G.CC08I13:1003:1003 :: /home/user3:/bin/sh
$y$3j9T$Fh1vt1xyDvXbQ7TtNhI5y.$0cu0B2Wd99bb1HR7shymlAx3RuVjinGQ
k.aRDAH5u@t8:1004:1004 :: /home/user4:/bin/sh
$y$79T$MB3khES9/RL7NXxqzXxWuRTfO$W12pGzAR4LsukI1k7FT4GViRMvNa7Mo
PTtiarFz4150:1005:1005 :: /home/user5:/bin/sh
$y$39T$22zVzSqxUK6I/s65nVyAos/$hXsWqC.Gt1jsHx3YauZNR6Po9p2 FEIN
bOwdYX67UvP1:1006:1006 :: /home/user6:/bin/sh

Step 3) | executed the tool for ten minutes and listed the passwords cracked. My results
came back as 0.
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600 john vordlist X re/wol
es dhille36.hash 1 john_run.log

Using default input encoding: UTF-8
Loaded 1 password hash (HMAC-SHA256 [password is key, SHA256 256/25
6 AVX2 8x])
"Will run 2 OpenMP threads
Press Ctrl-C to abort, or send SIGUSR1 to john process for status
0g 0:00:02:41 DONE (2025-10-05 16:18) 0g/s 1449Kp/s 1449Kc/s 1449KC
/s Akuadalahing .. Aaaaaaaaaaaaing
Session completed.

/ dhille36.hash

[sudo] password for derek:

Sorry, try again.

[sudo] password for derek:

0 password hashes cracked, 1 left

-~

Extra Credit
| created a file with the hashes given in the lab and named it hashes.md5.

I then executed the following command against the file and below are the results.

|5 hashes.md5 john_shown. txt

?:password
?:root

2 password hashes cracked, 0 left




