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Task C

Step 1.) | decrypted the lab 5 file and performed an analysis of the traffic. Since it had
WEP security | did not need to use a dictionary attack. There were 142415 packets in
the capture. After following the UDP stream | see there were DNS queries to
itunes.apple.com coming from the mobile device. From analyzing the http stream, |
found the device to be a Macintosh Intel Mac OS X 10_11_1. | gathered this information
from the user agent string by using the filter tcp.stream eq 11. The gateway router was a
Cisco Linksys router with the mac of da:cf:30
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~/VMshare/Lab Resources (2023 Spring)/Lab Resources/Module
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aircrack-ng on the lab5wpanfile to examine the traffic to find the Wi-

Fi networks captured. | utilized a dictionary attack by using the rockyou.txt | copied from
the kali Linux system. | was able to obtain the password to then decrypt the files. After
analyzing the udp stream | see that a device is the ip address of www.apple.com. The
packet capture of this shows a MacBook using Mozilla/5.0 accessing an image at
www.odu.edu. | am assuming it's a student because of the login portion of the Odu site

string.

~/../VMshare/Lab Resources (2023 Spring)/Lab Resources/

5
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Aircrack-ng 1.7

[@0:00:02] Tested 231 keys (got

Task D

Step 1.) | obtained my hash value from the command given in the assignments
5

dhille36
7ed597a2375aae7ab0d564d1e560b6bf

Step 2.) | executed the aircrack-mg command on the file that pertained to the last value
of my MIDAS hash.

~/../VMshare/Lab Resources (2022 Spring)/Lab Resources/Module
5

- WPA2-P5-01.cap
Reading packets, please wait ...
Opening WPA2-P5-@1.cap

Read 7675 packets.

# BSSID ESSID Encryption

1 0©00:16:B6:DA:CF:2F CyberPHY WPA (1 handshake)

Choosing first network as target.

Reading packets, please wait ...
Opening WPA2-P5-01l1.cap

Read 7675 packets.

1 potential targets

Please specify a dictionary (option -w).
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Step 3.) | obtained the password “messenger” and then executed the dictionary attack.

WPA2-P5-01.cap rockyou. txt
eading packets, please wait ...
pening WPA2-P5-01.cap
ead 7675 packets.
#f BSSID ESSID Encryption
1 ©00:16:B6:DA:CF:2F CyberPHY WPA (1 handshake)

hoosing first network as target.

eading packets, please wait ...

pening WPA2-P5-01.cap
ead 7675 packets.

potential targets

Aircrack-ng 1.7
[00:00:01] 1753/10303727 keys tested (1604.27 k/s)

Time left: 1 hour, 47 minutes, 1 s d

Step 4.) once | obtained the password, | decrypted it with airdecap-ng Step

messenger WPA2-P5-01.ca CyberPHY
Total number of stations seen 7
Total number of packets read 7675
Total number of WEP data packets 4]
Total number of WPA data packets
Number of plaintext data packets (5]

Number ot decrypted WEP packets
Number of corrupted WEP packets
Number of decrypted WPA packets
Number of bad TKIP (WPA) packets
Number of bad CCMP (WPA) packets

Step 5.) | opened the files in wireshark and analyzed the files as requested. After
looking through the files | see that there are arp broadcast coming from a Cisco Linksys
router to a Huawei Techno device. Huawei is a Chinese smart phone manufacturer.
When filtering for http packets | see that the device was trying to gain access to



www.taobao.com.
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.308772
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Doeoeo

Source
60.205.109.26

0.0.0.0
0.0.0.0
188.177.98.188

HuaweiTechno_b8:3d:..
HuaweiTechno_b8:3d:..
CiscolLinksys_da:cf:

192.168.1.127
192.168.1.1
192.168.1.127
216.58.193.195

Destination
192.168.1.127
ffe2::16
255.255.255.255
255.255.255.255
192.168.1.127
Broadcast
Broadcast

192.168.1.1
192.168.1.127
192.168.1.1
192.168.1.127

HuaweiTechno_b8:3d:..

Protocol
TCP

DHCP
DHCP
TLSv1.2
ARP

ARP

ARP

DNS

DNS

DNS

TCP

Length Info

66 8900 - 40280 [FIN, ACK] Seq=1
130 Multicast Listener Report Mes
356 DHCP Discover - Transaction I
368 DHCP Request - Transaction I
97 Application Data z
42 Who has 208.54.65.1007 Tell 1%
42 who has 192.168.1.17 Tell 192
42 192.168.1.1 is at 90:16:b6:d

1685 Standard query response @x039
74 Standard query ©x62b3 A www.
66 80 — 41492 [SYN, ACK] Seq=@




