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TASK A

Explain what steganography is and how it differs from cryptography?

Steganography is concealing information behind something, such as an image file, so that it’s not visible.
It’s different from cryptography because it doesn’t conceal the contents of a message but instead hides the
information within another medium so that its presence is unknown.



TASK B: LAB PREPARATION

o Access Windows7 VM in CCIA to open steghide command prompt (available in windows 7
Desktop)

You need to use steghide, not s-tool to complete this assignment.

You may refer to the lecture for Module-6 to learn about using steghide tool. Please submit the
screenshot as a proof for all the steps/commands

1. Create a text file containing the answers to the following questions:

e What are your name and current date and timestamp?
e  What is your expected grade in this course?

Windows 7 on CY301-DGILZ00

File Edit Format View Help

Diane Gilzow
11/26/2025
10:17 PM

My expected grade in the course is an A.

2. Complete the following tasks using steghide command:
a. Use steghide to hide this text file in the cover image, “Monarch.bmp.”, which you can find in
Windows7 under VMShare folder --> Lab-Resources --> Module 6.
b. Use your Midas ID (all lowercase) as “YourName.bmp” for example “svatsa.bmp” as the
name of the STEGO file.
c. Use your own UIN (for example, 01000123) as the password.
d. List the contents of the current directory/folder to verify if the stego file is created or not.




Windows 7 on CY301-D...

@\/" » Computer » Local Disk (C:) » Tools » steghide » v | 49 || Search steg.. P

Organize v Include in library » Share with « New folder == 1l ©

>
¢ Name Date modified ype

¢ Favorites

B Desktop %] cygiconv-2.dll 10/15/200312:44 ...  Application extens

E¥ Command Prompt - cmd

IC:\Tools\steghide>steghide.exe embed —ef text.txt —cf Monarch.bmp —sf
Enter passphrase:

Re—-Enter passphrase:

embedding "text.txt' in "“Monarch.bmp'... done

writing stego file "dgilz.bmp"... done

IC:\Tools\steghide>_

22 items

it SActivate Windows
G0 to Settings to activate

Windows.

G

A vk
Creating dgilz.bmp



Organize v Include in library = Share with « New folder T 1 ®
¢ Favorites oo Type
B Desktop % cygiconv-2.dlI 1 ! pplication exte

EX Command Prompt - cmd

10/15/2003

H1/27/2025

10/15/2003 33 AM
21 Filed(s>
3 Dird(sd

IC:\Tools\steghide>

608
18.318
212
980,992
37.888
134,656
185,344
134,656
967,522
61.440
206,154
2,879
6,841

61,587
63,678
286,154
6,506
595.968
79

814

bugs .txt
copying.txt
credits.txt
cygiconv-2.d1l1l
cygintl-2.d11
cygjpeg-62.dll
cygmcrypt—-4.dll
cygmhash-2.d11
cygwinl.dll
cygz.dll
dgilz.bmp
history.txt
LEAME. txt
locale
manual.pdf
manual_es.pdf
Monarch.bmp
README. txt
steghide .exe
text.txt
todo.txt

3,697,238 hytes
33.099.350.016 bytes free

22 tems

;ﬁ%

dgilz.bmp within the steghide folder

Activate Windo

G0 ta Settings to activ
Windows.

Extract the secret message by executing steghide command and save in a file named

“extracted YourName.txt”.



Tl Windows 7on CY301.0.. = & X

vi' » Computer » Local Disk (C:) » Tools » steghide » - *7’ Search steg... O

Organize ~ Include in library « Share with v New folder =W, 1 @

P
-

Name

U Favorites

Bl Desktop %] cygintl-2.dIl 8/11/2003 12:15 AM

B¥ Command Prompt - cmd

-V, verhose display detailed information

extracting options:
-sf, —stegofile select stego file
-sf <{filename> extract data from <filename>
P passphrase specify passphrase
p <{passphrase> use {passphrase> to extract data
-xf, ——extractfile select file name for extracted data
-xf <filename> write the extracted data to <{filename>
—f, —force overurite existing files
-, ——quiet suppress information messages
-v, ——verbose display detailed information

options for the info command:
-p, ——passphrase specify passphrase
-p {passphrase> use {passphrase> to get info about embedded data

To embed emb.txt in cvur.jpg: steghide embed —cf cur.jpy —ef embh.txt
To extract embedded data from stg.jpg: steghide extract —-sf stg.Jjpy

IC:\Tools\steghide>steghide extract —-sf dgilz.bmp —xf extracted_dgilz.txt
[Enter passphrase:
wrote extracted data to “extracted_dgilz.txt".

C:\Tools\steghide)

23 tems

(o to Settings

Windo

£ |

Used the command steghide extract —sf dgilz.bmp -xf extracted dgilz.txt to extract the
message and saved it to extracted_dgilz.txt.

Execute the command to list the contents of the current directory in CMD to verify whether the
extracted textfile with secret message has been extracted or not.

You should see textfile there because it was hidden in the image file and appeared after extracting
the image file in the previous step.



S ,vl » Computer » Local Disk (C:) » Tools » steghide » = Search steg
(;y\p/ P 9 4 g 20

Organize v /| Open ~ Print New folder =~ [ @&

-

Favorites

B¥ Command Prompt - cmd

18/15/2083 & g copying.txt
18,/15,2003 credits.txt
10/15/2003 cygiconv—-2.d1l1l
B8,10,208G3 2 cygintl-2.d11
98./11/2003 % cygjpeg-62.d11
10/15/2003 c g cygmcrypt—-4.dll
10/15/2803 g 34,6°F cygmhash-2.d11
99/01,/2003 »,522 cygwini.dll
98 ./09 /20083 cygz.dll
dgilz.bmp
extracted_dgilz.txt
history.txt
6,841 LEAME.txt
locale
61,587 manual.pdf
63,678 manual_es.pdf
286,154 Monarch.bmp
| 6.586 README.txt
10/15/72 595,968 steghide.exe
11/27/20 79 text.txt
10,/15/2003 M 814 todo.txt
22 File<(s) 3,697,317 bytes
3 Dirds> 33.,099.329.536 bhytes free

C:\Tools\steghide>

M Network & manual 1 5/2003 10:34 rome
- < m
extracted_dgilz Date modified: 11/27/2025 3:08 AM Date created: 11/27/2025 3:08 AM
Text Document Size: 79 bytes
U — P ER T T INT A

Used dir command to list the contents of the steghide folder, with extracted dgilz.txt appearing.

Execute the command to display the contents of the extracted file you revealed.



@\/v‘ » Computer » Local Disk (C:) » Tools » steghide » v | 49 || Search steg... P

Organig &% Command Prompt [=]
11:45 134,656 cygmhash-2.d11
Fay 96:16 967,522 cygwinl.dll
a7:28 61,440 cygz.dll
> 11,27,2825 82:57 206,154 dgilz.bmp
" 11/27/2025 ©3:08 79 extracted_dgilz.txt
’ 10,/15/2883 A9:33 2,079 history.txt
R18/15,2803 ©9:33 6,841 LEAME.txt
08.,23,2017 10:44 locale
B89:34 61,507 manual.pdf
89:34 63,678 manual_es.pdf
s Lib P 202° 82:30 206,154 Monarch.bmp
30 £ A3 ©9:33 6.506 README.txt
11:44 595,968 steghide.exe
o N B2:19 79 text.txt
99:33 814 todo.txt
b= P 22 File<(s> 3,697,317 bhytes
8 N 3 Dirds)> 33,099.337,.728 hytes free

C:\Tools\steghide>type extracted_dgilz.txt
Diane Gilzow

11/26/2025

18:17 PM

My expected grade in the course is an A.
. Co| PR g

C:\Tools\steghide)>
- LLWWWV—W

&# vmshare (\\169.2 history
LEAME
QH Network & manual
- < m
extracted_dgilz Date modified: 11/27/2025 3:08 AM Date created
Text Document Size: 79 bytes

(o

Windows.

g -

Used the type command to show the contents of extracted dgilz.txt, which shows the message I
created earlier.






