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Lab 3: Passive Reconnaissance 
 
Question 1: Login to Shodan (https://www.shodan.io/) using your Gmail account or any other 
account you have created with the portal. Search Web Camera or Web Cam in the search bar, 
and you will be shown a report where a number of accessible web cameras are listed. 
 

●​ Task 1: Find a device where there is at least one open port and the domain name (URL) 
is displayed. If you find multiple such devices, just choose one arbitrarily. Take a 
screenshot highlighting the domain name and the open ports. Attach the screenshot in 
your submission. 

 
●​ Task 2: Using WHOIS (https://who.is/) or Netcraft (https://sitereport.netcraft.com/), 

find the IP address of the domain name you found in Task 1. Take a screenshot 
highlighting the IP address and attach it in your submission. Go through the complete 
report you retrieved from WHOIS or Netcraft. Do some research online about the 
vulnerabilities or weakness the device has. Briefly describe all the security weakness or 
vulnerabilities you found. 



 
There were multiple vulnerabilities found in the website, most of which were related to Jellyfin. 
One vulnerability I found involved argument injection in FFmpeg, which could allow attackers to 
write files and potentially execute remote code. Other vulnerabilities I found included cross-site 
scripting and directory traversal, and if combined together, they could result in file write and 
remote code execution. Additional vulnerabilities included TLS session resumption 
authentication bypass, memory corruption, HTTP/2 denial-of-service, uncontrolled resource 
consumption, and cross-protocol TLS attacks. 
 
 
Question 2: Login to Shodan again, but this time search for port:502. Select a device that 
meets the following criteria: 

1. There is at least some information in the device identification field. 
2. There is at least one CVE listed in the Vulnerabilities section. 

 
●​ Task 1: Capture some screenshots showing the device id, open ports, and the CVE lists. 

Attach the screenshots in your submission. 



 

 



 



 
 
 

●​ Task 2: Do some research about the device you chose and describe the device type and 
found vulnerabilities in a paragraph. Try to keep the paragraph limited into 5-10 
sentences. 

○​ The device that I found is a Windows server running Microsoft IIS, which is widely 
used to host websites and web applications. This server uses the HTTP.sys 
component to manage HTTP requests. One vulnerability that I found in this 
system is MS15-034, or CVE-2015-1635 flaw, that enables remote attackers to 
execute arbitrary code by sending specially crafted HTTP requests. Another 
vulnerability that I found was CVE-2014-4078, which affected the IP Security 



feature in IIS 8.0 and 8.5. In this flaw, wildcard rules for domain restrictions were 
improperly processed that allowed attackers to bypass access controls.  

 
●​ Task 3: Select a CVE from the CVE list shown in the Vulnerabilities section and search 

for that CVE in https://cve.mitre.org/. Identify the attack/vulnerability described in the 
CVE. Go to https://attack.mitre.org/matrices/enterprise/network/ and find the attack from 
the matrix. If the attack is not listed there, try to search in other attack matrices given in 
the MITRE ATT&CK website. Once you find the attack listed as a technique, try to find 
out one relevant detection and one mitigation methods. Take screenshots showing the 
detection id and the mitigation id. Attach your screenshots in your submission and briefly 
summarize the selected detection and mitigation methods. 
 
The CVE I have selected is CVE-2014-4078. The description of the CVE states that the 
IP Security feature in Microsoft ISS improperly handles wildcard allow and deny rules for 
domains in the “IP Address and Domain Restrictions” list, which allows remote attackers 
to bypass intended access controls through crafted HTTP requests. The technique that I 
found that aligns with this CVE is T1190: Exploit Public-Facing Application. This 
technique describes adversaries exploiting weaknesses in an Internet-accessible service 
to gain access to a system. A relevant detection method for this attack is DET0080 that 
identifies abnormal request patterns to public endpoints, unusual error responses, server 
processes spawning shells or loading non-standard modules, and optional outbound 
connections from the host. A relevant mitigation method for this attack is Application 
Isolation and Sandboxing (M1048), which limits the access that an exploited process has 
to other system resources and reduces the impact of the attack. 

 
 



 


