Diane Gilzow

February 23, 2026

CYSE 450: Ethical Hacking and Penetration Testing
Dr. Md Morshed Alam

Lab 4: Active Reconnaissance and Vulnerability Scanning

Question 1: Active Scanning
e T1: Using both host and dig commands, demonstrate whether the host sdf.org is live or

not. Attach screenshots showing the results.
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<<>> DiG 9.20.2-1-Debian <<>> sdf.org
global options: +cmd

Got answer:

—»HEADER<— opcode: QUERY, status: NOERROR, id: 46852

flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIOMNAL: 1

:» OPT PSEUDOSECTIOM:

; EDNS: version: @, flags:; udp: 512
;3 QUESTION SECTIOM:

jsdf.org. IN

s+ ANSWER SECTION:

sdf.org. 4319! 166.94.16
Query time: 28
SERVER: 18.8. i 16 )} (UDP)
WHEM: Fri Fe 1437 2026
M5G SIZE rcwvd:

e T2: Perform DNS enumeration using dnsenum command for the host sdf.org. Check

whether the zone transfer is possible. Provide necessary screenshots.


http://sdf.org
http://sdf.org

sdf.org

dnsenum VERSION:1.3.1

mx.sdf.org.

Trying Zone
AXFR record

Trying Zone
AXFR record

Trying Zone
AXFR record

Trying Zone
AXFR record

Transfer for

guery failed:

Transfer for

guery failed:

Transfer for

guery failed:

Transfer for

guery failed:

sdf .org on ns-d.sdf.org
REFUSED

sdf .org on ns-c.sdf.org
Connection timed out

sdf.org on ns-a.sdf.org
REFUSED

sdf.org on ns-b.sdf.org
REFUSED

205.166.94.16

172.81.178.40@
178.63.35.195
205.166.94.24
66.148.112.151

205.166.94.24

205.166.94.8
205.166.94.8

agent.sdf.org. 43200 IN
asia.sdf.org. 43200 IN

Zone transfers are not possible, they were refused.

e T3: Perform both ICMP Sweep and TCP Sweep for the host sdf.org using NMAP. Use

the option —reason to show the details and disable the arp-ping. Attach screenshots

showing the results.



http://sdf.org

Nmap sca
Host is up,
Mmap done: 1 IP address

Starting Nmap 7.945V
Nmap scan report for
Host is up, received
Mmap done: 1 IP address

e T4: Perform port scanning to determine all open ports and corresponding running

services for the host sdf.org. Attach screenshots showing the results.

6-02-20 15:18 EST

Nmap scan I
Host is up L -
Not shown: F ports (net-unreach), 18673 filtered tcp ports (no-response)

STATE VERSION

open tcpu

open tcpu

open tcpu

open tcpu

open  tcpu

open tcpu

open  tcpu

open tcpu

open  tcpu

open tcpwr

open  tcpu

tcpu

ction performed. Please report anmy incor t results at https://nmap.org/submit/ .
1 IP address (1 host up) scanned in 86.15 conds

Question 2: Vulnerability Scanning
e T1: Using NSE scripts, determine all known vulnerabilities present in the host sdf.org.

Attach a screenshot showing your command and the results you got.


http://sdf.org
http://sdf.org

1D vuln 205.166.94.16
Starting Nmap 7.945¥N ( https://nmap.org ) at 2826-82-23 16:04 EST
Nmap scan report for sdf.org (2@5.166.94.16)
Host is up (0.062s latency).
Not shown: 985 filtered tcp ports (no-response)
PORT STATE SERVICE
21/tcp open ftp
22/tcp open ssh
23/tcp open telnet
7o /tcp open gopher
79/tcp open finger
88/tcp open http
_http-aspnet-debug: ERROR: Script execution failed (use -d to debug)
_http-csrf: Couldn't find any CSRF wvulnerabilities.
_http-dombased-xss: Couldn't find any DOM based XSS.
http-enum:
/test/: Test page
/test.php: Test page
/webmail/: Mail folder
/robots.txt: Robots file
/g/: Potentially interesting folder
/1/: Potentially interesting folder w/ directory listing
/analog/: Potentially interesting folder
/cgi-bin/: Potentially interesting folder w/ directory listing
/class/: Potentially interesting folder
/icons/: Potentially interesting folder w/ directory listing
/links/: Potentially interesting folder
/manage/: Potentially interesting folder
/map/: Potentially interesting folder
/news/: Potentially interesting folder
/proxy/: Potentially interesting folder (401 Unmauthorized)
/pub/: Potentially interesting folder w/ directory listing
/sites/: Potentially interesting folder w/ directory listing
/stats/: Potentially interesting folder w/ directory listing
/store/: Potentially interesting folder
/support/: Potentially interesting folder
Jtmp/: Potentially interesting folder w/ directory Llisting
/top/: Potentially interesting folder
/usage/: Potentially interesting folder
fwebalizer/: Potentially interesting folder w/ directory listing
_ J/webstats/: Potentially interesting folder (401 Unauthorized)
_http-stored-xss: Couldn't find any stored X55 vulnerabilities.
_http-trace: TRACE is enabled
11@/tcp open pop3
111/tcp open rpcbind
113/tcp open ident
143/tcp open imap
443/tcp open https
_http-vuln-cve2014-3704: ERROR: Script execution failed (use -d to debug)
_ssl-ccs-injection: No reply from server (TIMEOUT)
_http-dombased-xss: Couldn't find any DOM based XS5S.




-vuln-cve2@14-3704: ERROR: Script execution failed (use -d to debug)
l-ccs-1nj ion: No reply from server (TIMEOUT)
-dombased-xss: Couldn't find any DOM based X55.
: TRACE is enabled

: Couldn't find any CSRF vulnerabilities.
tp-stored-xss: Couldn't find any stored XSS wulnerabilities.
tcp  open  imaps

s5l-ccs-injection: No reply from server (TIMEOUT)

open exp?
open netvenuechat
ftcp open http-pro
p-aspnet-debug: ERROR: 5
p-vuln-cve2@14-3704: ERROR: Script execution failed (use -d to debug)
Nmap done: 1 IP address (1 host up) scanned in 27

e T2: Perform a brute force attack on sdf.org. You can choose any script from the
following: ftp-brute, snmp-brute, http-brute, and oracle-brute. Attach screenshots

showing your command and the results you received.

cript http-brute 285
ng Nmap 7.945VN ( https://nmap.org ) at 2@: p2-23 16:13 EST
can report for sdf.org (205.166.94.16)
s up (@.864s latency).
Not shown: 983 filt d tcp ports (no-response)
PORT STATE E
22/ open
open
open
open
B/ tcp open
http-brute:
Path "/" does not require a
open pop3
open rpcbind
open ident
open imap
¥ open https
ttp-brute:
"/" does not require authentication
open imaps
open exp2
open netvenuechat
closed pptp
closed ms-wbt-server
closed vnc
open http-proxy
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Nmap done: 1 IP address (1 host up) in 11.65 seconds



http://sdf.org

ting Nma
[ftp-brute
[ftp-brute]
[ftp-brute]
Nmap scan report
Host is up (@
Not shown: ¢
STATE
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_LD open
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Starting Nmap 7.
Nm4p scan :apaxT for
Host is up (@.
Not shown: 986 filt ports (no-response)
PDRT STATE SERVIC VERSION
open ssh OpenSsH 18.2 (protocol 2.
open telnet BSD-de ed telnetd
open gopher?
print-strings
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