CYSE 608: Hands-On Lab Report 7

Name: Devin Johnson

Directions: Review the tutorial video found in Module 7 and complete the following tasks. Submit your
completed report in Canvas.

Enable or Disable Firewall Using Group Policy in Windows Server 2019
Total Points = 50 points

Task 1. [12.5 points]

1. The most relevant task you can complete/perform.
2. Provide a screenshot of the completed task.
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3. Briefly describe the screenshot, explaining the task or tool used.
Create new GPO for Firewall

Task 2. [12.5 points]

1. The most relevant task you can complete/perform.
2. Provide a screenshot of the completed task.
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3. Briefly describe the screenshot, explaining the task or tool used.

Enable Firewall

Task 3. [12.5 points]

1. The most relevant task you can complete/perform.
2. Provide a screenshot of the completed task.
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3. Briefly describe the screenshot, explaining the task or tool used.
Disable the firewall
Task 4. [12.5 points]
1. The most relevant task you can complete/perform.
2. Provide a screenshot of the completed task.
=2
& File Action View Window Help - -
s | 2580 8|
vl u ’J Select GPO X
up Policy Management
Forest: mylab.local Look in this domain:
¥ [?omains mylab.local v
{v 3 mylab.local Link Enabled GPO
File +. Default Domain P| Group Policy objects:
- 1 = | Domain Controlle, o
4
| MUMBAI2 Name
| v [ Group Policy Obje Default Domain Controllers Policy [—
! Default Domai Default Domain Policy
- Default Domai Enable Firewall Group Policy
! Enable Firewal New Group Policy Object Lab6 tcep'
= New Group Pd Software Deployment Google CHrome len @
.| Software Depl{ nec
v WMI Filters \s
&l Starter GPOs | prir
(@ Sites 5
&% Group Policy Modeling
<, Group Policy Results
tions
I |
ccep
N adn
T < >| :De:
< > aset
rame¢

L T

Offline Files

QoS Packet Scheduler

Internet Connection Firewall on
your DNS domain network" policy
settina.




3. Briefly describe the screenshot, explaining the task or tool used.
Link the policy

Configure Windows Firewall Using Group Policy in Active Directory
Total Point = 50 points

Task 5. [12.5 points]

1. The most relevant task you can complete/perform.
2. Provide a screenshot of the completed task.
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3. Briefly describe the screenshot, explaining the task or tool used.
Create a new GPO

Task 6. [12.5 points]

1. The most relevant task you can complete/perform.
2. Provide a screenshot of the completed task.
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3. Briefly describe the screenshot, explaining the task or tool used.

Configure Windows Firewall

Task 7. [12.5 points]

1. The most relevant task you can complete/perform.

2. Provide a screenshot of the completed task.
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3. Briefly describe the screenshot, explaining the task or tool used.

Set logging settings

Task 8. [12.5 points]

1. The most relevant task you can complete/perform.
2. Provide a screenshot of the completed task.
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3. Briefly describe the screenshot, explaining the task or tool used.
Customize rules for the firewall
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