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Preparing the ground for the attack:
+ Identifying the victim(s).

- Gathering background information.

! a - Selecting attack method(s).

Closing the interaction,

Social Deceiving the victim(s) to gain a foothold:
ideally without arousing suspicion:

Engineering - Engaging the target.

- Covering tracks Life Cycle

) - Taking control of the interaction.
- Bringing the charade to a natural end.

Obtaining the information over a period of time:

- Removing all traces of malware. - Spinning a story.

- Expanding foothold.
- Executing the attack
- Disrupting business or/and siphoning data.
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Wareness
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Most Common Social Engineering Attacks (%)
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Prize and lottery
scams

TextMagic

+1(307) 528-3075

Congratulations Alex! You've won the
Grand Prize of $1,000,000 in our
International Lottery Draw. To clam your
prize, reply “CLAIM” and provide your
full name, address, and small processing
fee of $200. Don’t miss out on this
amazing opportunity!
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