Ethernet Network Design Project
Goals for the project:
Designing a secure internet connected ethernet network for a multi-level building. Each room will have two ethernet outlets connected to a secure shared internet connection.
Equipment room = 1
Telecommunications Closets = 3
Basement = 17
First floor = 21
Second floor = 19
Third floor = 17
74 rooms x 2 cables per room = 148 network drops
Network Topology:
Using Hierarchical Ethernet Topology
Each classroom and office will be connected to a telecommunications closet on that floor. The telecommunications closet on each floor will also be connected back to the main equipment room on the first floor. The equipment room holds the main network equipment, internet connection, firewall, and router/coreswitch.
Ethernet network will use switches, with workgroup switches connecting hosts, core switches connecting other switches.
Drops needed 
Basement = 34
First Floor = 42
Second Floor = 38
Third Floor = 34
Design for Cabling:
Going to be using Cat6A UTP Ethernet cable.
Since Cat6A UTP 10GBASE-T has a speed of 10 Gbps and covers a distance of 100 meters and still has high-performance capabilities, it should work perfect for the school.
Total cable distance needed is 92.17 meters + 6 meter ceiling runs = 98.17 meters which is within the 100 meter limit of Cat6A Ethernet cables.

Cable details:
Average cable length = 54.75 meters.
74 rooms x 2 cables per room = 148 total network cables.
148 total cables x 54.75 meters the average cable length = 8,103 meters.
So, we would purchase 8200 meters or 27 boxes of 1000 ft Cat6A cables to cover the school. 
Equipment room:
· First floor(Main):
· Internet connection
· Firewall and router
· Core switch 
· Patch panel
· Rack 
· UPS
Telecommunications Closets (On the basement, 2nd floor, and 3rd floor)
· 48-port switch
· Patch panel
· Rack 
· UPS
Network Equipment:
Cables: Cat6A UTP cable.
Switches: 4 (4 total floors) x 48 port managed switches.
Patch panels: 4 x 48 port Cat6A patch panels.
Firewall: Fortinet FortiGate.
Managed 48-port switches: used to support all network drops and allow for VLAN configuration and have a centralized management.
Power Protection: UPS units for each equipment room and telecommunications closet.
Patch cables: Used for connecting devices to wall outlets and to connect patch panels to switches.
Network Security:
Firewall: FortiGate helps protect the network from any external threats and also manages internet traffic.
VLANs separate each user into students, staff, and administrative networks to improve security and network traffic.
IEEE 802.1X port-based network access control prevents unauthorized devices from connecting to the network until they are authenticated.
Budgeting guide:
	Item
	Amount of each
	Cost
	Totals

	Cat6A cable 1000ft
	27
	Amazon=$280
	$7560

	Rj45 Jacks
	148
	Amazon=$1.50
	$222

	Wall plates
	74
	Amazon=$1.30
	$96.20

	Patch panels 48 port
	4
	Amazon=$75
	$300

	Managed switches 48 port
	4
	Amazon=$500
	$2000

	Firewall(FortiGate)
	1 mid-range campus
	Fortinet=$2000
	$2000

	UPS units
	4
	Amazon:$350
	$1400

	Network racks
	4
	Amazon:$200
	$800

	Patch cables
	296
	Amazon:$2.50
	$740



Total estimated cost= $15,118.2
All pricing information is from Amazon or vendor specific websites.
Conclusion:
With this network design, the school will have a secure and scalable ethernet infrastructure for each floor. Using Cat6A cabling supports 10 Gbps speeds and is long enough to fit the school’s ethernet distance limit. A hierarchical topology is used to enable efficient communication, while VLANs and authentication are used to improve network security. 

