Exploring Risky Behaviors and Settings
Observation: Starbucks 
Date: August 8th, 2026 9-10 AM
Devin Matkozich 
CRJS 310

Subject 1: “Bathroom Break” 
Date: August 8th, 2026
Time: 9:07
Location: Starbucks
The target got up and headed to the bathroom but left their laptop on the table. This leaves an opportunity for victimization and cybertheft because an offender can easily steal their device without many obstacles. Routine Activities Theory says that there needs to be a motivated offender, a suitable target, and the absence of a capable guardian. The motivated offender is a threat actor who was sitting at Starbucks and needed money. The suitable target was the victim that drank a full venti frappe and needed to use the bathroom in a hurry and left her laptop on the table. The capable guardians in this case are the workers that are preoccupied with making drinks for other customers. 
Subject 2: “Ordering a drink”
Date: August 8th, 2026
Time 9:35
Location: Starbucks
The target enters the building then plugs in their laptop and charges their phone in another socket. They then make their way to the counter and order a coffee. This is another example of victims being at risk of cybertheft because both devices are left unattended. Routine Activities Theory says that the motivated offender, which in this case is someone who needs money (thief), is in a situation without a capable guardian (worker) and a distracted target (victim ordering their drink). The laptop and phone have created a perfect opportunity for the offender to quickly steal the devices and get away without being noticed.

Subject 3: “Bathroom break pt 2”
Date: August 8th, 2026
Time: 9:43
Location: Starbucks
The Target was sitting at Starbucks for about 45 minutes and sipping a strawberry refresher and eventually needed to use the restroom. The victim left their laptop partially open and still logged in. This can lead to a hacker committing cybertrespass on their device. Leaving their device logged in and unattended means that the offender could access any personal information like emails and saved passwords without needing to get past any security measures. This could result in victimization of financial fraud or identity theft depending on what accounts they are logged into and have saved on their account. From Routine Activities Theory perspective, we have a motivated offender who has found a suitable target with the owner absent, and with no capable guardian to protect the device.
Preventative Measures: 
One thing that a victim could do to prevent a cybertheft from occurring would be to take their belongings with them to the bathroom. If the victim wanted to keep the table they were at, leaving their laptop and bag at the table is common. In this case they should then ask a worker to keep an eye out on their belongings. This would make the worker a capable guardian of the devices. 
