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“This could have been the most widespread and effective backdoor ever planted in any software product,” Alex Stamos said when talking about the XZ Utils Backdoor which was rated 10.00 on the CVSS scale. XZ Utils is a common lossless data compression which can be found in many Linux and Unix systems. This specific attack was a complex supply-chain backdoor which social engineering from multiple threat actors were used to gain access to the code. These individuals were able to exploit weaknesses in the trust that the community placed in maintainers, then inserted malicious code which would have let them have remote access to millions of computers. This incident led to increased security, supply-chain security, and a big wake-up call to the cybersecurity community. 
	The attack started by gaining the trust of one of the maintainers of XZ utils using an intricate social engineering attack. Starting in 2021, Jia Tan, the main threat actor, began contributing minor code improvements to XZ utils. This continued until April when other community members started complaining that the current maintainer, Lasse Collin, was too slow in releasing new patches. Collin saw these complaints and realized that he might need more help with updates so he told the community that Jia Tan “will have a bigger role in the future” (Lins et al., 2024). By December 2022, Jia Tan had gotten commit permission and potentially had been promoted to co-maintainer of XZ Utils (Lins et al., 2024). The two indivduals who were putting on pressure Collin for the slow updates were allegedly working with Jia Tan to put her into that position. 
	By March 2023, officially a co-maintainer, Jia Tan now had the authority to add code without oversight. So preparing to insert the backdoor, Hans Jansen a fellow contributor, sent Jia Tan a patch. After some changes, Jia Tan then merged the patch to the repository, which was necessary for injecting the backdoor. So now, in February 2024, Jia Tan uploaded test files which contained the well hidden backdoor. The next step was to get Linux to update to the latest XZ Utils patch. If that happened, millions of computers including most Fortune 500 companies and even government systems would have been compromised. The backdoor manipulated sshd, which is used to make remote SSH connections. That means if anyone who had the predetermined encryption key would be able to steal whichever code they would like in an SSH login certificate, then use it on a backdoored device (Goodin, 2024). 
	Luckily, Andres Freund found it almost just by chance when he saw a minor issue when using SSH. When Freund dug a little deeper, he found the malware and alerted the proper authorities before it could be released to the rest of the world. This attack was a reminder that even trusted open source projects can still be subject to social engineering and supply-chain attacks. While the breach was avoided, this exposed certain problems like weak project oversight, limited maintainer support, and poor code review practices. To prevent and mitigate incidents like the XZ Utils Backdoor, actions like having multiple maintainers, mandatory code signing, and more paid opportunities for open source coding. This attack serves as a reminder of how fragile the cybersphere can be and that even one individual can make big impact, either for good, like Andres Freund, or for bad, like Jia Tan.
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