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BLUF
	The CIA Triad (Confidentiality, Integrity, and Availability) is the foundation of cybersecurity, and understanding the difference between authentication and authorization is essential for controlling access to information systems.
The CIA Triad
	The CIA Triad is a foundational model in cybersecurity that helps organizations protect information assets.  Confidentiality ensures that sensitive information is only accessible to authorized individuals, often through safeguards like encryption, access controls, and multi-factor authentication.  Integrity focuses on keeping information accurate, consistent, and trustworthy throughout its lifecycle by using tools such as digital signatures, checksums, and version control.  Availability ensures that information and systems are reliably accessible to users who need them, supported by methods like redundancy, backups, and disaster recovery planning (Chai, 2022).  When combined, these three principles form a balanced approach to information security, and neglecting any one of them leaves an organization vulnerable.  
Authentication vs Authorization 
	In addition to the CIA Triad, it is important to understand the difference between authentication and authorization.  Authentication is the process of verifying who a user is, often accomplished through passwords, biometrics, or multi-factor authentication.  Authorization, on the other hand, occurs after authentication and determines what a user is allowed to do within a system. For instance, an employee may be able to view files but not edit them, while an administrator has broader permissions.  In simple terms, authentication answers a question like “Who are you?” while authorization answers “What are you allowed to do?” Together, these processes strengthen system security by ensuring that only the right people have the right level of access.
Conclusion
	In conclusion, the CIA Triad remains an essential guide for developing effective cybersecurity policies, while authentication and authorization provide the operational mechanisms that enforce those policies.  By ensuring confidentiality, integrity, and availability, and by clearly distinguishing between verifying identities and granting access, organizations can better protect their systems against modern threats.
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