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OVERVIEW

IN THIS PRESENTATION | WILL BE DISCUSSING THE AFFIDAVIT OF THE BLACKCAT MALWARE
GROUP. THIS WILL INCLUDE KEY PARTICIPANTS, HOW THE CRIME WAS INVESTIGATED, AND THE
OUTCOME OF THE COURT PROCEEDINGS. THIS WILL ALSO ADDRESS HOW PROBABLE CAUSE,
THE PARTICULARITY OF THE PLACE SEARCHED, AND THE PARTICULARITY IN THE THINGS TO BE
SEIZED WAS ESTABLISHED. ALONG WITH EXAMPLES OF HOW THE MEDIA COVERED THE CRIME.



KEY PARTICIPANTS IN THE CRIME AND
INVESTIGATION

* PERPETRATORS — THE BLACKCAT RANSOMWARE GROUP WHICH ARE THE DEVELOPERS OF THE BLACKCAT MALWARE
AND THE AFFILIATES WHO ARE RESPONSIBLE FOR IDENTIFYING AND ATTACKING HIGH-VALUE VICTIM INSTITUTIONS WITH

THE RANSOMWARE.

* VICTIMS = INSTITUTIONS AROUND THE WORLD WITHIN THE SOUTHERN DISTRICT OF FLORIDA. THESE WOULD INCLUDE
CRITICAL INFRASTRUCTURE ENTITIES, MEDICAL FACILITIES, SCHOOL DISTRICTS, LAW FIRMS, AND FINANCIAL FIRMS.

* AGENCIES — FBI



EXAMPLES OF HOW THE MEDIA COVERED THE
CRIME

CI5 Hardened Images™ &
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PRESS RELEASE

Breaking Down the BlackCat Ransomware Operation

Breaking Down the BlackCat
Ransomware Operation

Justice Department Disrupts Prolific
ALPHV/Blackcat Ransomware Variant

https://www.cisecurity.org/insights/blog/breaki https://www.justice.gov/opa/pr/justice-
ng-down-the-blackcat-ransomware-operation department-disrupts-prolific-alphvblackcat-

ransomware-variant




HOW THE CRIME WAS INVESTIGATED

» ACCORDING TO THE AFFIDAVIT, HUNDREDS OF BLACKCAT VICTIMS WORLDWIDE HAVE REPORTED THEY WERE RECEIVING LINKS TO
UNIQUE VICTIM COMMUNICATION SITES AFTER THEY HAVE BEEN ATTACKED AN HAD THEIR DATA APPEAR IN BLACKCAT'S LEAK SITES. THE
LEAK SITE DISCLOSES INFORMATION ABOUT VICTIMS AND THE DATA THEY HAVE STOLEN. THIS PRIMARY LEADED SITE LINKS TO OTHER LEAK
SITES ON TOR WHERE STOLEN VICTIM DATA ARE PUBLICLY AVAILABLE.

. THE BLACKCAT RANSOMWARE GROUP ALSQ OPERATES PASSWORD-PROTECTED TOR-BASED WEB PANELS THAT ALLOWS THEIR
AFFILIATES AND DEVELOPERS TO COMMUNICATE, MANAGE, AND COORDINATE BLACKCAT ATTACKS WITH EACH OTHER. LAW
ENFORCEMENT WORKED UNDERCOVER TO CONTACT INDIVIDUALS WHO PROVIDED CREDENTIALS TO THE PANELS IN WHICH THEY
ENGAGED A CONFIDENTIAL HUMAN SOURCE {CHS} WHO CONSISTENTLY PROVIDES RELIABLE INFORMATION REGARDING ONGOING
CYBER CRIME INVESTIGATIONS.

e THE CHS RESPONDED TO AN ADVERTISEMENT THAT WAS POSTED TO A PUBLIC ONLINE FORUM THAT WAS SOLICITING APPLICANTS FOR
BLACKCAT AFFILIATE POSITIONS. A MEMBER OF THE BLACKCAT RANSOMWARE GROUP RESPONDED TO THE CHS AND ASKED SPECIFIC
QUESTIONS TO DETERMINE THE CHS'S TECHNICAL PROFICIENCY IN NETWORK INTRUSION. THE CHS RESPONDED TO THE BLACKCAT
RANSOMWARE GROUP MEMBER'S SATISFACTION. THEN PROVIDED THE CHS WITH ACCESS CREDENTIALS TO A BLACKCAT AFFILIATE
PANEL, AVAILABLE AT A UNIQUE TOR ADDRESS.

e THE CHS VISITED THE PAGE AND CONFIRMED THAT THIS WAS THE LOGIN PAGE FOR A BLACKCAT AFFILIATE PANEL AND ACCESSED THE
PANEL. LAW ENFORCEMENT ACCESSED THE PANEL PURSUANT NAVIGATED THE PANEL, AND DETERMINED HOW IT WORKS. THE AFFILIATES
USE THE PANEL TO MANAGE EACH RANSOMWARE ATTACK ON A VICTIM THROUGHOUT THE ATTACK LIFECYCLE THUS INCLUDES THE
RANSOMWARE DEPLOYMENT THROUGH PAYMENT AND DECRYPTION OF VICTIM DATA. LAW ENFORCEMENT EVENTUALLY EVENTUALLY
GAINED VISIBILITY INTO THE BLACKCAT RANSOMWARE GROUP'S NETWORK.



THE OUTCOME OF THE COURT PROCEEDINGS

» THE QUTCOME OF THE COURT PROCEEDINGS IS THAT THERE IS PROBABLE CAUSE FOR A
WARRANT AUTHORIZING THE SEARCH OF A SANDISK FLASH DRIVE, TO SEIZE PRIVATE KEYS TO
TOR SITES USED BY THE BLACKCAT RANSOMWARE GROUP TO MAINTAIN IT CRIMINAL PLANS.



HOW PROBABLE CAUSE WAS ESTABLISHED

PROBABLE CAUSE WAS ESTABLISHED WHEN THE FBI| IDENTIFIED AND COLLECTED 946 PUBLIC/PRIVATE KEY PAIRS
FOR TOR SITES, AND AFFILIATE PANELS. THEY ALSQ IDENTIFIED PUBLIC TOR ADDRESSES ASSOCIATED WITH VICTIM
COMMUNICATION SITES, AND IT WAS CONFIRMED THAT MANY OF THE SITES WERE AMONG THE PUBLIC/PRIVATE
KEY PAIRS COLLECTED. THE FBI VISITED THE BLACKCAT RANSOMWARE GROUP PRIMARY LEAK SITE THAT WAS
PROVIDED TO VICTIMS THAT WERE ATTACKED AS WELL.

THE FBI ALSO VISITED MANY SECONDARY LEAK SITES FROM THE PRIMARY LEAK SITE THAT HAT HOSTED STOLEN
VICTIM DATA FOR EXTORTION PURPOSES. THE FBl CONFIRMED THAT THE VISITED SITES WERE AMONG THE
PUBLIC/PRIVATE KEY PAIRS.

THE BLACKCAT AFFILIATE ADDRESS THAT WAS PROVIDED TO THE CHS IN THE UNDERCOVYER OPERATION WAS
ALSO CONFIRMED IN THE PUBLIC TOR ADDRESSES COLLECTED. THEY ALSO VISITED A SAMPLING OF THE
COLLECTED TOR ADDRESSES THAT WERE PUBLIC WITH ASSOCIATED PRIVATE KEYS AND CONFIRMED THAT VISITED
SITES WERE CONSISTENT WITH KNOWN BLACKCAT VICTIM COMMUNICATION SITES, LEAK SITES, AND PANELS.



HOW PARTICULARITY IN THE PLACE SEARCHED
WAS ESTABLISHED

e HOW PARTICULARITY IN THE PLACE TO BE SEARCHED WAS ESTABLISHED IS THAT THE
PUBLIC/PRIVATE KEYS WERE PUT ON A SANDISK FLASH DRIVE AND COLLECTED BY THE FBI.
THEY THEN PUT IT IN A STORAGE AT THE ADDRESSES 2030 SW 145™ AVENUE, MIRAMAR
FLORIDA WHICH IS AN FBI FACILITY LOCATED IN THE SOUTHERN DISTRICT OF FLORIDA.

e THE FBl AGENT ALSO MENTIONS THAT HE KNOWS THE FLASH DRIVE HAS BEEN STORED IN A
MANNER IN WHICH ITS CONTENTS ARE, TO THE EXTENT MATERIAL TO THE INVESTIGATION, IN THE
SAME STATE AS THEY WERE WHEN THE FBI| FIRST CAME INTO THE POSSESSION OF IT.



HOW PARTICULARITY IN THE THINGS TO BE SEIZED
WAS ESTABLISHED

e HOW PARTICULARITY IN THE THINGS TO BE SEIZED WAS ESTABLISHED IS THAT THE FBI AND THE AGENT
HAVE KNOWLEDGE OF THE BLACKCAT RANSOMWARE GROUP USING PUBLIC/PRIVATE ENCRYPTION
KEYS ASSOCIATED WITH TOR SITES THEY USED FOR PURPOSES TO ACCOMPLISH CRIMINAL PLANS,
THESE PUBLIC/PRIVATE ENCRYPTION KEYS ARE THE ONES IN WHICH WHICH THE FBI HAS COLLECTED

ON THE FLASH DRIVE.

* ACCORDING TO THE AFFIDAVIT, THE BLACKCAT RANSOMWARE GROUP'S ACTIONS ARE IN
VIOLATION OF 18 U.S.C. §§ 1030(A)(5)(A) AND 1030(C)(4)(B) (COMPUTER FRAUD), 18
U.S.C § 371 (CONSPIRACY TO COMMIT COMPUTER FRAUD), AND 18 U.S.C. § 1956(H)
(CONSPIRACY TO COMMIT MONEY LAUNDERING) WHICH INCLUDES TOR SITES HOSTING AND
FACILITATING BLACKCAT-LINKED VICTIM COMMUNICATIONS SITES, LEAK SITES, AND PANEL SITES.



HOW THE NEXUS BETWEEN EVIDENCE AND CRIME
WAS ESTABLISHED

» HOW THE NEXUS BETWEEN EVIDENCE AND CRIME WAS ESTABLISHED IS THAT THE FBI NOTICED THE VICTIMS OF THE
BLACKCAT RANSOMWARE GROUP WERE REPORTING THAT THERE WAS A GENERAL ATTACK FLOW. THEY WOULD
REPORT RECEIVING LINKS TO UNIQUE VICTIM COMMUNICATION SITES AND HAVE THEIR DATA APPEAR ON BLACKCAT'S
LEAK SITES. ONE THE FBl WAS ABLE TO GAIN ACCESS AS AN BLACKCAT AFFILIATE WITH HELP OF A CONFIDENTIAL
HUMAN SOURCE (CHS) THEY COULD SEE ALL THE VICTIMS THAT WERE ATTACKED.

* AFFILIATES ARE ABLE TO SEE THE VICTIM, ENTITY, FULL RANSOM PRICE DEMANDED, DISCOUNT RANSOM PRICE,
EXPIRATION DATE, CRYPTOCURRENCY TRANSACTIONS, TYPE OF COMPUTER SYSTEM COMPROMISED, RANSOM DEMAND
NOT, CHATS WITH THE VICTIM, AND MORE.

» THE FBI GAINED VISIBILITY INTO THE BLACKCAT RANSOMWARE GROUP'S NETWORK AND COLLECTED 946
PUBLIC/PRIVATE KEYS FOR TOR SITES THAT THEY USED TO HOST COMMUNICATION AND VICTIM SITES AND AFFILIATE
PANELS. THE FBI THEN IDENTIFIED PUBLIC TOR ADDRESSES ASSOCIATED WITH VICTIM COMMUNICATION SITES AND WERE
ABLE TO CONFIRM THAT MANY OF THE THE SITES WERE AMONG THE PUBLIC/PRIVATE KEY PAIRS COLLECTED. THEY ALSO
VISITED THE PRIMARY AND MANY SECONDARY LINKS AND WERE ABLE TO CONFIRM THEY ALSO WERE AMONG THE
PUBLIC/PRIVATE KEY PAIRS COLLECTED.



