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TASK A

1. Create two groups, one is cyse301s23, and the other is your ODU Midas ID (for
example,
pjiang). Then display the corresponding group IDs.
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In this screenshot I used the “groupadd™ command followed by “cyse301s23” and
“dstav™ to create groups. I then used the command “cat /ete/groups | tail -5 to display the
group IDs.



2. Create and assign three users to each group. Display related UID and GID
information of each user.
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3. Choose six new passwords, from easy to hard, and assign them to the users you
created.
You need to show me the password you selected in your report, and DO NOT use
your real-world passwords.
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blue — sky

red — carl

green — Grass10
orange — Footballl1
black — Baseball$12

white — BasketBall$%13



4. Export all six users’ password hashes into a file named “YourMIDAS-HASH” (for
example,
pjiang-HASH). Then launch a dictionary attack to crack the passwords. You MUST
crack at least
one password in order to complete this assignment.
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Task B

1. 5 points. Display the password hashes by using the "hashdump” command in
the meterpreter
shell. Then




2. 10 points. Save the password hashes into a file named
“your_midas.WinHASH" in Kali Linux
(you need to replace the “your_midas” with your university MIDAS ID). Then
run John the ripper
for 10 minutes to crack the passwords (You MUST crack at least one
password in order to
complete this assignment.).
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3. 10 points. Upload the password cracking tool, Cain and Abel, to the remote
Windows 7 VM, and
install it via a remote desktop window. Then, implement BOTH brute force
and dictionary
attacks to crack the passwords. (You MUST crack at least one password in
order to complete this
assignment.)
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Part B
Task C

1. Decrypt the lab4wep. cap file (5 points) and perform a detailed traffic analysis (5
points)
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2. Decrypt the labd4wpaZ2. cap file (5 points) and perform a detailed traffic analysis (5
points)
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Task D

1. Implement a dictionary attack and decrypt the traffic. - 20 points

2. Decrypt the encrypted traffic and write a detailed summary to describe what you
have explored
from this encrypted traffic file. -10 points
Last digit of your MD5 Filename
0~3 WPA2-P1-01.cap
4~5 WPA2-P2-01.cap
6~8 WPA2-P3-01.cap
9~B WPA2-P4-01.cap

C~F WPA2-P5-01.cap
Figure 1 Command to get the MD5 hash.
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In the encrypted traffic file, you can see many IPs in conversation with each other and you can
also see some of the traffic 1s coming from websites. There are also various protocols being used
in this traffic file as well such as DNS which used being used for these domain names. As well
TCP to ensure the integrity of it.



