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TASK A

1. Use Nmap to profile the basic information about the subnet topology (including open ports
information, operation systems, etc.) You need to get the service and backend software
information associated with each opening port in each VM.

EJ Attacker Kali - External Workstation on CS301-DSTAV002 - Virtual Machine Connection
File Action Media Clipboard View Help
D@0 nnw i i
Applications ¥ Places v Terminal ~ Tue 22:04 B = 70
root@CS2APenTest: ~

File Edit View Search Terminal Help
: # nmap 192.168.10.0/24
Starting Nmap 7.70 ( https://nmap.org ) at 2024-02-27 21:55 EST
Nmap scan report for 192.168.10.2
Host is up (0.0088s latency).
Not shown: 997 filtered ports
PORT STATE SERVICE
53/tcp open domain
80/tcp open http
443/tcp open https

Nmap scan report for 192.168.10.10
Host is up (0.020s latency).

Not shown: 999 closed ports

PORT STATE SERVICE

21/tcp open ftp

Nmap scan report for 192.168.10.11
Host is up (0.011s latency).

Not shown: 994 filtered ports

PORT STATE SERVICE

21/tcp open ftp

80/tcp open http

135/tcp  open msrpc

445/tcp open microsoft-ds
3389/tcp open ms-wbt-server
49154/tcp open unknown

Nmap done: 256 IP addresses (3 hosts up) scanned in 18.07 seconds
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In this screenshot I used the command “nmap” followed by “192.168.10.0/24” to get the basic
information about the about the subnet topology.



2.Run Wireshark in Ubuntu VM while External Kali is scanning the network. Discuss the

traffic pattern

you observed. What do you find? Please write a 200-word essay to discuss your findings.

lr" Attacker Kali - External Workstation on CS301-DSTAV002 - Virtual Machine Connection
File Action Media Clipboard View Help
@0 nw o [
Applications ¥  Places v © Zenmap ~ Tue 23:11

Zenmap
Scan Tools Profile Help

Target: |192.168.10.0/24 v | Profile: |Intense scan

Command: | nmap-T4 -A-v192.168.10.0/24

——
‘Hosts! Services Nmap Output | Ports / Hosts  Topology Host Details Scans
nmap-T4 -A-v192.168.10.0/24

WGP SV TLPUL L 1Vl AvasAUG.AVeaDs (HUSL vl
Initiating SYN Stealth Scan at 22:24

Ay 192.168.10.1C Scanning 3 hosts [1000 ports/host]

£ 192168.1011 Discovered open port 53/tcp on 192.168.10.2

: Discovered open port 135/tcp on 192.168.10.11

Discovered open port 21/tcp on 192.168.10.10
Completed SYN Stealth Scan against 192.168.10.10 in 0.28s (2 hosts left)
Discovered open port 443/tcp on 192.168.10.2
Discovered open port 3389/tcp on 192.168.10.11
Discovered open port 86/tcp on 192.168.10.2
Discovered open port 445/tcp on 192.168.10.11
Discovered open port 80/tcp on 192.168.10.11
Discovered open port 21/tcp on 192.168.10.11
Discovered open port 49154/tcp on 192.168.10.11
Completed SYN Stealth Scan against 192.168.10.11 in 5.49s (1 host left)
Completed SYN Stealth Scan at 22:25, 5.69s elapsed (3000 total ports)
Initiating Service scan at 22:25
Scanning 10 services on 3 hosts
Completed Service scan at 22:26, 81.46s elapsed (10 services on 3 hosts)
Initiating 0S detection (try #1) against 3 hosts
Retrying 0S detection (try #2) against 2 hosts
Retrying 05 detection (try #3) against 192.168.10.10
Retrying 0S detection (try #4) against 192.168.10.16
Retrying 05 detection (try #5) against 192.168.10.10
Initiating Traceroute at 22:26

Detail:
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& Attacker Kali - External Workstation on C5301-DSTAV002 - Virtual Machine Connection
File Action Media Clipboard View Help
@0 nw o a
Applications ¥ Places ¥ © Zenmap ¥ Tue 23:12
Zenmap
Scan Tools Profile Help

Target: |192.168.10.0/24 v  Profile: |Intense scan

Command: | nmap-T4-A-v192.168.10.0/24

| Hosts || Services Nmap Output | Ports / Hosts  Topology Host Details Scans

nmap-T4 -A -v192.168.10.0/24
Initiating Traceroute at 22:26

A 192.168.10.1C Completed Traceroute at 22:26, 0.04s elapsed

o Initiating Parallel DNS resolution of 4 hosts. at 22:26

7 1921681011 | completed Parallel DNS resolution of 4 hosts. at 22:26, 8.54s elapsed
NSE: Script scanning 3 hosts.

Initiating NSE at 22:26

NSE: [ftp-bounce] PORT response: 501 Server cannot accept argument.
Completed NSE at 22:27, 66.98s elapsed

Initiating NSE at 22:27

Completed NSE at 22:27, 0.05s elapsed

Nmap scan report for 192.168.10.2

Host is up (0.0047s latency).

Not shown: 997 filtered ports

PORT STATE SERVICE VERSION

53/tcp open tcpwrapped

80/tcp open http nginx

| http-methods:

| Supported Methods: GET HEAD POST OPTIONS

| http-server-header: nginx

| _http-title: Did not follow redirect to https://192.168.10.2/
443/tcp open ssl/http  nginx

| _http-favicon: Unknown favicon MD5: 5567E9CE23ES549EOFCD7195F3882816
| http-methods:

| Supported Methods: GET HEAD POST
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I? Ubuntu 64-bit on CS301-DSTAVO02 - Virtual Machine Connection

File Action Media Clipboard View Help
@O unm iod &

Capturing from etho

CERELE 2 i
Destination Protocol Length Info

02442500  192.168.10. 10.2
002409500  192.168.16. 192.168.10.10
002496800  192.168.16. 192.168.10. 2 100 Standard query 0x374f A n[p ubuntu.com
005569600  192.168.10.2 192.168. 66 53 - 33042 [ACK] Seq=1 A Win=65792
220917400 192.168.10.. TCP 66 53 ~ 2
0.220937100  192.168.10.10 192.168.10.2 66 53778 ~ 53 [ACK] Seq=2 Ack=2 Win=229 Ler
5.249972300  192.168.10.10 192.168.10.2 TCP m-s:[m ﬂ]mlﬂm
11 5.250015100 192.168.10.2 'CP 74 40850 ~ 53 svuﬁ Len=0 b

»

gm.wa&mhnjuu

» Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface ©

» Ethernet II, Src: Mlcrosof _40:57:0c (00:15:5d:40:57:0c), Dst: Microsof_40:57:1e (00:15:5d:40:57:1e)
: 192.168.10.10, Dst: 192.168.10.2

» Transmission Control Protocol, Src Port: 53778, Dst Port: 53, Seq: 1, Ack: 1, Len: @

5d 40 57 1e 00 15 5d 40 57 ec 08
d9 6b 40 60 46 06 cb fb co a8 6a
d2 12 00 35 3b 9c 28 7a fe ba 6b
95 83 00 00 01 01 ©8 Oa 88 b5 49
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EF Ubuntu 64-bit on CS301-DSTAVO02 - Virtual Machine Connection
File Action Media Clipboard View Help
b D@0 nn o [
Capturing from etho <€)
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Destination Protocol Length Info
58 4868

192. 217.3
192.168.10.16 6
192.168.217.3 __192.16

192.168.10.10
217.3

)3 Y
<
» Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface ©
» Ethernet II, Src: Microsof_40:57:0c (00:15:5d:40:57:0c), Dst: Microsof_40:57:1e (00:15:5d:40:57:1e)
y » Internet Protocol Version 4, Src: 192.168.10.10, Dst: 192.168.160.2
» [TF ission Control Pr , Src Port: 53778, Dst Port: 53, Seq: 1, Ack: 1, Len: ©

15 5d 40 57 1e 00 15 5d 40 57 6c
34 d9 6b 40 00 40 06 cb fb co a8
©2 d2 12 00 35 3b 9c 28 7a fe ba
e5 95 83 00 00 01 01 ©8 Ga 88 bS
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In my findings of the traffic pattern, you can see many requests occurring in the scan. The scan
goes on for some time and gathers a long list of information. This information covers various
things. There are two different scans occurring such as SYN Stealth scan and a service scan. You
also see multiple IPs being scanned and reported. Many different ports or are being reported
along with its host. There is also a traceroute present that shows 4 hosts. The scan becomes a lot
more closely as it shows more TCP ports and where they are coming from. When you go to eth0O
on Wireshark your standard information going through. However, when you scan Ubuntu on
External Kali and go back to Wireshark you begin to see a pattern in the information where
every other one is highlighted in red. This is an indication that someone is trying to scan your
network. Making it so that your network is now vulnerable for information to be taken. You can
also see form this information the protocol which is TCP and the length which is 54. This pattern
keeps going continuously indicating that whoever it may that is scanning your network is
scanning it.



Task B

1. Configure the pfSense firewall rule to block the ICMP traffic from External Kali to Ubuntu VM.

Rule # Interface Action Source IP Destination IP Protocol
(port # if applicable

1 WAN Block 192.168.217.3 192.168.10.10 | ICMP

2. Clear the previous firewall policies and configure the pfSense firewall to block all ICMP
traffic from External Kali to the LAN side.
Rule # Interface Action Source IP Destination IP Protocol

(port # if applicable

1 WAN Block 192.168.217.3 | ALL ICMP

(192.168.10.0/24)

l? Windows 7 on CS301-DSTAVO02 - Virtual Machine Connection
File Action Media Clipboard View Help
D@0 unw iyd a8

7 pfSenseCYSEcom - Fire X

< C AN e | burs//192.168.10.2

Floating WAN LAN

Rules (Drag to Change Order)

States Protocol Source Port Destination Port Gateway Queue Schedule Description ctions ‘

Details

Reserved
Not assigned by
IANA

192.168.217.3

B9 HyperVManager B Attacker Kali - £x




3. Clear the previous firewall policies and configure the pfSense firewall to block ALL traffic
from External Kali to the LAN side, except for the FTP protocol towards Windows
Server 2008.

Rule # Interface Action Source IP Destination IP Protocol
(port # if applicable

1 WAN Pass 192.168.217.3 | 192.168.10.11 FTP (TCP:21)

2 WAN Block 192.168.217.3 (ALL) ALL
192.168.10.0/24

¥ Windows 7 on C5301-DSTAV002 - Virtual Machine Connection
File Action Media Clipboard View Help
D@0 nwnfd il

7 pfSense.CYSEcom - Fire X A ) O~

& C | A Notsecure | b#y7%://192.168.10.2/f

Rules (Drag to Change Order)

States Protocol Source Port Destination Port y Queue Schedule D ipti Actions

x B + Reserved * * * * * Block bogon o d
Not assigned by networks Details

IANA

192.168.217.3 * * * * TaskB.3-2

=]

192.168.217.3 * 192.168.10.11 21 * Task.B3-1

192.168.217.3 * 192.168.10.10 * * Task B.1

QN, ON, O,
=]

Dee D Dee
=]}

192.168.217.3 * 192.168.10.0/24 *

QN,
Bl

Open Connection
IPv4 and IPv6
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4. Keep the firewall policies you created in Task B.3 and repeat Task A.1. What’s the
difference?

EJ Attacker Kali - External Workstation on CS301-DSTAV002 - Virtual Machine Connection
File Action Media Clipboard View Help
D@0 unw o a8
Applications v Places v [ Terminal » Wed 00:49

Scan Tools Profile Help
Target: |192.168.10.10 A i (Pl intense scan

Command: 'nmap-T4-A 1021681010
root@CS2APenTest: ~

Hosts || Services File Edit View Search Terminal Help
: # nmap 192.168.10.0/24 Details

H v
=5 = Starting Nmap 7.70 ( https://nmap.org ) at 2024-02-28 00:44 EST
W 192.168.10.2 Nmap done: 256 IP addresses (0 hosts up) scanned in 206.41 seconds

4. 192.168.10.1 c#
O

192.168.10.11

etrying 0S detection (try #5) against 192.168.10.10

12:49 AM
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In this screenshot | used the command “nmap” followed by “192.168.10.0/24” as used in Task
A.1, the difference is that there was no information provided about the subnet topology.



