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TASK A

1. How many packets are captured in total? How many packets are displayed?

P Attacker Kali - External Workstation on C5301-DSTAVOO2 - Virtual Machine Connection
File Action Media Clipboard View Help
=0

Applications ~ Places + [ Terminal » Sun 23:57

Edit View Go Capture Analyze § v

e root@CS2APenTest: ~
A N ® O X G A

File Edit View Search Terminal Help
# ping 192.168.10.10
PING 6 (192.168.10.10) 56(84) byte
Time Source 64 bytes \ ) 8 10: ic s =1 ttl=63
2 95.017048400 192.168.10. JRINEES | 8.10.10: ic
96.010226300 192.168.217 Dy te f 2 68.10.10
96.017146900 192.168.10.% S m 1 8 10
97.102186800 Microsof 408 yte 1 68.10.10
97.130407000 Microsof_40GENS 192 58.10.10
10 m
10 cmp
10 mp s
168 10: icmp s
168 10: icmp
168.10.10: icmp
168 10: ic
from 192.168 1¢

Frame 1: 90 bytes on wire (720 b¥¥
Ethernet II, Src: Microsof_40:5798
Internet Protocol Version 4, Srci
User Datagram Protocol, Src Port

Network Time Protocol (NTP Versigs

168.10.10 ping statistics
packets transmitted, 14 received, @ acket loss
tt min/avg/max/mdev = 3.775/7.474/15 973

© A crvingomen..  [Jig Hyper-v Manager I AtackerKaii - Bxter.. T pFsense - Firewall 6. T Ubuntu 64-bit on €

In this screenshot, I used the “ping” command to ping the Ubuntu VM and it shows that 14 packets were
captured in total. This also shows that 14 packets are displayed



2. Apply “ICMP” as a display filter in Wireshark. Then repeat the previous question (Q1).

¥ Attacker Kali - External Workstation on C5301-DSTAV002 - Virtual Machine Connection
File Action Media Clipboard View Help
@0 uw i ™
Applications + Places + B Wireshark ~ Mon 00:16
test_cap.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A n @ 0D R QA «» Qe _

N licmp * | Expression.

No. Source Destination Protocol Length

77 93.005416300 192.168.217.3 192.168.10.10 ICMP
78 93.010220900 192.168.10.10 192.168.217.3 ICMP
79 94.006511100 192.168.217.3 192.168.10.10 ICMP
80 94.010255400 192.168.10.10 192.168.217.3 ICMP
81 95.008929300 192.168.217.3 192.168.16.10 ICMP
82 95.017048400 192.168.10.10 192.168.217.3
5 & 192 168 017 e TYZ 108 .10 10
84 96.017146900 192.168.10.10 192.168.217.3

Frame 81: 98 bytes on wir
Ethernet II, Src: Microsof_40:57:05 (00:15: DU =Sl
Internet Protocol Version 4, Src: 192.168.217.3, Dst:

Oe 40 60 40 01 13 3c cO a8 d9
00 f3 d5 68 62 00 6d 6d 9a c9
e7 09 00 00 0@ 00 00 10 11 12
19 1a 1b ic 1d 1e 1f 20 21 22
29 2a 2b 2c 2d 2e 2f 30 31 32

In this screenshot, this shows “ICMP” displayed as a filter in Wireshark and showing that 84 packets had
been capture. There were also 84 packets displayed.



3. Select an Echo (replay) message from the list. What are the source and destination IPs of this
packet? What are the sequence number and the size of the data? What is the response time?

B Attacker Kak - External Workstation on C DSTAV Virtual Machine Connection

M| Fic Action Meda Cigboard View Help

Mon 00:47

test_cap.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

an ®@ b RT Q«» s _ = @qaaQq
icmp

Source Destination

77 93.005416300 192.168 7 192.168.10.10
78 93.010220900 192.168 192.168.217.3
79 94.006511100 192.168 7. 192.168.10.10
80 94,010255400 192.168 192.168.217.3
95.008929300 192.168 4 192.168.10.10
95.017048460 192.168 192.168.217.3

» Ethernet II, Src: Microsof_40:57:05 (00:15:
» Internet Protocol Version 4, Src: 192.168.

KR cs sb Bwee
6a 0a 68 00 b
00 00 15 ed

16 17 18 19 3 24 1" u$%
26 27 28 29 &'()*+,- ./012345

n e

™

Attacker Kali - Exter. 3D pFsense - Firewall 6

P Attacker Kak - External Workstation on CS. STAVOOR - Virtual Machine Connection

M| Fie Adion Media Cipboard View Help
=90

B Wireshark ~ Mon 00:49

test_cap.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

adm ® O RE Qe s = qqqff
icmp K *| Expression

Protocol Length Info
98 Echo (ping) request 1d=0x0862, seq=11/2816, ttl=64 (reply in
98 Echo (ping) reply id=0x0862, seq=11/2816, ttl=63 (request
98 Echo (ping) request 1d=0x8862, seq=12/30872, ttl=64 (reply in
98 Echo (ping) reply 1d=0x0862, seq=12/3872, ttl=63 (request
98 Echo (ping) request 1id=0x0862, seq=13/3328, ttl=64 (reply in
98 Echo (ping) reply 1d=0x0862, / , ttl=63 (request
s = 1d=8xwvove, _ —

98 Echo (ping) reply 10=0x0862, seq=14/3584, ttl=63 (request

» Frame 83: 98 bytes on wire (784 bits), 98 bytes capture o S
» Ethernet II, Src: Microsof_40:57:05 (00:15:5d:40:57:05), Dst: Microsof_40:57:1f (6
» Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.10.10

o3 R T[0@ =
65 60 00 [l b n e
13 14 15

23 24 25 1" 45%
33 34 35 &'()*+,- ./012345

A By ofcence - Fires B Ubuntu 64-bit
Attockes Kali - Exter.. D pFsense - Frewall 6. B Ubuntu 64-ba

In these screenshots, you can see an Echo (replay) message. The source destination IP is “192.168.10.10”
and the destination IP is “192.168.217.3”. The sequence number and size of the data is “14/3584”. The
response time is “96.017146900”.



4. Apply “DNS” as a display filter in Wireshark. How many packets are displayed.

P Attacker Kali - External Workstation on C5301-DSTAV002 - Virtual Machine Connection
File Action Media Clipboard View Help
“@0
Applications ~ Places + W Wireshark ~ Mon 02:10
*eth0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

4 m © DI RC A « » Qe _ = @ @ §F

*| Expression

Source Destination Protocol Length Info
235 115.176454200 192.168.217.3 192.168.217.2
236 115.170468100 192.168.217.3 192.168.217.2
237 115.173053900 192.168.217.2 192.168.217.3
238 115.173123600 192.168.217.2 192.168.217.3

Frame 235: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface+
Ethernet II, Src: Microsof_40:57:05 (00:15:5d:40:57:05), Dst: Microsof_40:57:1f (
Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.217.2

User Datagram Protocol, Src Port: 45513, Dst Port: 53

Namain Mama Cuectam [auvaru)

00 15 5d 40 57 1f [EIEEECIECIETIEE o8 oo 45 00 Jov [EBEE €
00 43 do 80 40 06 40 11 36 d2 cO a8 d9 03 co a8 c ea o

d9 62 bl c9 00 35 00 2f 33 98 7c bb 01 00 00 01 s/ 3-|
00 00 00 00 00 00 01 30 06 64 65 62 69 61 6e 04 © debian
70 6f 6f 6c 03 6e 74 70 03 6f 72 67 60 60 01 00 pool ntp org

Attacker Kali - Exter l: pFsense - Firewall 6 B Ubuntu 64-bit on C

In this screenshot, “DNS” was applied as a display filter and 4 packets were displayed



5. Find a DNS query packet. What is the domain name is this host is trying to resolve? What is the
source [P and port number, destination IP and port number? Please express in the format IP:port.

P Attacker Kok - Extemal Workstation on CS)
File Action Media Clipboard
@
Mon 02:10

*eth0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @D RCG QA «» Je s _

Expression.

Time Source Destination Protocol Length Info
235 115.170454200 192.168.217. 192.168.217.
236 115.170468160 192.168.217
237 115.173053900 192.168.217.2
238 115.173123600 192.168.217.2

Frame 235: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface~
Ethernet II, Src: Microsof_40:57:05 (00:15:5d:40:57:05), Dst: Microsof_40:57:1f (
Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.217.2

User Datagram Protocol, Src Port: 45513, Dst Port: 53

« Namain Mema Cuetam {Avara)

15 5d 40 57 68 00 45 00 Jow B €
43 do 80 40 11 36 02 cO a8 d9 03 cO a8 ce@ 6

62 bl c9 00 35 66 2f 33 98 7c 01 60 80 61 5/3|

00 00 00 00 00 01 30 06 64 65 69 61 6e 04 @ debian
6f 6f 6c 03 6e 74 70 03 6f 72 67 60 00 61 80 pool ntp org

*Ethernet V Manages B AttackerKali- Brter.. TP phsense - Furewall B Ubuntu 64-be on

tacker Kali - External Workstation on CS301-DSTAVOOZ - Virtual Machine Connection
File Action Media Clipboard View
= @0
Applications ¥  Places v W Wireshark ~ Mon 02:17
*eth0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AB @ ODNRR Qes» o= aqaqaTfi

Expression

Protocol Length Info

81 Standard query 6x12c6 AAAA e
54 Standard query response 8x7cbb Refused
54 Standard query response 8x12c6 Refused

Frame 235: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface-
Ethernet II, Src: Microsof_40: ’ - T MiCro

Internet Protocol Versiog : 192.168.217.3, Dst: 192.168.217.2

User Datagram Protocol : 45513, Dst Port: 53

00 15 5d 40 57 1f 00 15 5d 40 57 05 08 60 45 00
00 43 dO 80 40 60 40 11 36 d2 cO a8 d9 03 cO a8
d9 02 bl c9 00 35 66 2f 33 98 7c bb 61 60 66 61
CERCURCCNCENCENCERO1 30 06 64 65 62 69 61 6e O
9 6f 6f 6c 83 6e 74 76 03 6f 72 67 OoJCEICINC]

m Hyper-V Manager

In these screenshots, the domain name the host is trying to resolve is “0.debian.pool.ntp.org”. The source
IP and port number is “192.168.217.3:45513” and the source destination IP and port number is
“192.168.217.2:53”.



6. Find the corresponding DNS response in the query you selected at the previous step, and what is
the source IP and port number, destination IP and port number? What is the message replied from
the DNS server?

acker Kaki - External Workstation on C5301-DST 2 - Virtual Machine Connection
File Action Media Clipboard View Help
@0 nuw B 8
Applications ~ Place B Wireshark ~ Mon 02:33
*eth0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR @ ODORRE Qe» s |[E aaqaTlf

X *| Expression

Time Source Destination Protocol Length Info
236 115.176468160 192.168.217.3 192.168.217.2 DNS 81 Standg
235 115.170454200 192.168.217.3 192.168.217 DNS 81 Stand:
238 115,173123600 192.168.217.2 192.168.21
237 115.173053900 192.168.217.2 192.168.21 S 54 Standé

» Frame 238: 54 bytes on wire (432 bits), 54 bytes captured (432 bns) on mterface-
= * n: S

: 192.168.217.2, Dst: 192.168.217.3
: 53, Dst Port: 45513

00 15 5d 40 57 05 [ENEEIEE 40 57 1f 08 00 45 00
©0 28 44 8e 00 00 40 11 02 €0 cO a8 d9 02 cO a8
d9 63 60 35 bl c9 00 14 86 ad 12 c6 81 65 00 00
00 60 00 06 00 00

I Aacker Kal - Exter

BF Attacker Kali - External Workstation on CS301-DSTAVO02 - Virtual Machine Connection

File Action Media Clipboard View Help

@0 non»

Applications v aces sha Mon 02:36
*eth0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AB @O ODNRC Qe» Jew_|Elaqaql
Expression

Protocol Length Info
DNS 81 Standard query 8x12c6 AAAA 6.debian.pool.ntp.org
DNS 81 Standard query 8x7cbb A 8.debian.po
response 0x12c6 ReTused
54 Standard query response Bx7cbb\R

» Ethernet II, Src: Microsof_40:57:1f (00:15:5d:46:57:1f), Dst: Microsof_40:57:05 (~
» Internet Protocol Version 4, Src: 192.168.217.2, Dst: 192.168.217.3
» User Datagram Protocol, Src Port: 53, Dst Port: 45513

Domain Name System (response

00 15 5d 40 57 05 EIFCIETIELIETARS] 08 00 45 00
00 28 44 Be 00 00 40 11 ©2 €0 cO a8 d9 62 co a8
d9 63 00 35 bl c9 00 14 86 ad4 12 c6 81 05 60 00
00 60 00 00 60 00

h Hyper-V Manager }- Attackes Ka - Exter. By orsense - Firewall 6 B Ubuntu 64-bt on

In this screenshot, The source IP and port number for the corresponding DNS response is
“192.168.217.2:53” and the destination IP and port number is “192.168.217.3:45513”. The message
replied from the DNS server is “Refused”.



Task B

1. Apply proper display or capture filter on Internal Kali VM to show active ICMP traffic.

B Kali - Internal Workstation on C5301-DSTAVOO2 - Virtual Machine Connection
File Action Media Clipboard View Help

D@0 ur /o f
a m @ 0 R A *w g w

A liemp *| Expression

No. Source Destination Protocol Length
168.217.3 168.16.13
2 0.000037500 192.168.10.13 192.168.217.3 ICMP
3 0.319644200 192.168.217.3 192.168.10.10 ICMP
4 0.322830700 192.168.10.10 192.168.217.3 ICMP
14 1.000758500 192.168.217.3 192.168.16.13 ICMP
15 1.000793600 192.168.10.13 192.168.217.3 ICMP
16 1.365258100 192.168.217.3 192.168.10.10 ICMP
17 1.365269400 192.168.10.10 192.168.217.3 ICMP

+ Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface ©
» Ethernet II, Src: Microsof_40:57:1e (00:15:5d:40:57:1e), Dst: Microsof_40:57:03 (©
» Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.10.13

» Internet Control Message Protocol

15 5d 40 57 03 00 15 5d 40 Jow Jéw - E
54 a4 03 40 00 3f 01 33 44 T @7 3D

od 08 00 ea a2 JEE o0 cf B (e
60 49 ff 06 60 00 60 00 00 I

17 18 19 1a 1b 1c 1d 1e 1f 1 #8%
27 28 29 2a 2b 2c 2d 2e 2f &'()*+,- ./012345
37 67

@ 7 Internet Co..l: Protoce  Packets: 537 - Displayed: 344 (64.1%) - Dropped: 0 (0.0%)  Profile: Default

B prsense - Frewa

In this screenshot, I used “ICMP” to properly display ICMP traffic on Internal Kali VM.



Apply proper display or capture filter on Internal Kali VM that ONLY displays ICMP request originated
from External Kali VM and goes to Ubuntu 64-bit VM.

B Kak - internal Workstation on €530 Virtual Machine Connection

Action  Media

Clipboard

@0 nn»
™ .

e

-| Expression

. 319644200
. 365258100
318880100
328086900

.217.3

.217

Protocol Length

192.168
192.168

192

168.
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5.330990400
333510000

192.
192
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192.
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217

.217

192.168
192.168
192.168
192.168 98
98 bytes on wire (784 bits),
11,
Protocol Version 4, Src:
Control Message Protocol

98 bytes captured (784 bits) on interface @
Src: Microsof_40:57:1e (00:15:5d:40:57:1e), Dst: Microsof_408:57:8c (0
192.168.217.3, Dst: 192.168.10.10
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+ Internet
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ee
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b
ee
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wireshark_wM.pcapng  Packets: 537 - Displayed: 86 (16.0%) - Dropped: 0 (0.0%)  Profile: Default

In this screenshot, [ used “icmp && ip.dst == 192.168.10.10 to only display ICMP request that
originated from External Kali VM and goes to Ubuntu 64-bit VM.

2. Sniff FTP traffic



P Attacker Kali - External Workstation on C 2 - Virtual Machine Connection

File Action Media Clipboard View

Applications ~ Places + [5) Terminal » Mon 04:06

P P |

Edit View Se

Connected to 192.1
220 (vsFTPd 3.0.3)
Name (192.168.10.10:root)
se specify the pas
Pé word:
230 Login succe ul
Remote system type is UNIX
Using binary mode to transfer files
ftp> l

406 AM

*Ethemet b Hyper-VManager M Attacker Kaki - Ex.

In this screenshot, I used the command “ftp 192.168.10.10” to connect to the Ubuntu 64-bit VM.



P Kali - Internal Workstation on CS301-DSTAV002 - Virtual Machine Connection
File Action Media Clipboard View Help

ne i B
© O R W - w Jgiew

80 Request: USER cyse301

100 Response: 331 _Rbeaig specify the password.
81 Request:

89 Responses

72 Request: SYST

85 Response: 215 UNIX Type:

Frame 159: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface+

Ethernet II, Src: Microsof_40:57:0c (00:15:5d:40:57:06c), Dst: Microsof_40:57:1e (
Internet Protocol Version 4, Src: 192.168.10.10, Dst: 192.168.217.3
Transmission Control Protocol, Src Port: 21, Dst Port: 44984, Seq: 1, Ack: 1, Len_

15 5d 40 57 1e 00 15 5d 40 57 oc 08 00 45 00 1w low  E
48 be bO 40 60 40 66 17 al cO a8 Ga Ba cO a8 H @@

03 00 15 af b8 [ECIIEEIED bf e6 ab 09 80 18 -+ -]

e3 83 94 00 00 01 61 08 Ga 91 fa 86 5f c9 03

29 32 32 30 20 28 76 73 46 54 50 64 20 33 2e  6)220 (v SFTPd 3.
2e 33 29 0d 6a 0.3)

File Transfer..TP): Protoct  Packets: 560 - Displayed: 7 (1.3%) - Dropped: 0 (0.0%) Profile: Default

In this screenshot, I filtered the traffic on the Internal Kali VM using “ftp” in the search bar and scrolled
right to see the information between the External Kali VM and the Ubuntu 64-bit VM to get the
password.



EP Attacker Kali - External V on on C5301-DSTAVO02 - Virtual Machine Connection
File Action Media
@0

Mon 04:23

root@CS2APenTest: ~

File Edit View Search Terminal Help
# ftp 192.168.10.10
nnected to 2.168.16.10
220 (vsFTPd 3 3)
Name (192.16 10:root)
331 Please specify the pas
Password
@ Login
mote system tyg
Using binary mode tc
ftp> exit
421 Ti

Con
220 (vsFTPd 3.0.3
Name (192.168.10.10:root):/fdstavee2
331 Please specify the password
Password
530 Login incorrect

failed

*Ethernet hrmm VManager T AttackerKai-Ex.. B pFsense - Firewa

EF Kali - Internal Workstation on C5301-DSTAVOO2 - Virtual Machine Connection
Action Media Clipboard View Help

@0 nww O g
aA = © U R W M - g W

Protocol Length Info

81 Request:
100 Response?

81 Request:

88 Response?

72 Request: SYST
164 Response: 530 Please login with USER and PASS.

Frame 1284: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interfac+
Ethernet II, Src: Microsof_40:57:0c (00:15:5d:40:57:0c), Dst: Microsof_40:57:1e (
Internet Protocol Version 4, Src: 192.168.10.10, Dst: 192.168.217.3

Transmission Control Protocol, Src Port: 21, Dst Port: 44986, Seq: 1, Ack: 1, Len,_

00 15 5d 40 57 1e JEJECIIER 40 57 ec 68 00 45 @0 oW SElew

00 48 22 f5 40 00 40 86 b3 Sc cO a8 Pa Oa cO a8 “ee -\

d9 03 00 15 af ba 3b 67 73 e9 37 b2 f4 80 18 ;e gs 7

00 e3 a2 6d 00 00 01 68 @a ab cf 4d 5c c9 19 M\
63 c8 32 32 30 20 28 76 73 46 54 50 64 20 33 2¢ ¢ 220 (v SFTPd 3.
30 2e 33 29 od 6a 0.3)

7 File Transfe..P): Protoco Packets: 1632 - Displayed: 7 (0.4%) - Dropped: 0 (0.0%) Profile: Default

*Ethemet b Hyper-VManager T Attacker Kaki - Ex.. B pFsense - Firewa

In these screenshots, I used the command “ftp 192.168.10.10” to connect to the Ubuntu 64-bit VM. I then
used my MIDAS ID for the username and my UIN for the password. I then went to the Internal Kali VM
and typed into the filter “ftp” and scrolled over to see the packets containing the “secrets” with my
MIDAS ID and UIN.



